

    
      
          
            
  
CK framework documentation

Collective Knowledge framework (CK) helps to organize any software project
as a database of reusable components (algorithms, datasets, models, frameworks, scripts,
experimental results, papers, etc) with common automation actions
and extensible meta descriptions based on FAIR principles
(findability, accessibility, interoperability, and reusability).

The ultimate goal is to help everyone share, reuse, and extend their knowledge
in the form of reusable artifacts and portable workflows with a common API, CLI,
and JSON meta description.

See how CK helps to support collaborative and reproducible AI, ML, and systems R&D
in some real-world use cases from Arm, General Motors, IBM, MLPerf(tm), the Raspberry Pi foundation,
and ACM: https://cKnowledge.org/partners.
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CK basics


Project overview
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Feedback and feature requests

We rely on your feedback to improve this open technology!
If something doesn’t work as expected or you have new suggestions
and feature requests please do not hesitate to
open a ticket [https://github.com/ctuning/ck/issues]
or get in touch [https://cKnowledge.org/contacts.html]!
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CK installation

You can install the Collective Knowledge framework on most platforms using PIP as follows:

pip install ck





You can also install CK using a specific Python version (for example, Python 3.6 or for Python 2.7):

python3.6 -m pip install ck





or

python2.7 -m pip install ck





You may need to add flag “–user” to install the client in your user space:

pip install ck --user
python3.6 -m pip install ck --user





You should now be able to run CK using one of the following alternative commands:

ck

python3.6 -m ck





If the installation is successful, you will see some internal information
about the CK installation and a Python version used:

CK version: 1.15.0

Python executable used by CK: /usr/bin/python

Python version used by CK: 2.7.12 (default, Oct  8 2019, 14:14:10)
   [GCC 5.4.0 20160609]

Path to the default repo: /home/fursin/fggwork/ck/ck/repo
Path to the local repo:   /home/fursin/CK/local
Path to CK repositories:  /home/fursin/CK

Documentation:        https://github.com/ctuning/ck/wiki
CK Google group:      https://bit.ly/ck-google-group
CK Slack channel:     https://cKnowledge.org/join-slack
Stable CK components: https://cKnowledge.io






Prerequisites

The CK framework requires minimal dependencies: Python 2.7+ or 3.x, PIP and Git.


Linux

You need to have the following packages installed (Ubuntu example):

sudo apt-get install python3 python3-pip git wget







MacOS

brew install python3 python3-pip git wget







Windows


	Download and install Git from git-for-windows.github.io [https://git-for-windows.github.io].


	Download and install any Python from www.python.org/downloads/windows [https://www.python.org/downloads/windows].






Android (Linux host)

These dependencies are needed to cross-compile for Android (tested on Ubuntu 18.04 including Docker and Windows 10 Subsystem for Linux).

 sudo apt update
 sudo apt install git wget libz-dev curl cmake
 sudo apt install gcc g++ autoconf autogen libtool
 sudo apt install android-sdk
 sudo apt install google-android-ndk-installer








Docker

We prepared several Docker images with the CK framework and AI/ML CK workflows
at the cTuning Docker hub [https://hub.docker.com/u/ctuning].
Select the most relevant image and run it as follows:

docker run -p 3344:3344 -it {Docker image name from the above list} /bin/bash







Virtual CK environments with templates

We suggest you to use virtual CK environments [https://github.com/octoml/venv]
with various automation templates shared by the community such as MLPerf™ inference.

See https://github.com/octoml/venv for more details.



Customization

Please check this wiki [https://github.com/ctuning/ck/wiki/Customization]
to learn more about how to customize your CK installation.
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Trying CK


How CK enables portable and customizable workflows

We originally developed CK to help our partners and collaborators [https://cKnowledge.org/partners.html]
implement modular, portable, customizable, and reusable workflows.
We needed such workflows to enable collaborative and reproducible ML&systems R&D
while focusing on deep learning benchmarking and ML/SW/HW co-design [https://cKnowledge.org/request].
We also wanted to automate and reuse tedious tasks that are repeated across nearly all ML&systems projects
as described in our FOSDEM presentation [https://zenodo.org/record/2556147#.XMViWKRS9PY].

In this section, we demonstrate how to use CK with portable and non-virtualized program workflows
that can automatically adapt to any platform and user environment, i.e. automatically detect
target platform properties and software dependencies and then compile and run a given program
with any compatible dataset and model in a unified way.

Note that such approach also supports our reproducibility initiatives at ML&systems conferences [https://cTuning.org/ae]
to share portable workflows along with published papers [https://cKnowledge.io/reproduced-papers].
Our goal is to make it easier for the community to reproduce research techniques, compare them,
build upon them, and adopt them in production.



CK installation

Follow this guide to install CK on Linux, MacOS, or Windows.
Don’t hesitate to contact us [https://cKnowledge.org/contacts.html]
if you encounter any problem or have questions.



Pull CK repositories with the universal program workflow

Now you can pull CK repo with the universal program workflow.

ck pull repo:octoml@mlops





CK will automatically pull all required CK repositories with different automation actions, benchmarks, and datasets in the CK format.
You can see them as follows:

ck ls repo





By default, CK stores all CK repositories in the user space in $HOME/CK-REPOS. However, you can change it using the environment variable CK_REPOS.



Manage CK entries

You can now see all shared program workflows in the CK format:

ck ls program





You can find and investigate the CK format for a given program (such as image-corner-detection) as follows:

ck search program --tags=demo,image,corner-detection





You can see the CK meta description of this program from the command line as follows:

ck load program:image-corner-detection
ck load program:image-corner-detection --min





It may be more convenient to check the structure of this entry at GitHub [https://github.com/ctuning/ck-ml/tree/master/program/image-corner-detection] with all the sources and meta-descriptions.

You can also see the CK JSON meta description for this CK program entry here [https://github.com/ctuning/ck-ml/blob/master/program/image-corner-detection/.cm/meta.json].
When you invoke automation actions in the CK module program, the automation code will read this meta description and perform actions for different programs accordingly.



Invoke CK automation actions

You can now try to compile this program on your platform:

ck compile program:image-corner-detection --speed





CK will invoke the function “compile” in the module “program” (you can see it at GitHub [https://github.com/ctuning/ck/blob/master/ck/repo/module/program/module.py#L3594]
or you can find the source code of this CK module locally using “ck find module:program”),
read the JSON meta of image-corner-detection, and perform a given action.

Note, that you can obtain all flags for a given action as follows:

ck compile program --help





You can update any above key from the command line by adding “–” to it. If you omit the value, CK will use “yes” by default.

When compiling program, CK will first attempt to automatically detect the properties of the platform
and all required software dependencies such as compilers and libraries that are already installed on this platform.
CK uses multiple plugins [https://cKnowledge.io/soft] describing how to detect different software, models, and datasets.

Users can add their own plugins either in their own CK repositories or in already existing ones.

You can also perform software detection manually from the command line. For example you can detect all installed GCC or LLVM versions:

ck detect soft:compiler.gcc
ck detect soft:compiler.llvm





Detected software is registered in the local CK repository together
with the automatically generated environment script (env.sh or env.bat)
specifying different environment variables for this software
(paths, versions, etc).

You can list registered software as follows:

ck show env
ck show env --tags=compiler





You can use CK as a virtual environment similar to venv and Conda:

ck virtual env --tags=compiler,gcc





Such approach allows us to separate CK workflows from hardwired dependencies and automatically plug in the requied ones.

You can now run this program as follows:

ck run program:image-corner-detection





While running the program, CK will collect and unify various characteristics (execution time, code size, etc).
This enables unified benchmarking reused across different programs, datasets, models, and platform.
Furthermore, we can continue improving this universal program workflow to monitor CPU/GPU frequencies,
performing statistical analysis of collected characteristics, validating outputs, etc:

ck benchmark program:image-corner-detection --repetitions=4 --record --record_uoa=ck_entry_to_record_my_experiment
ck replay experiment:ck_entry_to_record_my_experiment





Note that CK programs can automatically plug different datasets from CK entries
that can be shared by different users in different repos (for example, when publishing a new paper):

ck search dataset
ck search dataset --tags=jpeg





Our goal is to help researchers reuse this universal CK program workflow
instead of rewriting complex infrastructure from scratch in each research project.



Install missing packages

Note, that if a given software dependency is not resolved,
CK will attempt to automatically install it using CK meta packages
(see the list of shared CK packages at cKnowledge.io [https://cKnowledge.io/packages]).
Such meta packages contain JSON meta information and scripts
to install and potentially rebuild a given package
for a given target platform while reusing existing
build tools and native package managers if possible
(make, cmake, scons [https://scons.org],
spack [https://spack.io],
python-poetry [https://python-poetry.org], etc).
Furthermore, CK package manager can also install
non-software packages including ML models and datasets
while ensuring compatibility between all components
for portable workflows!

You can list CK packages available on your system (CK will search for them in all CK repositories installed on your system):

ck search package --all





You can then try to install a given LLVM on your system as follows:

ck install package --tags=llvm,v10.0.0





If this package is successfully installed, CK will also create an associated CK environment:

ck show env --tags=llvm,v10.0.0





By default, all packages are installed in the user space ($HOME/CK-TOOLS).
You can change this path using the CK environment variable CK_TOOLS.
You can also ask CK to install packages inside CK virtual environment entries directly as follows:

ck set kernel var.install_to_env=yes





Note that you can now detect or install multiple versions of the same tool on your system
that can be picked up and used by portable CK workflows!

You can run a CK virtual environment to use a given version as follows:

ck virtual env --tags=llvm,v10.0.0





You can also run multiple virtual environments at once to combine different versions of different tools together:

ck show env
ck virtual env {UID1 from above list} {UID2 from above list} ...





Another important goal of CK is invoke all automation actions and portable workflows
across all operating systems and environments
including Linnux, Windows, MacOS, Android (you can retarget your workflow for Andoird by adding –target_os=android23-arm64 flag
to all above commands when installing packages or compiling and running your programs).
The idea is to have a unified interface for all research techniques and artifacts
shared along with research papers to make the onboarding easier for the community!



Participate in crowd-tuning

You can even participate in crowd-tuning [https://cKnowledge.org/rpi-crowd-tuning]
of multiple programs and data sets across diverse platforms:.

ck crowdtune program:image-corner-detection
ck crowdtune program





You can see the live scoreboard with optimizations here [https://cKnowledge.org/repo-beta].



Use CK python API

You can also run CK automation actions directly from any Python (2.7+ or 3.3+) using one ck.access function:

import ck.kernel as ck

# Equivalent of "ck compile program:image-corner-detection --speed"
r=ck.access({'action':'compile', 'module_uoa':'program', 'data_uoa':'image-corner-detection', 
             'speed':'yes'})
if r['return']>0: return r # unified error handling 

print (r)

# Equivalent of "ck run program:image-corner-detection --env.OMP_NUM_THREADS=4
r=ck.access({'action':'run', 'module_uoa':'program', 'data_uoa':'image-corner-detection', 
             'env':{'OMP_NUM_THREADS':4}})
if r['return']>0: return r # unified error handling 

print (r)







Try the CK MLPerf™ workflow

Feel free to try more complex CK MLPerf workflows to benchmark ML Systems
across different models, data sets, frameworks and hardware
as described here [https://github.com/ctuning/ck/blob/master/docs/mlperf-automation/README].



Further information

As you may notice, CK helps to convert ad-hoc research projects into a unified database
of reusable components with common automation actions and unified meta descriptions.
The goal is to promote artifact sharing and reuse while gradually substituting and unifying
all tedious and repetitive research tasks!

Please check this guide to learn how to add your own repositories, workflows, and components!



Contact the CK community

If you encounter problems or have suggestions, do not hesitate to contact us [https://cKnowledge.org/contacts.html]!
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The most common usage

Here we describe how to create and share new CK program workflows, software detection plugins, and packages
either using new (empty) CK repositories or the existing ones.
Portable CK program workflow is the most commonly used CK automation to compile, run, validate, and compare
different algorithms and benchmarks across different compilers, libraries, models, datasets, and platforms.

We strongly suggest you to check the CK introduction
and getting started guide first.

You can also check the following real-world use cases [https://cKnowledge.org/partners.html]
that are based on our portable and customizable CK workflow:


	MLPerf™ benchmark automation [https://github.com/ctuning/ck-mlperf]


	Reproducible ACM REQUEST tournaments [https://cKnowledge.org/request] to co-design Pareto-efficient AI/ML/SW/HW stacks


	Reproducible quantum hackathons [https://cKnowledge.org/quantum]


	Student Cluster Competition automation at SuperComputing: SCC18 [https://github.com/ctuning/ck-scc18], general SCC [https://github.com/ctuning/ck-scc]


	reproducible and interactive paper for ML-based compilers [https://cKnowledge.org/rpi-crowd-tuning]





Initialize a new CK repository in the current directory (can be existing Git repo)

If you plan to contribute to already existing CK repositories [http://cKnowledge.io/repos]
you can skip this subsection. Otherwise, you need to manually create a new CK repository.

You need to choose some user friendly name such as “my-new-repo”
and initialize CK repository in your current directory
from the command line (Linux, Windows, and MacOS) as follows:

ck init repo:my-new-repo





If the current directory belongs to a Git repo, CK will automatically detect the URL.
Otherwise you need to specify it from CLI too:

ck init repo:my-new-repo --url={Git URL}





You can then find where CK created this dummy CK repository using the following command:

ck where repo:my-new-repo





Note that if you want to share your repository with the community or within workgroups to reuse automations and components,
you must create an empty repository at GitHub [http://www.github.com],
GitLab [http://gitlab.com], BitBucket [http://bitbucket.org]
or any other Git-based service. Let’s say that you have created my-new-repo at https://github.com/my_name.

You can then pull this repository using CK as follows:

ck pull repo --url=https://github.com/my_name/my-new-repo





CK will then create my_name_repo repository locally, add default meta information, and will mark it as shared repository
(to semi-automatically synchronize content with the associated Git repository):

ck where repo:my-new-repo





For example, you can later commit and push updates for this repository back to Git as follows:

ck push repo:my-new-repo





We then suggest you to make the first commit immediately after you pulled your
dummy repository from GitHub to push automatically .ckr.json file
with some internal meta information and Unique ID back to the GitHub.

Note that you can also commit and push all updates using Git commands
directly from the CK repository directory! Do not forget to commit hidden
CK directories *.cm/**!

You are now ready to use the newly created repository as a database to add, share, and reuse
new components. You can also share this repository with your colleagues or the Artifact Evaluation Committee [https://cTuning.org/ae]
to test your components and workflows in a unified way:

ck pull repo --url=https://github.com/my_name/my-new-repo







Add dependency on other repositories to reuse automation actions and components

When you want to reuse existing CK automation actions and components from other
repositories, you need to add a dependency to all these repositories
in the .ckr.json file in your root CK repository:

  ...
  "dict": {
    ...
    "repo_deps": [
      {
        "repo_uoa": "ck-env"
      },
      {
        "repo_uoa": "ck-autotuning"
      },
      {
        "repo_uoa": "ck-mlperf",
        "repo_url": "https://github.com/ctuning/ck-mlperf"
      }
    ] 
  }





Whenever someones pull your repository, CK will automatically pull all other required CK repositories with automation actions!



Add a new program workflow

You are now ready to add a new CK workflow to compile and run some algorithm or a benchmark in a unified way.

Since CK concept is about reusing and extending existing components with a common API similar to Wikipedia,
we suggest you to look at this index [https://cKnowledge.io/programs] of shared CK programs
in case someone have already shared a CK workflows for the same or similar program!

If you found a similar program, for example “image-corner-detection”
you can create a working copy of this program in your new CK repository
for further editing as follows:

ck pull repo:ctuning-programs 
ck cp program:image-corner-detection my-new-repo:program:my-copy-of-image-corner-detection





You now have a working copy of the CK “image-corner-detection” program entry in your new repository
that contains sources and the CK meta information about how to compile and run this program:

ck compile program:my-copy-of-image-corner-detection --speed
ck run program:my-copy-of-image-corner-detection





You can find and explore the new CK entry from command line as follows:

ck find program:my-copy-of-image-corner-detection





You will see the following files in this directory:


	.cm/desc.json - description of all I/O types in all automation actions (empty by default - we can skip it for now)


	.cm/info.json - the provenance for this entry (creation date, author, license, etc)


	.cm/meta.json - main CK meta information about how to compile, run, and validate this program


	*susan.c’’ - source code of this program




Once again, do not forget to add .cm directories when committing to Git since .cm files are usually not visible from bash in Linux!

If you did not find a similar program, you can then create a new program using shared program templates as follows:

ck add my-new-repo:program:my-new-program





CK will then ask you to select the most close template:

0) C program "Hello world" (--template=template-hello-world-c)
1) C program "Hello world" with compile and run scripts (--template=template-hello-world-c-compile-run-via-scripts)
2) C program "Hello world" with jpeg dataset (--template=template-hello-world-c-jpeg-dataset)
3) C program "Hello world" with output validation (--template=template-hello-world-c-output-validation)
4) C program "Hello world" with xOpenME interface and pre/post processing (--template=template-hello-world-c-openme)
5) C++ TensorFlow classification example (--template=image-classification-tf-cpp)
6) C++ program "Hello world" (--template=template-hello-world-cxx)
7) Fortran program "Hello world" (--template=template-hello-world-fortran)
8) Java program "Hello world" (--template=template-hello-world-java)
9) Python MXNet image classification example (--template=mxnet)
10) Python TensorFlow classification example (--template=image-classification-tf-py)
11) Python program "Hello world" (--template=template-hello-world-python)
12) image-classification-tflite (--template=image-classification-tflite)
13) Empty entry





If you select “Python TensorFlow classification example”,
CK will create a working image classification program
in your new repository with software dependencies
on TensorFlow AI framework and compatible models.

Since it’s a Python program, you do not need to compile it:

ck run program:my-new-program





Note that you can later make your own program a template by adding the following key to the meta.json file:

  "template": "yes"






Update program sources

If you found a similar program with all the necessary software dependencies,
you can now update or change its sources for your own program.

In such case, you must update the following keys in the meta.json of this program entry:


	add your source files:




  "source_files": [
    "susan.c"
  ], 






	specify a command line to run your program (see run_cmd_main):




  "run_cmds": {
    "corners": {
      "dataset_tags": [
        "image", 
        "pgm", 
        "dataset"
      ], 
      "ignore_return_code": "no", 
      "run_time": {
        "run_cmd_main": "$#BIN_FILE#$ $#dataset_path#$$#dataset_filename#$ tmp-output.tmp -c" 
      }
    }, 
    "edges": {
      "dataset_tags": [
        "image", 
        "pgm", 
        "dataset"
      ], 
      "ignore_return_code": "no", 
      "run_time": {
        "run_cmd_main": "$#BIN_FILE#$ $#dataset_path#$$#dataset_filename#$ tmp-output.tmp -e" 
      }
    }, 





Note that you can have more than one possible command line to run this program.
In such case, CK will ask you which one to use when you run this program.
For example, this can be useful to perform ML model training (”train”), validation (”test”),
and classification (”classify”).

You can also update meta.json keys to customize program compilation and execution:

  "build_compiler_vars": {
    "XOPENME": ""
  }, 

  "compiler_env": "CK_CC", 

  "extra_ld_vars": "$<<CK_EXTRA_LIB_M>>$", 

  "run_vars": {
    "CT_REPEAT_MAIN": "1",
    "NEW_VAR":"123"
  }, 





Note that you can update environment variables when running a given program
in a unified way from the command line as follows:

ck run program:my-new-program --env.OMP_NUM_THREADS=4 --env.ML_MODEL=mobilenet-v3





You can also expose different algorithm parameters and optimizations via environment
to apply customizable CK autotuner as used in this
CK ReQuEST workflow [https://github.com/dividiti/ck-request-asplos18-mobilenets-armcl-opencl/blob/master/script/mobilenets-armcl-opencl/benchmark.py#L304]
to automatically explore (co-design) different MobileNets configurations in terms of speed, accuracy, and costs.

Here is the brief description of other important keys in CK program meta.json:

  "run_cmds": {                

    "corners": {               # User key describing a given execution command line

      "dataset_tags": [        # dataset tags - will be used to query CK
        "image",               # and automatically find related entries such as images
        "pgm", 
        "dataset"
      ], 

      "run_time": {            # Next is the execution command line format
                               # $#BIN_FILE#$ will be automatically substituted with the compiled binary
                               # $#dataset_path#$$#dataset_filename#$ will be substituted with
                               # the first file from the CK dataset entry (see above example
                               # of adding new datasets to CK).
                               # tmp-output.tmp is and output file of a processed image.
                               # Basically, you can shuffle below words to set your own CMD

        "run_cmd_main": "$#BIN_FILE#$ $#dataset_path#$$#dataset_filename#$ tmp-output.tmp -c", 

        "run_cmd_out1": "tmp-output1.tmp",  # If !='', add redirection of the stdout to this file
        "run_cmd_out2": "tmp-output2.tmp",  # If !='', add redirection of the stderr to this file

        "run_output_files": [               # Lists files that are produced during
                                            # benchmark execution. Useful when program
                                            # is executed on remote device (such as
                                            # Android mobile) to pull necessary
                                            # files to host after execution
          "tmp-output.tmp", 
          "tmp-ck-timer.json"
        ],


        "run_correctness_output_files": [   # List files that should be used to check
                                            # that program executed correctly.
                                            # For example, useful to check benchmark correctness
                                            # during automatic compiler/hardware bug detection
          "tmp-output.tmp", 
          "tmp-output2.tmp"
        ], 

        "fine_grain_timer_file": "tmp-ck-timer.json"  # If XOpenME library is used, it dumps run-time state
                                                      # and various run-time parameters (features) to tmp-ck-timer.json.
                                                      # This key lists JSON files to be added to unified 
                                                      # JSON program workflow output
      },

      "hot_functions": [                 # Specify hot functions of this program
        {                                # to analyze only these functions during profiling
          "name": "susan_corners",       # or during standalone kernel extraction
          "percent": "95"                # with run-time memory state (see "codelets"
                                         #  shared in CK repository from the MILEPOST project
                                         #  and our recent papers for more info)
        }
      ] 

      "ignore_return_code": "no"         # Some programs have return code >0 even during
                                         # successful program execution. We use this return code
                                         # to check if benchmark failed particularly during
                                         # auto-tuning or compiler/hardware bug detection
                                         #  (when randomly or semi-randomly altering code,
                                         #   for example, see Grigori Fursin's PhD thesis with a technique
                                         #   to break assembler instructions to detect 
                                         #   memory performance bugs) 
    }, 
    ...
  }, 





You can also check how to use pre and post-processing scripts before and after running your program
in this example [https://github.com/ctuning/ck-scc18/blob/master/program/seissol-netcdf/.cm/meta.json]
from the Student Cluster Competition’18.




Update software dependencies

If you new program rely on extra software dependencies (compilers, libraries, models, datasets)
you must first find the ones you need in this online index [https://cKnowledge.io/soft]
of software detection plugins. You can then specify the tags and versions either using
compile_deps or run_deps keys in the meta.json of your new program as follows:

  "compile_deps": {
    "compiler": {
      "local": "yes", 
      "name": "C compiler", 
      "sort": 10, 
      "tags": "compiler,lang-c"
    }, 
    "xopenme": {
      "local": "yes", 
      "name": "xOpenME library", 
      "sort": 20, 
      "tags": "lib,xopenme"
    }
  }, 





  "run_deps": {
    "lib-tensorflow": {
      "local": "yes",
      "name": "TensorFlow library",
      "sort": 10,
      "tags": "lib,tensorflow",
      "no_tags":"vsrc"
    },
    "tensorflow-model": {
      "local": "yes",
      "name": "TensorFlow model (net and weights)",
      "sort": 20,
      "tags": "tensorflowmodel,native"
    }
  },





As a minimum, you just need to add a new sub-key such as “lib-tensorflow”,
a user-friendly name such as “TensorFlow library”,
one or more tags to specify your software detection plugin from above index
(CK will use these tags to find related CK components),
and an order in which dependencies will be resolved using the sort key.

You can also select version ranges with the following keys:

  "version_from": [1,64,0], # inclusive
  "version_to": [1,66,0]    # exclusive





Have a look at a more complex meta.json [https://github.com/dividiti/ck-caffe/blob/master/package/lib-caffe-bvlc-master-cuda-universal/.cm/meta.json]
of the Caffe CUDA package.

Whenever CK compiles or runs programs, it first automatically resolves all software dependencies.
CK also registers all detected software or installed packages in the CK virtual environment
(see the getting started guide) with automatically generated env.sh or env.bat batch scripts.
These scripts are then loaded one after another
based on the above sort  key to aggregate all required environment variables
and pass them either to the compilation or execution scripts.
Your scripts and algorithms can then use all these environment variables to customize compilation and execution
without any need to change paths manually, i.e. we enable portable workflows that can automatically adapt
to a user environment.



Reuse or add basic datasets

We have developed a simple mechanism in the CK workflow to reuse basic (small) datasets such a individual images.

You can find already shared datasets using this online index [https://cknowledge.io/c/dataset].

If you want to reuse them in your program workflow, you can find the related one,
check its tags (see the meta.json [https://github.com/ctuning/ck-autotuning/blob/master/dataset/image-jpeg-fgg/.cm/meta.json]
of the image-jpeg-0001 dataset), and add them to your program meta as follows:

  "run_cmds": {
    "corners": {
      "dataset_tags": [
        "image", 
        "pgm", 
        "dataset"
      ], 
      "ignore_return_code": "no", 
      "run_time": {
        "run_cmd_main": "$#BIN_FILE#$ $#dataset_path#$$#dataset_filename#$ tmp-output.tmp -c" 
      }
    }, 





CK then search for all dataset entries in all pulled CK repositories using these flags,
and will ask a user which one to use when multiple entries are found. CK will then
substitute $#dataset_path#$$#dataset_filename#$ with the full path and a file
of the dataset from the selected entry.

Such approach allows to get rid of hardwired paths in ad-hoc scripts
while easily sharing and reusing related datasets.
Whenever you pull a new repository with CK datasets,
they can be automatically picked up by a given program workflow!

For example you can see all pgm images available in your CK repositories as follows:

ck pull repo:ctuning-datasets-min
ck search dataset --tags=dataset,image,pgm





You can add a new dataset in your new repository as follows:

ck add my-new-repo:dataset:my-new-dataset





You will be asked to enter some tags and to select a file that will be copied into your new CK entry.

Note that for large and complex datasets such as ImageNet, we use CK packages
that can download a given dataset and even process it depending on other software dependencies.
For example one may need a different procedure when using TensorFlow or PyTorch or MXNet.



Add new CK software detection plugins

If CK software plugin doesn’t exist for a given code, data, or models,
you can add a new one either in your own repository or in already existing ones [https://cKnowledge.io/repos].

We suggest you to find the most close software detection plugin using
this online index [http://cKnowledge.io/soft],
pull this repository, and make a copy in your repository as follows:

ck copy soft:lib.armcl my-new-repo:soft:lib.my-new-lib





or

ck copy soft:dataset.imagenet.train my-new-repo:soft:my-new-data-set





Alternatively, you can add a new soft entry and select the most relevant template:

ck add my-new-repo:soft:my-new-data-set





You must then update related keys in the .cm/meta.json file of the new CK entry.
You can find it as follows:

ck find soft:lib.my-new-lib





Typical software meta description:

{
  "auto_detect": "yes",
  "customize": {
    "check_that_exists": "yes",
    "ck_version": 10,
    "env_prefix": "CK_ENV_LIB_ARMCL",
    "limit_recursion_dir_search": {
      "linux": 4,
      "win": 4
    },
    "soft_file": {
      "linux": "libarm_compute.a",
      "win": "arm_compute.lib"
    },
    "soft_path_example": {
    }
  },
  "soft_name": "ARM Compute Library",
  "tags": [
    "lib",
    "arm",
    "armcl",
    "arm-compute-library"
  ]
}





First, you must update tags keys for your new software,
soft_name to provide a user-friendly name for your software,
env_prefix to expose different environment variables
for the detected software in the automatically generated virtual environment script
(env.sh or env.bat), and soft_file keys to tell CK which unique filename inside this soft
to search for when detecting this software automatically on your system.

If the soft_file is the same across all platforms (Linux, Windows, MacOS, etc),
you can use the following universal key:

    "soft_file_universal": "libGL$#file_ext_dll#$",





CK will then substitute file_ext_dll with dll key from the file_extensions dictionary
in the target OS (see example for the 64-bit Linux [https://github.com/ctuning/ck-env/blob/master/os/linux-64/.cm/meta.json#L39]
and 64-bit Windows [https://github.com/ctuning/ck-env/blob/master/os/windows-64/.cm/meta.json#L34]).

You can also tell CK to detect a given soft for a different target such as Android as follows:

ck detect soft:compiler.gcc.android.ndk --target_os=android21-arm64
ck detect soft --tags=compiler,android,ndk,llvm --target_os=android21-arm64





Next, you may want to update the customize.py file [https://github.com/ctuning/ck-env/blob/master/soft/lib.armcl/customize.py] in the new entry.
This Python script can have multiple functions to customize the detection of a given software
and update different environment variables in the automatically generated “env.sh” or “env.bat”
for the virtual CK environment.

For example, setup function receives a full path to a found software file specified using the above soft_name keys:

    cus=i.get('customize',{})
    fp=cus.get('full_path','')





It is then used to prepare different environment variables with different paths (see env dictionary)
as well as embedding commands directly to “env.sh” or “env.bat” using “s” string in the returned dictionary:

    return {'return':0, 'bat':s}





Here is an example of the automatically generated “env.sh” on a user machine:

#! /bin/bash
# CK generated script

if [ "$1" != "1" ]; then if [ "$CK_ENV_LIB_ARMCL_SET" == "1" ]; then return; fi; fi

# Soft UOA           = lib.armcl (fc544df6941a5491)  (lib,arm,armcl,arm-compute-library,compiled-by-gcc,compiled-by-gcc-8.1.0,vopencl,vdefault,v18.05,v18,channel-stable,host-os-linux-64,tar
get-os-linux-64,64bits,v18.5,v18.5.0)
# Host OS UOA        = linux-64 (4258b5fe54828a50)
# Target OS UOA      = linux-64 (4258b5fe54828a50)
# Target OS bits     = 64
# Tool version       = 18.05-b3a371b
# Tool split version = [18, 5, 0]

# Dependencies:
. /home/fursin/CK/local/env/fd0d1d044f44c09b/env.sh
. /home/fursin/CK/local/env/72fa25bd445a993f/env.sh

export CK_ENV_LIB_ARMCL_LIB=/home/fursin/CK-TOOLS/lib-armcl-opencl-18.05-gcc-8.1.0-linux-64/install/lib
export CK_ENV_LIB_ARMCL_INCLUDE=/home/fursin/CK-TOOLS/lib-armcl-opencl-18.05-gcc-8.1.0-linux-64/install/include


export LD_LIBRARY_PATH="/home/fursin/CK-TOOLS/lib-armcl-opencl-18.05-gcc-8.1.0-linux-64/install/lib":$LD_LIBRARY_PATH
export LIBRARY_PATH="/home/fursin/CK-TOOLS/lib-armcl-opencl-18.05-gcc-8.1.0-linux-64/install/lib":$LIBRARY_PATH

export CK_ENV_LIB_ARMCL=/home/fursin/CK-TOOLS/lib-armcl-opencl-18.05-gcc-8.1.0-linux-64/install
export CK_ENV_LIB_ARMCL_CL_KERNELS=/home/fursin/CK-TOOLS/lib-armcl-opencl-18.05-gcc-8.1.0-linux-64/src/src/core/CL/cl_kernels/
export CK_ENV_LIB_ARMCL_DYNAMIC_CORE_NAME=libarm_compute_core.so
export CK_ENV_LIB_ARMCL_DYNAMIC_NAME=libarm_compute.so
export CK_ENV_LIB_ARMCL_LFLAG=-larm_compute
export CK_ENV_LIB_ARMCL_LFLAG_CORE=-larm_compute_core
export CK_ENV_LIB_ARMCL_SRC=/home/fursin/CK-TOOLS/lib-armcl-opencl-18.05-gcc-8.1.0-linux-64/src
export CK_ENV_LIB_ARMCL_SRC_INCLUDE=/home/fursin/CK-TOOLS/lib-armcl-opencl-18.05-gcc-8.1.0-linux-64/src/include
export CK_ENV_LIB_ARMCL_STATIC_CORE_NAME=libarm_compute_core.a
export CK_ENV_LIB_ARMCL_STATIC_NAME=libarm_compute.a
export CK_ENV_LIB_ARMCL_TESTS=/home/fursin/CK-TOOLS/lib-armcl-opencl-18.05-gcc-8.1.0-linux-64/src/tests
export CK_ENV_LIB_ARMCL_UTILS=/home/fursin/CK-TOOLS/lib-armcl-opencl-18.05-gcc-8.1.0-linux-64/src/utils

export CK_ENV_LIB_ARMCL_SET=1





All these environment variables will be exposed to the CK program compilation and execution workflow
if this software dependency is seleted in a program meta description.

You can also look at how this functionality is implemented in the CK soft module [https://github.com/ctuning/ck-env/blob/master/module/soft/module.py].

There are many options and nuances so we suggest you to have a look
at existing examples or contact the CK community [https://cKnowledge.org/contacts.html] for further details.
We regularly explain users how to add new software detection plugins and packages.



Add new CK packages

Whenever a required software is not found, CK will automatically search
for existing packages with the same tags for a given target
in all installed CK repositories.

CK package module [https://cKnowledge.io/c/module/package] provides a unified JSON API
to automatically download, install, and potentially rebuild a given package
(software, datasets, models, etc) in a portable way across Linux, Windows, MacOS, Android,
and other supported platforms. It is also a unified front-end for other
package managers and build tools including make, cmake, scons, Spack, EasyBuild, etc.

If CK packages are not found, CK will print notes from the install.txt file
from a related software detection plugin about how to download and install such package manually
as shown in this example [https://github.com/ctuning/ck-env/blob/master/soft/compiler.cuda/install.txt]
for CUDA.

In such case, you may be interested to provide a new CK package to be reused either in your workgroup
or by the broad community to automate the installation.

Similar to adding CK software detection plugins, you must first find the most close package
from this online index [https://cKnowledge.io/packages], download it,
and make a new copy in your repository unless you want to share it immediately with the community
in already existing CK repositories [https://cKnowledge.io/repos].

For example, let’s copy a CK protobuf package that downloads a given protobuf version in a tgz archive
and uses cmake to build it:

ck cp package:lib-protobuf-3.5.1-host my-new-repo:package:my-new-lib





Note, that all CK packages must be always connected with some software detection plugins
such as “soft:lib.my-new-lib” created in the previous section.
You just need to find its Unique ID as follows:

ck info soft:lib.my-new-lib





and add it to the soft_uoa key in the package meta.json.

Next, copy/paste the same tags from the meta.json of the soft plugin
to the meta.json of the package and add extra tags specifying a version.
See examples of such tags in existing packages
such as lib-armcl-opencl-18.05 [https://github.com/ctuning/ck-math/blob/master/package/lib-armcl-opencl-18.05/.cm/meta.json]
and compiler-llvm-10.0.0-universal [https://github.com/ctuning/ck-env/blob/master/package/compiler-llvm-10.0.0-universal/.cm/meta.json].

Alternatively, you can add a new CK package using existing templates
while specifying a related software plugin in the command line as follows:

ck add my-new-repo:package:my-new-lib --soft=lib.my-new-lib





In such case, CK will automatically substitute correct values for soft_uoa and tags keys!

Next, you need to update the .cm/meta.json file in the new CK package entry:

ck find package:my-new-lib





For example, you need to update other keys in the package meta.json
to customize downloading and potentially building (building is not strictly required
when you download datasets, models, and other binary packages):

   "install_env": {
      "CMAKE_CONFIG": "Release",
      "PACKAGE_AUTOGEN": "NO",
      "PACKAGE_BUILD_TYPE": "cmake",
      "PACKAGE_CONFIGURE_FLAGS": "-Dprotobuf_BUILD_TESTS=OFF",
      "PACKAGE_CONFIGURE_FLAGS_LINUX": "-DCMAKE_INSTALL_LIBDIR=lib",
      "PACKAGE_CONFIGURE_FLAGS_WINDOWS": "-DBUILD_SHARED_LIBS=OFF -Dprotobuf_MSVC_STATIC_RUNTIME=OFF",
      "PACKAGE_FLAGS_LINUX": "-fPIC",
      "PACKAGE_NAME": "v3.5.1.tar.gz",
      "PACKAGE_NAME1": "v3.5.1.tar",
      "PACKAGE_NAME2": "v3.5.1",
      "PACKAGE_RENAME": "YES",
      "PACKAGE_SUB_DIR": "protobuf-3.5.1",
      "PACKAGE_SUB_DIR1": "protobuf-3.5.1/cmake",
      "PACKAGE_UNGZIP": "YES",
      "PACKAGE_UNTAR": "YES",
      "PACKAGE_UNTAR_SKIP_ERROR_WIN": "YES",
      "PACKAGE_URL": "https://github.com/google/protobuf/archive",
      "PACKAGE_WGET": "YES"
    },
    "version": "3.5.1"





You can specify extra software dependencies using deps dictionary if needed.

You must also describe the file which will be downloaded or created at the end of
the package installation process using end_full_path key to let CK validate
that the process was successful:

  "end_full_path": {
    "linux": "install$#sep#$lib$#sep#$libprotobuf.a",
    "win": "install\\lib\\libprotobuf.lib"





You can add or update a script to download and build a given package. See examples of such scripts in
CK package imagenet-2012-aux: install.sh
and install.bat [https://github.com/ctuning/ck-env/blob/master/package/imagenet-2012-aux/install.bat]
to download ImageNet 2012 auxiliary dataset used in the ACM ReQuEST-ASPLOS tournament [https://cKnowledge.org/request]
and MLPerf™ submissions [https://github.com/ctuning/ck-mlperf].

Note that CK will pass at least 2 environment variables to this script:


	PACKAGE_DIR - the path to the CK package entry. This is useful if your script need additional files or subscripts from the CK package entry.


	INSTALL_DIR - the path where this package will be installed. Note that end_full_path key will be appended to this path.




If you need to know extra CK variables passed to this script,
you can just export all environment variable to some file
and check the ones starting from CK_.

For example, if your package has software dependencies on a specific Python version,
all environment variables from the resolved software dependencies will be available
in your installation script. This allows you to use the ${CK_ENV_COMPILER_PYTHON_FILE}
environment variable instead of calling python directly to be able to automatically
adapt to different python versions on your machine.

At the end of the package installation, CK will check if this file was created,
and will pass it to the related software detection plugin to register the CK virtual environment,
thus fully automating the process of rebuilding the required environment
for a given workflow!

If you need to create a simple package that downloads an archive, uses configure to configure it,
and builds it using make, use this lib-openmpi-1.10.3-universal CK package [https://github.com/ctuning/ck-env/tree/master/package/lib-openmpi-1.10.3-universal]
as example:

 "PACKAGE_URL": "https://www.open-mpi.org/software/ompi/v1.10/downloads",
 "PACKAGE_NAME": "openmpi-1.10.3.tar.gz",
 "PACKAGE_NAME1": "openmpi-1.10.3.tar",
 "PACKAGE_NAME2": "openmpi-1.10.3",
 "PACKAGE_SUB_DIR": "openmpi-1.10.3",
 "PACKAGE_SUB_DIR1": "openmpi-1.10.3",
 "linux": "install/lib/libmpi.so"





Note that we described only a small part of all available functions of
the CK package manager that we have developed in collaboration with our [http://cKnowledge.org/partners.html partners and users].
We continue documenting them and started working on a user-friendly GUI
to add new software and packages via web. You can try it here [https://cknowledge.io/add-artifact].



Pack CK repository

You can pack a given repository as follows:

ck zip repo:my-new-repo





This command will create a ckr-my-new-repo.zip file that you can archive or send to your colleagues and artifact evaluators [https://cTuning.org/ae].

Other colleagues can then download it and install it on their system as follows:

ck add repo --zip=ckr-my-new-repo.zip





They can also unzip entries to an existing repository (local by default) as follows:

ck unzip repo --zip=ckr-my-new-repo.zip





This enables a simple mechanism to share repositories, automation actions, and components
including experimental results and reproducible papers with the community.
We also hope it will help to automate the tedious Artifact Evaluation process [https://cTuning.org/ae].



Prepare CK repository for Digital Libraries

During the ACM ReQuEST-ASPLOS’18 tournament [https://cKnowledge.org/request]
the authors needed to share the snapshots of their implementations of efficient deep learning algorithms
for the ACM Digital Library.

We have added a new automation to the CK to prepare such snapshots
of a given repository with all dependencies and the latest CK framework in one zip file:

ck snapshot artifact --repo=my-new-repo





It will create a ck-artifacts-{date}.zip archive with all related CK repositories, the CK framework, and two scripts:


	prepare_virtual_ck.bat


	run_virtual_ck.bat




The first script will unzip all CK repositories and the CK framework inside your current directory.

The second script will set environment variables to point to above CK repositories in such a way
that it will not influence you existing CK installation! Basically it creates a virtual CK environment
for a given CK snapshot. At the end, this script will run bash on Linux/MacOS or cmd on Windows
allowing you to run CK commands to prepare, run, and validate a given CK workflow
while adapting to your platform and environment!



Prepare a Docker container with CK workflows

One of the CK goals is to be a plug&play connector between non-portable workflows and containers.

CK can work both in native environments and containers. While portable CK workflows can fail
in the latest environment, they will work fine inside a container with a stable environment.

We have added the CK module docker [https://cKnowledge.io/c/module/docker]
to make it easier to build, share, and run Docker descriptions.
Please follow the Readme in the ck-docker [https://github.com/ctuning/ck-docker] for more details.

Please check examples of the CK Docker entries with CK workflows and components in the following projects:


	https://github.com/ctuning/ck-mlperf/tree/master/docker


	https://github.com/ctuning/ck-request-asplos18-caffe-intel/tree/master/docker


	https://github.com/ctuning/ck-docker/tree/master/docker




You can find many of these containers ready for deployment, usage, and further customization
at the cTuning Docker hub [https://hub.docker.com/u/ctuning].



Create more complex workflows

Users can create even more complex CK workflows that will automatically compile, run, and validate
multiple applications with different compilers, datasets, and models across different platforms
while sharing, visualizing, and comparing experimental results via live scoreboards.

See the following examples:


	https://cKnowledge.org/rpi-crowd-tuning


	https://github.com/SamAinsworth/reproduce-cgo2017-paper (see CK workflow module [https://github.com/SamAinsworth/reproduce-cgo2017-paper/blob/master/module/workflow-from-cgo2017-paper/module.py])


	https://github.com/ctuning/ck-scc18/wiki


	https://github.com/ctuning/ck-scc


	https://github.com/ctuning/ck-request-asplos18-results




Users can create such workflows using two methods:


Using shell scripts

We have added CK module script that allows you to add a CK entry
where you can store different system scripts. Such scripts can call
different CK modules to install packages, build and run programs,
prepare interactive graphs, generate papers, etc.

You can see examples of such scripts from the reproducible CGO’17 paper [https://github.com/SamAinsworth/reproduce-cgo2017-paper/tree/master/script/reproduce-cgo2017-paper].
You can also check this unified Artifact Appendix and reproducibility checklist [https://www.cl.cam.ac.uk/~sa614/papers/Software-Prefetching-CGO2017.pdf]
at the end of this article describing how to run those scripts.

You can add your own CK script entry as follows:

 $ ck add my-new-repo:script:my-scripts-to-run-experiments
 $ ck add my-new-repo:script:my-scripts-to-generate-articles





You can also write Python scripts calling CK APIs directly.
For example, check this ReQuEST-ASPLOS’18 benchmark script [https://github.com/dividiti/ck-request-asplos18-mobilenets-armcl-opencl/blob/master/script/mobilenets-tensorflow/benchmark.py]
to prepare, run, and customize ACM REQUEST [https://cKnowledge.org/request] experiments:

#! /usr/bin/python

import ck.kernel as ck
import os

...

def do(i, arg):

    # Process arguments.
    if (arg.accuracy):
        experiment_type = 'accuracy'
        num_repetitions = 1
    else:
        experiment_type = 'performance'
        num_repetitions = arg.repetitions

    random_name = arg.random_name
    share_platform = arg.share_platform

    # Detect basic platform info.
    ii={'action':'detect',
        'module_uoa':'platform',
        'out':'con'}
    if share_platform: ii['exchange']='yes'
    r=ck.access(ii)
    if r['return']>0: return r

...







Using CK modules

You can also add and use any new module “workflow.my-new-experiments” as a workflow
with different functions to prepare, run, and validate experiments.
This is the preferred method that allows you to use unified CK APIs
and reuse this module in other projects:

ck add my-new-repo:module:workflow.my-new-experiments





Note, that CK module and entry names are global in the CK. Therefore, we suggest you to find a unique name.

You can then add any function to this workflow. For example, let’s add a function “run” to run your workflow:

ck add_action my-new-repo:module:workflow.my-new-experiments --func=run





CK will create a working dummy function in the python code of this CK module that you can test immediately:

ck run workflow.my-new-experiments





You can then find the module.py from this CK module and update run function to implement your workflow:

ck find module:workflow.my-new-experiments
cd `ck find module:workflow.my-new-experiments`
ls *.py





Don’t hesitate to get in touch with the [[Contacts|CK community]] if you have questions or comments.




Generate reproducible and interactive articles

Unified CK APIs and portable CK workflows can help to automate all experiments as well as
the generation of papers with all tables and graphs.

As a proof-of-concept, we collaborated with the Raspberry Pi foundation [https://www.raspberrypi.org]
to reproduce results from the MILEPOST project [https://en.wikipedia.org/wiki/MILEPOST_GCC]
and develop a Collective Knowledge workflow for collaborative research into multi-objective autotuning
and machine learning techniques.

We have developed a MILEPOST GCC workflow [https://github.com/ctuning/reproduce-milepost-project],
shared results in the CK repository [https://github.com/ctuning/ck-rpi-optimization-results],
created live CK dashboards to crowdsource autotuning [https://cKnowledge.org/repo-beta],
and automatically generated a live and interactive article [https://cKnowledge.org/rpi-crowd-tuning]
where results can be automatically updated by the community. The stable snapshot of such article
can still be published as a traditional PDF paper [https://arxiv.org/abs/1801.08024].

However, it is still a complex process. We have started documenting this functionality here [https://github.com/ctuning/ck/wiki/Interactive-articles]
and plan to gradually improve it. When we have more resources, we plan to add a web-based GUI to the cKnowledge.io platform [https://cKnowledge.io]
to make it easier to create such live, reproducible, and interactive articles.



Publish CK repositories, workflows, and components

We are developing an open cKnowledge.io platform [https://cKnowledge.io] to let users
share and reuse CK repositories, workflows, and components similar to PyPI.
Please follow this guide [https://cKnowledge.io/docs] to know more.



Contact the CK community

We continue improving the CK technology, components, automation actions, workflows, and this documentation!
If you have questions, encounter problems or have some feedback,
do not hesitate to contact us [https://cKnowledge.org/contacts.html]!
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CK CLI and API

Most of the CK functionality is implemented using CK modules [https://cKnowledge.io/modules]
with automation actions [https://cKnowledge.io/actions] and associated
CK entries (components) [https://cKnowledge.io/browse].

Here we describe the main CK functionality to manage repositories, modules, and actions.
Remember that you can see all flags for a given automation action from the command line as follows:

ck {action} {CK module} --help





You can set the value of any key for the automation action as follows:

ck {action} ... key=value
ck {action} ... -key=value
ck {action} ... --key=value
ck {action} ... --key=value





If the value is omitted, CK will use “yes” string.

You can also use JSON or YAML files as inputs to a given action:

ck {action} ... @input.json
ck {action} ... @input.yaml






CLI to manage CK repositories


	Automation actions are implemented using the internal CK module repo [https://cknowledge.io/c/module/repo].


	See the list of all automation actions and their API at cKnowledge.io platform [https://cknowledge.io/c/module/repo/#api].





Init new CK repository in the current path

ck init repo





CK will ask user for a repo name and will also attempt to detect Git URL from .git/config.

Extra options:

ck init repo:{CK repo name}
ck init repo --url={Git URL with the CK repository}
ck init repo --url={Git URL with the CK repository} --deps={list of CK repos}





Example:

ck init repo:asplos21-artifact123 --url=https://github.com/ctuning/ck-asplos21-artifact123 --deps=ck-autotuning
ck init repo:mlperf-submission --url=https://github.com/ctuning/ck-mlperf-submission321 --deps=ck-mlperf







Pull existing repository using Git URL

ck pull repo --url={Git URL with the CK repository}







Pull existing repository from cTuning GitHub

ck pull repo:{CK repo name}





In this case, CK will use https://github.com/ctuning/{CK repo name}



Download a repository as a zip file

ck add repo --zip={URL to the zip file with the CK repository}







Update all local CK repositories from Git

ck pull all







Create a dummy CK repository locally

Quick mode with minimal questions:

ck add repo:{user-friendly name} --quiet





Advanced mode with many questions to configure repository:

ck add repo:{user-friendly name}







Import existing local repository from current directory

ck import repo --quiet







Import existing local repository from some local directory

ck import repo --path={full path to the local CK repository} --quiet 







List local CK repositories

ck ls repo





or

ck list repo







Delete a given CK repository

Unregister CK repository but do not delete the content (you can later import it again to reuse automation actions and components):

ck rm repo:{CK repo name from above list}





or

ck remove repo:{CK repo name from above list}





or

ck delete repo:{CK repo name from above list}





Delete CK repository completely with the content:

ck rm repo:{CK repo name from above list} --all







Find a path to a given CK repository

ck where repo:{CK repo name}





or

ck find repo:{CK repo name}







Pack a given CK repository to a zip file

ck zip repo:{CK repo name}







Add CK entries from a zip file to an existing CK repository

To a local repository:

ck unzip repo:{CK repo name} --zip={path to a zip file with the CK repo}





To a given repository:

ck unzip repo:{CK repo name} --zip={path to a zip file with the CK repo}








CLI to manage CK entries

CK repository is basically a database of CK modules and entries.
You can see internal CK commands to manage CK entries as follows:

ck help





CID is the Collective Identifier of the following formats:


	{CK module name or UID}:{CK entry name or UID}


	{CK repo name or UID}:{CK module name or UID}:{CK entry name or UID}




Note that wildcards are allowed in CID when appropriate!

Here are the most commonly used commands to manage CK modules and entries.


List CK modules from all local CK repositories

ck ls module





or

ck list module





Show full CID (repository:module:entry):

ck ls module --all







List some CK modules with a wildcard from all local CK repositories

ck ls module:{wildcard}





Example:

ck ls module:re* --all

 default:module:repo
 ck-analytics:module:report
 ...







List CK entries for a given CK module in a given repository

ck ls {CK repo}:{CK module}:





or

ck ls {CK repo}:{CK module}:*

With a wildcard:
```bash
ck ls {CK repo}:{CK module}:{wildcard for CK entries}





Example:

ck ls ctuning-datasets-min:dataset:*jpeg*dnn*

  ctuning-datasets-min:dataset:image-jpeg-dnn-cat
  ctuning-datasets-min:dataset:image-jpeg-dnn-cat-gray
  ctuning-datasets-min:dataset:image-jpeg-dnn-computer-mouse
  ctuning-datasets-min:dataset:image-jpeg-dnn-cropped-panda
  ctuning-datasets-min:dataset:image-jpeg-dnn-fish-bike
  ctuning-datasets-min:dataset:image-jpeg-dnn-snake-224
  ctuning-datasets-min:dataset:image-jpeg-dnn-surfers







Search for CK entries by tags

ck search {CK module} --tags={list of tags separated by comma}





or

ck search {CK module}:{wildcard for CK entries} --tags={list of tags separated by comma}





or

ck search {CK repo}:{CK module}:{wildcard for CK entries} --tags={list of tags separated by comma}





Example:

ck search dataset --tags=jpeg
ck search dataset:*dnn* --tags=jpeg







Search for CK entries by a string

You can search CK entries by the occurrence of a given string in values of keys in JSON meta descriptions

ck search {CK module} --search_string={string with wildcards}





Note that CK supports transparent indexing of all CK JSON meta descriptions by ElasticSearch [https://www.elastic.co]
to enable fast search and powerful queries. This mode is used in our cKnowledge.io platform [https://cKnowledge.io].
Please check these pages to know how to configure your CK installation with ES:


	https://github.com/ctuning/ck/wiki/Customization


	https://github.com/ctuning/ck/wiki/Indexing-entries


	https://github.com/ctuning/ck/wiki/Searching-entries






Find a path to a given CK entry

ck find {CK module}:{CK entry}





or

ck find {CK repo}:{CK module}:{CK entry}





Example:

ck find module:repo
ck find dataset:image-jpeg-dnn-snake-224
ck find ctuning-datasets-min:dataset:image-jpeg-dnn-snake-224







Show JSON meta description of a given entry

ck load {CK module}:{CK entry} --min





or

ck load {CK repo}:{CK module}:{CK entry} --min







Delete a given CK entry

ck rm {CK module}:{CK entry (can be with wildcard)}





or

ck rm {CK repo}:{CK module}:{CK entry can be with wildcard}





or

ck remove {CK repo}:{CK module}:{CK entry can be with wildcard}





or

ck delete {CK repo}:{CK module}:{CK entry can be with wildcard}





Example:

ck rm ctuning-datasets-min:dataset:image-jpeg-dnn-snake-224
ck rm dataset:*dnn*







Create an empty CK entry

Create a CK entry in a local repository (CK scratch-pad):

ck add {CK module}:{CK entry name}





Create CK entry in a given repository:

ck add {CK repo}:{CK module}:{CK entry name}

If CK entry name is omitted, CK will create an entry with a UID:
```bash
ck add {CK module}





Example:

ck add tmp

  Entry  (2eab7af343d399d1, /home/fursin/CK-REPOS/local/tmp/2eab7af343d399d1) added successfully!

ck add tmp:xyz

  Entry xyz (44812ba5445a0a52, /home/fursin/CK-REPOS/local/tmp/xyz) added successfully!





Note that CK always generate Unique IDs for all entries!



Rename a given CK entry

ck ren {CK module}:{CK entry} :{new CK entry name}





or

ck ren {CK repo}:{CK module}:{CK entry} :{new CK entry name}





or

ck rename {CK repo}:{CK module}:{CK entry} :{new CK entry name}





Note that CK keeps the same global UID for a renamed entry to be able to always find it!

Example:

ck ren ctuning-datasets-min:dataset:image-jpeg-dnn-snake-224 :image-jpeg-dnn-snake







Move a given CK entry to another CK repository

ck mv {CK repo}:{CK module}:{CK entry name} {CK new repo}::





or

ck move {CK repo}:{CK module}:{CK entry name} {CK new repo}::





Example:

ck mv ctuning-datasets-min:dataset:image-jpeg-dnn-computer-mouse local::







Copy a given CK entry

With a new name within the same repository:

ck cp {CK repo}:{CK module}:{CK entry name} ::{CK new entry name}





With a new name in a new repository:

ck cp {CK repo}:{CK module}:{CK entry name} {CK new repo}::{CK new entry name}





Example:

ck cp ctuning-datasets-min:dataset:image-jpeg-dnn-computer-mouse local::new-image








CLI to manage CK actions

All the functionality in CK is implemented as automation actions in CK modules.

All CK modules inherit default automation actions from the previous section to manage associated CK entries.

A new action can be added to a given CK module as follows:

ck add_action {module name} --func={action name}





CK will ask you a few questions and will create a dummy function in the given CK module.
You can immediately test it as follows:

ck {action name} {module name}





It will just print the input as JSON to let you play with the command line
and help you understand how CK converts the command line parameters
into the dictionary input for this function.

Next, you can find this module and start modifying this function:

ck find module:{module name}





For example, you can add the following Python code inside
this function to load some meta description of the entry ‘’my data’’
when you call the following action:

ck {action name} {module name}:{my data}





    def {action name}(i):

    action=i['action']     # CK will substitute 'action' with {action name}
    module=i['module_uoa'] # CK will substitute 'module_uoa' with {module name}
    data=i['data_uoa']     # CK will substitute 'data_uoa' with {my data}

    # Call CK API to load meta description of a given entry
    # Equivalent to the command line: "ck load {module name}:{data name}"
    r=ck.access({'action':'load',
                 'module_uoa':work['self_module_uid'], # Load the UID of a given module
                 'data_uoa':data})
    if r['return']>0: return r # Universal error handler in the CK

    meta=r['dict']      # meta of a given entry
    info=r['info']      # provenance info of this entry
    path=r['path']      # local path to this entry
    uoa=r['data_uoa']   # Name of the CK entry if exists. Otherwise UID.
    uid=r['data_uid']   # Only UID of the entry





Note that uoa means that this variable accepts Unique ID or Alias (user-friendly name).

Here ck is a CK kernel with various productivity functions
and one unified access function to all CK modules and actions
with unified dictionary (JSON) I/O.

You can find JSON API for all internal CK actions from the previous section that manage CK entries
from the command line as follows:

 ck get_api --func={internal action}





For example, you can check the API of the “load” action as follows:

 ck get_api --func=load





For non-internal actions, you can check their API as follows:

 ck {action name} {module name} --help





You can also check them at the cKnowledge.io platform [https://cKnowledge.io/modules].

When executing the following command

 ck my_action my_module --param1=value1 --param2 -param3=value3 param4 @input.json ...





CK will convert the above command line parameters to the following Python dictionary ‘’i’’
for a given action:

 i={
     "action":"my_action",
     "module_uoa":"my_module",
     "param1":"value1",
     "param2":"yes",
     "param3":"value3"

     #extra keys merged from the input.json

     ...
 }





Note that when adding a new action to a given module, CK will also create a description
of this action inside the meta.json of this module. You can see an example
of such descriptions for the internal CK module “repo” here [https://github.com/ctuning/ck/blob/master/ck/repo/module/repo/.cm/meta.json].
When CK calls an action, it is not invoked directly from the given Python module
but CK first checks the description, tests inputs, and then passes the control to the given Python module.

Also note that we suggest not to use aliases (user-friendly names) inside CK modules
but CK UIDs. The reason is that CK names may change while CK UIDs stay persistent.
We specify dependencies on other CK modules in the meta.json of a given module
using the module_deps key. See an example in the CK module program:


	program meta.json [https://github.com/ctuning/ck-autotuning/blob/master/module/program/.cm/meta.json#L118]


	how it is used in the CK module program [https://github.com/ctuning/ck-autotuning/blob/master/module/program/module.py#L479]




Such approach also allows us to visualize the growing knowledge graph:
interactive graph [https://cKnowledge.io/kg1],
video [https://youtu.be/nabXHyot5is].

Finally, a given CK module has an access to the 3 dictionaries:


	cfg - this dictionary is loaded from the meta.json file from the CK module


	work - this dictionary has some run-time information:


	self_module_uid: UID of the module


	self_module_uoa: Alias (user-friendly name of the module) or UID


	self_module_alias: Alias (user-friendly name of the module) or empty


	path: path to the CK module






	ck.cfg - CK global cfg dictionary [https://github.com/ctuning/ck/blob/master/ck/kernel.py#L48]
that is updated at run-time with the meta description of the “kernel:default” entry.
This dictionary is used to customize the local CK installation.






CK Python API

One of the goals of the CK framework was to make it very simple for any user to access any automation action.
That is why we have developed just one unified Python “access” function [https://ck.readthedocs.io/en/latest/src/ck.html#ck.kernel.access]
that allows one to access all automation actions with a simple I/O (dictionary as input and dictionary as output).

You can call this function from any Python script or from CK modules as follows:

import ck.kernel as ck

i={'action': # specify action
   'module_uoa': # specify CK module UID or alias

   check keys from a given automation action for a given CK module (ck action module --help)
  }

r=ck.access(i)

if r['return']>0: return r # if used inside CK modules to propagate to all CK callers
#if r['return']>0: ck.err(r) # if used inside Python scripts to print an error and exit

#r dictionary will contain keys from the given automation action.
# See API of this automation action (ck action module --help)





Such approach allows users to continue extending different automation actions by adding new keys
while keeping backward compatibility. That’s how we managed to develop 50+ modules with the community
without breaking portable CK workflows for our ML&systems R&D.

At the same time, we have implemented a number of “productivity” functions
in the CK kernel that are commonly used by many researchers and engineers.
For example, you can load JSON files, list files in directories, copy strings to clipboards.
At the same time, we made sure that these functions work in the same way across
different Python versions (2.7+ and 3+) and different operating systems
thus removing this burden from developers.

You can see the list of such productivity functions here [https://ck.readthedocs.io/en/latest/src/ck.html].
For example, you can load a json file [https://ck.readthedocs.io/en/latest/src/ck.html#ck.kernel.load_json_file]
in your script or CK module in a unified way as follows:

import ck.kernel as ck

r=ck.load_json_file({'json_file':'some_file.json'})
if r['return']>0: ck.err(r)

d=r['dict']

d['modify_some_key']='new value'

r=ck.save_json_to_file({'json_file':'new_file.json', 'dict':d, 'sort_keys':'yes'})
if r['return']>0: ck.err(r)







More resources


	CK wiki [https://github.com/ctuning/ck/wiki]
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CK specs


CK repository

Here we describe the structure of a CK repository.
You may want to look at any CK repository such as ck-env [https://github.com/ctuning/ck-env]
to better understand this structure.

Note that CK creates this structure automatically when you use
CK CLI or Python API.


Root files


	.ckr.json : JSON meta description of this repository including UIDs and dependencies on other repositories.
Most of this information is automatically generated when a new CK repository is created.




{
  "data_alias": # repository name (alias) such as "ck-env"
  "data_name": # user-friendly repository name such as "CK environment"
  "data_uid": # CK UID for this repository (automatically generated)
  "data_uoa": # repository alias or repository UID if alias is empty
  "dict": {
    "desc": # user-friendly description of this repository
    "repo_deps": [
      {
        "repo_uoa": # repository name
        "url": # Git URL of this repo
      }
      ...
    ],
    "shared": # =="git" if repository is shared
    "url": # Git URL of this repository
  }
}







Root directories (CK modules)

Root of the CK repository can contain any sub-directories to let users gradually convert their ad-hoc projects into the CK format.
However, if a directory is related to CK entry, it should have the same name as an associated CK module and two files in the .cm directory:


	CK module name


	.cm/alias-a-{CK module name} : contains UID of the CK module


	.cm/alias-u-{UID} : contains CK module name (alias)




These 2 files in .cm help CK to understand that a given directory inside CK repository is associated with some CK entry!
They also support fast such for a given CK entry by UIDs or aliases.

However, in the future, we may want to remove such files and perform automatic indexing when CK pulls repositories (similar to Git). See this ticket [https://github.com/ctuning/ck/issues/118].



Sub-directories for CK entries

If the directory in the CK repository is a valid CK module name, it can contain CK entries associated with this CK module.

If CK entry does not have a name (an alias), it will be stored as a CK UID (16 lowercase hexadecimal characters):


	UID : holder for some artifacts




If CK entry has a name (an alias), there will be two more files in the .cm directory:


	CK entry name : holder for some artifacts


	.cm/alias-a-{CK entry name} : contains UID of the CK entry


	.cm/alias-u-{UID} : contains CK entry name (alias)




Once again, these .cm files allow CK to quickly find CK entries by UID and aliases in all CK repositories without the need for any indexing.



CK entry

Each valid CK entry has at least 3 files in the .cm directory:


	.cm/meta.json : JSON meta description of a given CK entry


	.cm/info.json : provenance for a given CK entry (date of creation, author, copyright, license, CK used, etc)


	.cm/desc.json : meta description SPECs (under development)




This entry can also contain any other files and directories (for example models, data set files, algorithms, scripts, papers and any other artifacts).
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Automating ML&systems R&D

After releasing CK we started working with the community to gradually automate
the most common and repetitive tasks for ML&systems R&D (see the journal article [https://arxiv.org/pdf/2011.01149.pdf]
and FastPath’20 presentation [https://doi.org/10.5281/zenodo.4005773]).

We started adding the following CK modules and actions with a unified API and I/O.


Platform and environment detection

These CK modules automate and unify the detection of different properties of user platforms and environments.


	module:os [API [https://cknowledge.io/c/module/platform/#api]] [components [https://cKnowledge.io/c/os]]


	module:platform [API [https://cknowledge.io/c/module/platform/#api]]


	module:platform.os [API [https://cknowledge.io/c/module/platform.os/#api]]


	module:platform.cpu [API [https://cknowledge.io/c/module/platform.cpu/#api]]


	module:platform.gpu [API [https://cknowledge.io/c/module/platform.gpu/#api]]


	module:platform.gpgpu [API [https://cknowledge.io/c/module/platform.gpgpu/#api]]


	module:platform.nn [API [https://cknowledge.io/c/module/platform.nn/#api]]




Examples:

ck pull repo:octoml@mlops

ck detect platform
ck detect platform.gpgpu --cuda







Software detection

This CK module automates the detection of a given software or files (datasets, models, libraries, compilers, frameworks, tools, scripts)
on a given platform using CK names, UIDs, and tags:


	module:soft [API [https://cknowledge.io/c/module/soft/#api]] [components [https://cKnowledge.io/c/soft]]




It helps to understand a user platform and environment to prepare portable workflows.

Examples:

ck detect soft:compiler.python
ck detect soft --tags=compiler,python
ck detect soft:compiler.llvm
ck detect soft:compiler.llvm --target_os=android23-arm64







Virtual environment


	module:env [API [https://cknowledge.io/c/module/env/#api]]




Whenever a given software or files are found using software detection plugins,
CK creates a new “env” component in the local CK repository
with an env.sh (Linux/MacOS) or env.bat (Windows).

This environment file contains multiple environment variables
with unique names usually starting from CK_ with automatically
detected information about a given soft such as versions and paths
to sources, binaries, include files, libraries, etc.

This allows you to detect and use multiple versions of different software
that can easily co-exist on your system in parallel.

Examples:

ck detect soft:compiler.python
ck detect soft --tags=compiler,python
ck detect soft:compiler.llvm

ck show env 
ck show env --tags=compiler
ck show env --tags=compiler,llvm
ck show env --tags=compiler,llvm --target_os=android23-arm64

ck virtual env --tags=compiler,python







Meta packages

When a given software is not detected on our system, we usually want to install related packages with different versions.

That’s why we have developed the following CK module that can automate installation of missing packages (models, datasets, tools, frameworks, compilers, etc):


	module:package [API [https://cknowledge.io/c/module/package/#api]] [components [https://cKnowledge.io/c/package]]




This is a meta package manager that provides a unified API to automatically download, build, and install
packages for a given target (including mobile and edge devices)
using existing building tools and package managers.

All above modules can now support portable workflows that can automatically adapt to a given environment
based on soft dependencies [https://cknowledge.io/solution/demo-obj-detection-coco-tf-cpu-benchmark-linux-portable-workflows/#dependencies].

Examples:

ck install package --tags=lib,tflite,v2.1.1
ck install package --tags=tensorflowmodel,tflite,edgetpu





See an example of variations to customize a given package: lib-tflite [https://github.com/ctuning/ck-tensorflow/tree/master/package/lib-tflite].



Scripts

We also provided an abstraction for ad-hoc scripts:


	module:script [API [https://cknowledge.io/c/module/script/#api]] [components [https://cKnowledge.io/c/script]]




See an example of the CK component with a script used for MLPerf™ benchmark submissions: GitHub [https://github.com/ctuning/ck-mlperf/tree/master/script/mlperf-inference-v0.7.image-classification]



Portable program pipeline (workflow)

Next we have implemented a CK module to provide a common API to compile, run, and validate programs while automatically adapting to any platform and environment:


	module:program [API [https://cknowledge.io/c/module/program/#api]] [components [https://cKnowledge.io/c/program]]




A user describes dependencies on CK packages in the CK program meta as well as commands to build, pre-process, run, post-process, and validate a given program.

Examples:

ck pull repo:octoml@mlops

ck compile program:image-corner-detection --speed
ck run program:image-corner-detection --repeat=1 --env.OMP_NUM_THREADS=4







Reproducible experiments

We have developed an abstraction to record and reply experiments using the following CK module:


	module:experiment [API [https://cknowledge.io/c/module/experiment/#api]] [components [https://cKnowledge.io/c/experiment]]




This module records all resolved dependencies, inputs and outputs when running above CK programs
thus allowing to preserve experiments with all the provenance and replay them later on the same or different machine:

ck benchmark program:image-corner-detection --record --record_uoa=my_experiment

ck find experiment:my_experiment

ck replay experiment:my_experiment

ck zip experiment:my_experiment







Dashboards

Since we can record all experiments in a unified way, we can also visualize them in a unified way.
That’s why we have developed a simple web server that can help to create customizable dashboards:


	module:web [API [https://cknowledge.io/c/module/web/#api]]




See examples of such dashboards:


	view online at cKnowledge.io platform [https://cKnowledge.io/reproduced-results]


	view locally (with or without Docker) [https://github.com/ctuning/ck-mlperf/tree/master/docker/image-classification-tflite.dashboard.ubuntu-18.04]






Interactive articles

One of our goals for CK was to automate the (re-)generation of reproducible articles.
We have validated this possibility in this proof-of-concept project [https://cKnowledge.org/rpi-crowd-tuning]
with the Raspberry Pi foundation.

We plan to develop a GUI to make the process of generating such papers more user friendly!



Jupyter notebooks

It is possible to use CK from Jupyter and Colab notebooks. We provided an abstraction to share Jupyter notebooks in CK repositories:


	module:jnotebook [API [https://cknowledge.io/c/module/jnotebook/#api]] [components [https://cKnowledge.io/c/jnotebook]]




You can see an example of a Jupyter notebook with CK commands to process MLPerf™ benchmark results
here [https://nbviewer.jupyter.org/urls/dl.dropbox.com/s/5yqb6fy1nbywi7x/medium-object-detection.20190923.ipynb].



Docker

We provided an abstraction to build, pull, and run Docker images:


	module:docker [API [https://cknowledge.io/c/module/docker/#api]] [components [https://cKnowledge.io/c/docker]]




You can see examples of Docker images with unified CK commands to automate the MLPerf™ benchmark
here [https://github.com/ctuning/ck-mlperf/tree/master/docker].




Further info

During the past few years we converted all the workflows and components from our past ML&systems R&D
including the MILEPOST and cTuning.org project [https://github.com/ctuning/reproduce-milepost-project] to the CK format.

There are now 150+ CK modules [https://cKnowledge.io/modules] with actions automating and abstracting
many tedious and repetitive tasks in ML&systems R&D including model training and prediction,
universal autotuning, ML/SW/HW co-design, model testing and deployment, paper generation and so on:


	A high level overview of portable CK workflows [https://cknowledge.org/high-level-overview.pdf]


	A Collective Knowledge workflow for collaborative research into multi-objective autotuning and machine learning techniques (collaboration with the Raspberry Pi foundation) [https://cKnowledge.org/report/rpi3-crowd-tuning-2017-interactive]


	A summary of main CK-based projects with academic and industrial partners [https://cKnowledge.org/partners.html]


	cKnowledge.io platform documentation [https://cKnowledge.io/docs]




Don’t hesitate to contact us [https://cKnowledge.org/contacts.html] if you have a feedback or want to know more about our plans!
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Notes

Users extend the CK functionality via external GitHub reposities [https://cKnowledge.io/repos] in the CK format.
See docs [https://ck.readthedocs.io/en/latest/src/typical-usage.html] for more details.

If you want to extend the CK core, please note that we plan to completely rewrite it based on the OO principles
(we wrote the first prototype without OO to be able to port to bare-metal devices in C but we decided not to do it at the end).
We also plan to relicense the framework to Apache 2.0.
In the meantime, please check this documentation [https://ck.readthedocs.io/en/latest/src/how-to-contribute.html].



How to contribute

Current Collective Knowledge framework (CK) uses standard Apache 2.0 license.
Contributions are very welcome to improve the existing functionality
of the CK framework, CK modules, and CK components.

You can easily contribute to CK and all related repositories by forking them
on GitHub and then submitting a pull request. We strongly suggest you
to discuss your PR with the community using the public CK google group [https://groups.google.com/forum/#%21forum/collective-knowledge].

Since most CK modules and components are reused in different projects,
please make sure that you thoroughly tested your contributions
and they are backward compatible!

When sending PRs, please briefly explain why they are needed,
how their work, and how you tested backward compatibility
to make sure that dependent projects continue working correctly.

Please submit bug reports, feedback, and ideas as GitHub issues [https://github.com/ctuning/ck/issues].

Note that we plan to rewrite the CK kernel and make it more pythonic
when we have more resources! Feel free to get in touch [https://cKnowledge.org/contacts.html]
if you would like to know more about our future R&D plans.

Thank you very much for supporting this community project!
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Auto-generated CK Python API


Submodules



ck.kernel module


	
ck.kernel.access(i)[source]

	
	Universal access to all CK actions with unified I/O as dictionaries

	Target audience: end users


NOTE: If input is a string and it will be converted to the dictionary as follows (the same as CK command line):


key1=value1 -> converted to {key1:value1}

-key10 -> converted to {key10:”yes”}

-key11=value11 -> converted to {key11:value11}

—key12 -> converted to {key12:”yes”}





–key13=value13 -> converted to {key13:value13}

@file_json -> JSON from this file will be merged with INPUT

@@ -> CK will ask user ot enter manually JSON from console and merge with INPUT

@@key -> Enter JSON manually from console and merge with INPUT under this key

@@@cmd_json -> convert string to JSON (special format) and merge with INPUT

—xyz -> add everything after – to “unparsed_cmd” key in INPUT





When string is converted to INPUT dictionary, “cmd” variable is set to True












	Parameters

	Unified input as dictionary or string (converted to dict) – action (str): automation action


	module_uoa (str): CK module UOA for the automation action

	or





(cid1) (str): if doesn’t have = and doesn’t start from – or - or @ -> appended to cids[]
(cid2) (str): if doesn’t have = and doesn’t start from – or - or @ -> appended to cids[]
(cid3) (str): if doesn’t have = and doesn’t start from – or - or @ -> appended to cids[]

(repo_uoa) (str): CK repo UOA if action is applied to some CK entry
(data_uoa) (str): CK entry name(s)


	(out) (str): output for a given action

	
	if ‘’, none


	if ‘con’, console interaction (if from CMD, default)


	if ‘json’, print return dict as json to console


	if ‘json_with_sep’, separation line and return dict as json to console


	if ‘json_file’, save return dict to JSON file








(out_file) (str): Name of the file to save return dict if ‘out’==’json_file’

(con_encoding) (str): force encoding for I/O
(ck_profile) (str): if ‘yes’, profile CK

Keys for a given CK automation action



	Returns

	(dict) –

Unified CK dictionary:



	return (int): return code =  0, if successful

	>  0, if error





(error) (str): error text if return > 0

Output from the given CK automation action















	
ck.kernel.access_index_server(i)[source]

	
	Access index server (usually ElasticSearch)

	Target audience: CK kernel and low-level developers






	Parameters

	
	request (str) – request type (‘PUT’ | ‘DELETE’ | ‘TEST’ | ‘GET’)


	(path) (str) – ES “path” with indexing info


	(dict) (dict) – send this query as dict


	(limit_size) (int) – limit queries using this number (if ‘GET’)


	(start_from) (int) – start from a given entry in a query






	Returns

	(dict) –

Unified CK dictionary:



	return (int): return code =  0, if successful

	>  0, if error





(error) (str): error text if return > 0

dict (dict): dictionary from ElasticSearch with all entries















	
ck.kernel.add(i)[source]

	
	CK action: create CK entry with a given meta-description in a CK repository

	Target audience: should use via ck.kernel.access






	Parameters

	
	(repo_uoa) (str) – CK repo UOA


	module_uoa (str) – CK module UOA


	data_uoa (str) – CK entry (data) UOA


	(data_uid) (str) – CK entry (data) UID (if UOA is an alias)


	(data_name) (str) – User-friendly name of this entry


	(dict) (dict) – meta description for this entry (will be recorded to meta.json)


	(update) (str) – if == ‘yes’ and CK entry exists, update it


	(substitute) (str) – if ‘yes’ and update==’yes’ substitute dictionaries, otherwise merge!


	(dict_from_cid) (str) – if !=””, merge dict to meta description from this CID (analog of copy)


	(dict_from_repo_uoa) (str) – merge dict from this CK repo UOA


	(dict_from_module_uoa) (str) – merge dict from this CK module UOA


	(dict_from_data_uoa) (str) – merge dict from this CK entry UOA


	(desc) (dict) – under development - defining SPECs for meta description in the CK flat format


	(extra_json_files) (dict) – dict with extra json files to save to this CK entry
(keys in this dictionary are filenames)


	(tags) (str) – list or comma separated list of tags to add to entry


	(info) (dict) – entry info to record - normally, should not use it!


	(extra_info) (dict) –

enforce extra info such as



	author


	author_email


	author_webpage


	license


	copyright







If not specified then take it from the CK kernel (prefix ‘default_’)



	(updates) (dict) – entry updates info to record - normally, should not use it!


	(ignore_update) (str) – if ‘yes’, do not add info about update


	(ask) (str) – if ‘yes’, ask questions, otherwise silent


	(unlock_uid) (str) – unlock UID if was previously locked


	(sort_keys) (str) – by default, ‘yes’


	(share) (str) – if ‘yes’, try to add via GIT


	(skip_indexing) (str) – if ‘yes’, skip indexing even if it is globally on


	(allow_multiple_aliases) (str) – if ‘yes’, allow multiple aliases for the same UID
(needed for cKnowledge.io to publish
renamed components with the same UID)






	Returns

	(dict) –

Unified CK dictionary:



	return (int): return code =  0, if successful

	>  0, if error





(error) (str): error text if return > 0

Output from the ‘create_entry’ function















	
ck.kernel.add_action(i)[source]

	
	Add a new action to the given CK module

	Target audience: should use via ck.kernel.access






	Parameters

	
	(repo_uoa) (str) – CK repo UOA


	module_uoa (str) – must be “module”


	data_uoa (str) – UOA of the module for the new action


	func (str) – action name


	(desc) (str) – action description


	(for_web) (str) – if ‘yes’, make it compatible with the CK web API, i.e. allow an access to this function in the CK server


	(skip_appending_dummy_code) (str) – if ‘yes’, do not append code






	Returns

	(dict) –

Unified CK dictionary:



	return (int): return code =  0, if successful

	>  0, if error





(error) (str): error text if return > 0

Output from the ‘update’ function for the given CK module















	
ck.kernel.add_index(i)[source]

	
	Index CK entries using ElasticSearch or similar tools

	Target audience: CK kernel and low-level developers






	Parameters

	
	(repo_uoa) (str) – CK repo UOA with wild cards


	(module_uoa) (str) – CK module UOA with wild cards


	(data_uoa) (str) – CK entry (data) UOA with wild cards


	(print_full) (str) – if ‘yes’, show CID (repo_uoa:module_uoa:data_uoa)


	(print_time) (str) – if ‘yes’. print elapse time at the end


	(time_out) (float) – time out in sec. (default -1, i.e. no timeout)






	Returns

	(dict) –

Unified CK dictionary:



	return (int): return code =  0, if successful

	>  0, if error





(error) (str): error text if return > 0















	
ck.kernel.browser(i)[source]

	
	Open web browser with the API if exists

	Target audience: CK kernel and low-level developers






	Parameters

	
	(template) (str) – use this web template (CK wfe module)


	(repo_uoa) (str) – CK repo UOA


	(module_uoa) (str) – CK module UOA


	(data_uoa) (str) – CK entry (data) UOA


	(extra_url) (str) – Extra URL






	Returns

	(dict) –

Unified CK dictionary:



	return (int): return code =  0, if successful

	>  0, if error





(error) (str): error text if return > 0















	
ck.kernel.cd(i)[source]

	
	CK action: print ‘cd {path to CID}’

	Target audience: end users






	Parameters

	
	(repo_uoa) (str) – CK repo UOA


	module_uoa (str) – CK module UOA


	data_uoa (str) – CK entry (data) UOA
or


	cid (str) – CK CID






	Returns

	(dict) –

Unified CK dictionary:



	return (int): return code =  0, if successful

	>  0, if error





(error) (str): error text if return > 0

Output from the ‘load’ function

string (str): prepared string ‘cd {path to entry}’















	
ck.kernel.cdc(i)[source]

	
	CK action: print ‘cd {path to CID}’ and copy to clipboard

	Target audience: end users






	Parameters

	
	(repo_uoa) (str) – CK repo UOA


	module_uoa (str) – CK module UOA


	data_uoa (str) – CK entry (data) UOA
or


	cid (str) – CK CID






	Returns

	(dict) –

Unified CK dictionary:



	return (int): return code =  0, if successful

	>  0, if error





(error) (str): error text if return > 0

Output from the ‘load’ function















	
ck.kernel.check_lock(i)[source]

	
	Check if a given path is locked. Unlock if requested.

	Target audience: CK kernel and low-level developers






	Parameters

	
	path (str) – path to be checked/unlocked


	(unlock_uid) (str) – UID of the lock to release it






	Returns

	(dict) –

Unified CK dictionary:



	return (int): return code =  0, if successful

	>  0, if error





(error) (str): error text if return > 0















	
ck.kernel.check_version(i)[source]

	
	Compare a given version with the CK version

	Target audience: CK kernel and low-level developers






	Parameters

	version (str) – your version



	Returns

	(dict) –

Unified CK dictionary:



	return (int): return code =  0, if successful

	>  0, if error





(error) (str): error text if return > 0

ok (str): if ‘yes’, your CK kernel version is outdated

current_version (str): your CK kernel version















	
ck.kernel.check_writing(i)[source]

	
	Check is writing to a given repo with a given module is allowed

	Target audience: CK kernel and low-level developers






	Parameters

	
	(module_uoa) (str) – module UOA


	(module_uid) (str) – module UID


	(repo_uoa) (str) – repo UOA


	(repo_uid) (str) – repo UID


	(repo_dict) (dict) – repo meta description with potential read/write permissions


	(delete) (str) – if ‘yes’, check if global delete operation is allowed






	Returns

	(dict) –

Unified CK dictionary:



	return (int): return code =  0, if successful

	>  0, if error





(error) (str): error text if return > 0

(repo_dict) (dict): repo meta description if available















	
ck.kernel.cid(i)[source]

	
	CK action: get CID from the current path or from the input

	Target audience: end users






	Parameters

	
	(repo_uoa) (str) – CK repo UOA


	(module_uoa) (str) – CK module UOA


	(data_uoa) (str) – CK entry (data) UOA


	If above is empty, detect CID in the current path !






	Returns

	(dict) –

Unified CK dictionary:



	return (int): return code =  0, if successful

	>  0, if error





(error) (str): error text if return > 0

data_uoa (str): CK entry (data) UOA

module_uoa (str): CK module UOA

(repo_uoa) (str): CK repo UOA















	
ck.kernel.cli()[source]

	




	
ck.kernel.compare_dicts(i)[source]

	
	Compare two dictionaries recursively

	Target audience: end users

Note that if dict1 and dict2 has lists, the results will be as follows:


	dict1={“key”:[‘a’,’b’,’c’]}
dict2={“key”:[‘a’,’b’]}
EQUAL


	dict1={“key”:[‘a’,’b’]}
dict2={“key”:[‘a’,’b’,’c’]}
NOT EQUAL









	Parameters

	
	dict1 (dict) – dictionary 1


	dict2 (dict) – dictionary 2


	(ignore_case) (str) – if ‘yes’, ignore case of letters






	Returns

	(dict) –

Unified CK dictionary:



	return (int): return code =  0, if successful

	>  0, if error





(error) (str): error text if return > 0

equal (str); if ‘yes’ then dictionaries are equal















	
ck.kernel.compare_flat_dicts(i)[source]

	
	Compare two CK flat dictionaries

	Target audience: end users






	Parameters

	
	dict1 (dict) – dictionary 1


	dict2 (dict) – dictionary 2


	(ignore_case) (str) – if ‘yes’, ignore case of letters


	(space_as_none) (str) – if ‘yes’, consider “” as None


	(keys_to_ignore) (list) – list of keys to ignore (can be wildcards)






	Returns

	(dict) –

Unified CK dictionary:



	return (int): return code =  0, if successful

	>  0, if error





(error) (str): error text if return > 0

equal (str); if ‘yes’ then dictionaries are equal















	
ck.kernel.convert_ck_list_to_dict(i)[source]

	
	Convert CK list to CK dict with unicode in UTF-8 (unification of interfaces)

	Target audience: CK kernel and low-level developers






	Parameters

	(list) – list from the ‘action’ function in this kernel



	Returns

	(dict) –

Unified CK dictionary:



	return (int): return code =  0, if successful

	>  0, if error





(error) (str): error text if return > 0

ck_dict (dict):


action (str): CK action

cid (str): CK module UOA or CID (x means that it may not be really CID and has to be processed specially

cids (list): a list of multple CIDs from CMD (commands like copy, move, etc) [cid1, cid2, cid3, …]

key1 (str): value1 from –key1=value1 or -key1=value1 or key1=value

key2 (str):

…

key10 (str):

…

keys (str): keys/values from file specified by “file_json”; if file extension is .tmp,  it will be deleted after read!

keys (str): keys/values from cmd_json

unparsed (str): unparsed command line after –


















	
ck.kernel.convert_cm_to_ck(i)[source]

	
	List files in a given CK entry

	Target audience: internal






	Parameters

	
	(repo_uoa) (str) – CK repo UOA with wild cards


	(module_uoa) (str) – CK module UOA with wild cards


	(data_uoa) (str) – CK entry (data) UOA with wild cards


	(print_full) (str) – if ‘yes’, show CID (repo_uoa:module_uoa:data_uoa)


	(print_time) (str) – if ‘yes’. print elapse time at the end


	(ignore_update) (str) – if ‘yes’, do not add info about update


	(time_out) (float) – time out in sec. (default -1, i.e. no timeout)






	Returns

	(dict) –

Unified CK dictionary:



	return (int): return code =  0, if successful

	>  0, if error





(error) (str): error text if return > 0















	
ck.kernel.convert_entry_to_cid(i)[source]

	
	Convert info about CK entry to CID

	Target audience: CK kernel and low-level developers






	Parameters

	
	(repo_uoa) (str) – CK repo UOA


	(repo_uid) (str) – CK repo UID


	(module_uoa) (str) – CK module UOA


	(module_uid) (str) – CK module UID


	(data_uoa) (str) – CK entry (data) UOA


	(data_uid) (str) – CK entry (data) UID






	Returns

	(dict) –

Unified CK dictionary:



	return (int): return code =  0, if successful

	>  0, if error





(error) (str): error text if return > 0

cuoa (str); module_uoa:data_uoa           (substituted with ? if can’t find)

cid (str): module_uid:data_uid           (substituted with ? if can’t find)

xcuoa (str): repo_uoa:module_uoa:data_uoa  (substituted with ? if can’t find)

xcid (str): repo_uid:module_uid:data_uid  (substituted with ? if can’t find)















	
ck.kernel.convert_file_to_upload_string(i)[source]

	
	Convert file to a string for web-based upload

	Target audience: end users






	Parameters

	filename (str) – file name to convert



	Returns

	(dict) –

Unified CK dictionary:



	return (int): return code =  0, if successful

	>  0, if error





(error) (str): error text if return > 0

file_content_base64 (str): string that can be transmitted through Internet















	
ck.kernel.convert_iso_time(i)[source]

	
	Convert iso text time to a datetime object

	Target audience: end users






	Parameters

	iso_datetime (str) – date time as string in ISO standard



	Returns

	(dict) –

Unified CK dictionary:



	return (int): return code =  0, if successful

	>  0, if error





(error) (str): error text if return > 0

datetime_obj (obj): datetime object















	
ck.kernel.convert_json_str_to_dict(i)[source]

	
	Convert string in a special format to dict (JSON)

	Target audience: end users






	Parameters

	str (str) – string (use ‘ instead of “, i.e. {‘a’:’b’} to avoid issues in CMD in Windows and Linux!)



	Returns

	(dict) –

Unified CK dictionary:



	return (int): return code =  0, if successful

	>  0, if error





(error) (str): error text if return > 0

dict (dict): dict from json file















	
ck.kernel.convert_str_key_to_int(key)[source]

	
	Support function for safe convert str to int

	Target audience: end users






	Parameters

	key (str) – variable to be converted to int



	Returns

	(int) – int(key) if key can be converted to int, or 0 otherwise










	
ck.kernel.convert_str_tags_to_list(i)[source]

	
	Split string by comma into a list of stripped strings

	Target audience: end users

Used to process and strip tags






	Parameters

	i (list or string) – list or string to be splitted and stripped



	Returns

	(list) – list of stripped strings










	
ck.kernel.convert_upload_string_to_file(i)[source]

	
	Convert upload string to file

	Target audience: end users






	Parameters

	
	file_content_base64 (str) – string transmitted through Internet


	(filename) (str) – file name to write (if empty, generate tmp file)






	Returns

	(dict) –

Unified CK dictionary:



	return (int): return code =  0, if successful

	>  0, if error





(error) (str): error text if return > 0

filename (str): filename with full path

filename_ext (str): filename extension















	
ck.kernel.copy(i)[source]

	
	CK action: copy or move CK entry

	Target audience: should use via ck.kernel.access






	Parameters

	See “cp” function



	Returns

	See “cp” function










	
ck.kernel.copy_path_to_clipboard(i)[source]

	
	Copy current path to clipboard (productivity function)

	Target audience: CK kernel and low-level developers






	Parameters

	(add_quotes) (str) – if ‘yes’, add quotes



	Returns

	(dict) –

Unified CK dictionary:



	return (int): return code =  0, if successful

	>  0, if error





(error) (str): error text if return > 0















	
ck.kernel.copy_to_clipboard(i)[source]

	
	Copy string to clipboard if supported by OS (requires Tk or pyperclip)

	Target audience: end users






	Parameters

	string (str) – string to copy



	Returns

	(dict) –

Unified CK dictionary:



	return (int): return code =  0, if successful

	>  0, if error





(error) (str): error text if return > 0















	
ck.kernel.cp(i)[source]

	
	CK action: copy or move CK entry

	Target audience: should use via ck.kernel.access






	Parameters

	
	(repo_uoa) (str) – CK repo UOA


	module_uoa (str) – CK module UOA


	data_uoa (str) – CK entry (data) UOA


	xcids (list) – use original name from xcids[0] and new name from xcids[1] ({‘repo_uoa’, ‘module_uoa’, ‘data_uoa’})
or


	(new_repo_uoa) (str) – new CK repo UOA


	(new_module_uoa) (str) – new CK module UOA


	new_data_uoa (str) – new CK data alias


	(new_data_uid) (str) – new CK entry (data) UID (leave empty to generate the new one)


	(move) (str) – if ‘yes’, remove the old entry


	(keep_old_uid) (str) – if ‘yes’, keep the old UID


	(without_files) (str) – if ‘yes’, do not move/copy files






	Returns

	(dict) –

Unified CK dictionary:



	return (int): return code =  0, if successful

	>  0, if error





(error) (str): error text if return > 0

Output from the “add” function















	
ck.kernel.create_entry(i)[source]

	
	Create a CK entry with UID or alias in the given path

	Target audience: CK kernel and low-level developers






	Parameters

	
	path (str) – path where to create an entry


	(split_dirs) (int) – number of first characters to split directory into subdirectories
to be able to handle many entries (similar to Mediawiki)


	(data_uoa) (str) – CK entry UOA


	(data_uid) (str) – if data_uoa is an alias, we can force data UID


	(force) (str) – if ‘yes’, force to create CK entry even if related directory already exists


	(allow_multiple_aliases) (str) – (needed for cKnowledge.io to publish
renamed components with the same UID)






	Returns

	(dict) –

Unified CK dictionary:



	return (int): return code =  0, if successful

	>  0, if error





(error) (str): error text if return > 0

path (str): path to the created CK entry

data_uid (str): UID of the created CK entry

data_alias (str): alias of the created CK entry

data_uoa (str): alias or UID (if alias==””) of the created CK entry















	
ck.kernel.debug_out(i)[source]

	
	Universal debug print of a dictionary while removing unprintable parts

	Target audience: end users






	Parameters

	i (dict) – dictionary to print



	Returns

	(dict) –

Unified CK dictionary:


return (int): 0















	
ck.kernel.delete(i)[source]

	
	CK action: delete CK entry or CK entries

	Target audience: should use via ck.kernel.access






	Parameters

	See “rm” function



	Returns

	See “rm” function










	
ck.kernel.delete_alias(i)[source]

	
	Delete the CK entry alias from a given path

	Target audience: CK kernel and low-level developers






	Parameters

	
	path (str) – path to the CK entry


	data_uid (str) – CK entry UID


	(data_alias) (str) – CK entry alias


	(repo_dict) (str) – meta description of a given CK repository
to check if there is an automatic sync
with a Git repository


	(share) (str) – if ‘yes’, try to delete using the Git client






	Returns

	(dict) –

Unified CK dictionary:



	return (int): return code =  0, if successful

	>  0, if error





(error) (str): error text if return > 0















	
ck.kernel.delete_directory(i)[source]

	
	Delete a given directory with all sub-directories (must be very careful)

	Target audience: CK kernel and low-level developers






	Parameters

	path (str) – path to delete



	Returns

	(dict) –

Unified CK dictionary:



	return (int): return code =  0, if successful

	>  0, if error





(error) (str): error text if return > 0















	
ck.kernel.delete_file(i)[source]

	
	Delete file from the CK entry

	Target audience: CK kernel and low-level developers






	Parameters

	
	(repo_uoa) (str) – CK repo UOA


	module_uoa (str) – CK module UOA


	data_uoa (str) – CK entry (data) UOA


	filename (str) – filename to delete including relative path


	(force) (str) – if ‘yes’, force deleting without questions






	Returns

	(dict) –

Unified CK dictionary:



	return (int): return code =  0, if successful

	>  0, if error





(error) (str): error text if return > 0















	
ck.kernel.delete_index(i)[source]

	
	Delete index for a given CK entry in the ElasticSearch or a similar services

	Target audience: CK kernel and low-level developers






	Parameters

	
	(repo_uoa) (str) – CK repo UOA with wild cards


	(module_uoa) (str) – CK module UOA with wild cards


	(data_uoa) (str) – CK entry (data) UOA with wild cards


	(print_time) (str) – if ‘yes’. print elapse time at the end


	(time_out) (float) – in sec. (default -1, i.e. no timeout)






	Returns

	(dict) –

Unified CK dictionary:



	return (int): return code =  0, if successful

	>  0, if error





(error) (str): error text if return > 0















	
ck.kernel.detect_cid_in_current_path(i)[source]

	
	Detect CID in the current directory

	Target audience: CK kernel and low-level developers






	Parameters

	(path) (str) – path, or current directory if path==””



	Returns

	(dict) –

Unified CK dictionary:



	return (int): return code =  0, if successful

	>  0, if error





(error) (str): error text if return > 0

repo_uoa (str): CK repo UOA

repo_uid (str): CK repo UID

repo_alias (str): CK repo alias

(module_uoa) (str): CK module UOA

(module_uid) (str): CK module UID

(module_alias) (str): CK module alias

(data_uoa) (str): CK entry (data) UOA

(data_uid) (str): CK entry (data) UID

(data_alias) (str): CK entry (data) alias















	
ck.kernel.download(i)[source]

	
	Download CK entry from remote host (experimental)

	Target audience: end users






	Parameters

	
	(repo_uoa) (str) – CK repo UOA


	(module_uoa) (str) – CK module UOA


	(data_uoa) (str) – CK data UOA


	(version) (str) – version (the latest one if skipped)


	(new_repo_uoa) (str) – target CK repo UOA, “local” by default


	(skip_module_check) (str) – if ‘yes’, do not check if module for a given component exists


	(all) (str) – if ‘yes’, download dependencies


	(force) (str) – if ‘yes, force download even if components already exists


	(tags) (str) – download components using tags separated by comma (usually soft/package)






	Returns

	(dict) –

Unified CK dictionary:



	return (int): return code =  0, if successful

	>  0, if error





(error) (str): error text if return > 0















	
ck.kernel.dump_json(i)[source]

	
	Dump dictionary (json) to a string

	Target audience: end users






	Parameters

	
	dict (dict) – dictionary to convert to a string


	(skip_indent) (str) – if ‘yes’, skip indent


	(sort_keys) (str) – if ‘yes’, sort keys






	Returns

	(dict) –

Unified CK dictionary:



	return (int): return code =  0, if successful

	>  0, if error





(error) (str): error text if return > 0

string (str): JSON string















	
ck.kernel.dumps_json(i)[source]

	
	Dump dictionary (json) to a string

	Target audience: end users






	Parameters

	
	dict (dict) – dictionary to convert to a string


	(skip_indent) (str) – if ‘yes’, skip indent


	(sort_keys) (str) – if ‘yes’, sort keys






	Returns

	(dict) –

Unified CK dictionary:



	return (int): return code =  0, if successful

	>  0, if error





(error) (str): error text if return > 0

string (str): JSON string















	
ck.kernel.edit(i)[source]

	
	CK action: edit data meta-description through external editor

	Target audience: should use via ck.kernel.access






	Parameters

	
	(repo_uoa) (str) – repo UOA


	module_uoa (str) – module UOA


	data_uoa (str) – data UOA


	(ignore_update) (str) – (default==yes) if ‘yes’, do not add info about update


	(sort_keys) (str) – (default==yes) if ‘yes’, sort keys


	(edit_desc) (str) – if ‘yes’, edit description rather than meta
(useful for compiler descriptions)






	Returns

	(dict) –

Unified CK dictionary:



	return (int): return code =  0, if successful

	>  0, if error





(error) (str): error text if return > 0















	
ck.kernel.eout(s)[source]

	
	Universal print of a unicode error string in the UTF-8 or other format to stderr

	Target audience: end users

Supports: Python 2.x and 3.x






	Parameters

	s (str) – unicode string to print



	Returns

	None










	
ck.kernel.err(r)[source]

	
	Print error to stderr and exit with a given return code

	Target audience: end users

Used in Bash and Python scripts to exit on error


	Example:

	import ck.kernel as ck

r=ck.access({‘action’:’load’, ‘module_uoa’:’tmp’, ‘data_uoa’:’some tmp entry’})

if r[‘return’]>0: ck.err(r)










	Parameters

	r (dict) – output dictionary of any standard CK function:


	return (int): return code


	(error) (str): error string if return>0






	Returns

	None - exits script!










	
ck.kernel.filter_add_index(i)[source]

	




	
ck.kernel.filter_convert_cm_to_ck(i)[source]

	




	
ck.kernel.filter_delete_index(i)[source]

	




	
ck.kernel.find(i)[source]

	
	CK action: find CK entry via the ‘load’ function

	Target audience: should use via ck.kernel.access






	Parameters

	
	(repo_uoa) (str) – CK repo UOA


	module_uoa (str) – CK module UOA


	data_uoa (str) – CK entry (data) UOA






	Returns

	(dict) –

Unified CK dictionary:



	return (int): return code =  0, if successful

	>  0, if error





(error) (str): error text if return > 0

Output from the ‘load’ function

number_of_entries (int): total number of found entries















	
ck.kernel.find2(i)[source]

	




	
ck.kernel.find_path_to_data(i)[source]

	
	Find path to CK sub-directory

	Target audience: CK kernel and low-level developers

First search in the default repo, then in the local repo, and then in all installed repos






	Parameters

	
	(repo_uoa) (str) – CK repo UOA


	module_uoa (str) – CK module UOA


	data_uoa (str) – CK data UOA






	Returns

	(dict) –

Unified CK dictionary:



	return (int): return code =  0, if successful

	>  0, if error





(error) (str): error text if return > 0

path (str): path to CK entry (CK data)

path_module (str): path to CK module entry (part of the CK entry)

path_repo (str): path to the CK repository with this entry

repo_uoa (str): CK repo UOA

repo_uid (str): CK repo UID

repo_alias (str): CK repo alias

module_uoa (str): CK module UOA

module_uid (str): CK module UID

module_alias (str): CK module alias

uoa (str): CK sub-directory UOA

uid (str): CK sub-directory UID

alias (str): CK sub-directory alias















	
ck.kernel.find_path_to_entry(i)[source]

	
	Find path to CK entry (CK data) while checking both UID and alias.

	Target audience: CK kernel and low-level developers






	Parameters

	
	path (str) – path to a data entry


	data_uoa (str) – CK entry UOA (CK data)


	(split_dirs) (int/str) – number of first characters to split directory into subdirectories
to be able to handle many entries (similar to Mediawiki)






	Returns

	(dict) –

Unified CK dictionary:



	return (int): return code =  0, if successful

	>  0, if error





(error) (str): error text if return > 0

path (str): path to CK entry

data_uid (str): CK entry UID

data_alias (str): CK entry alias

data_uoa (str): CK entry alias of UID, if alias is empty















	
ck.kernel.find_path_to_repo(i)[source]

	
	Find path for a given CK repo

	Target audience: end users






	Parameters

	(repo_uoa) (str) – CK repo UOA. If empty, get the path to the default repo (inside CK framework)



	Returns

	(dict) –

Unified CK dictionary:



	return (int): return code =  0, if successful

	>  0, if error





(error) (str): error text if return > 0

dict (dict): CK repo meta description from the cache
path (str): path to this repo

repo_uoa (str): CK repo UOA

repo_uid (str): CK repo UID

repo_alias (str): CK repo alias















	
ck.kernel.find_repo_by_path(i)[source]

	
	Find CK repo info by path

	Target audience: CK kernel and low-level developers






	Parameters

	path (str)



	Returns

	(dict) –

Unified CK dictionary:



	return (int): return code =  0, if successful

	>  0, if error





(error) (str): error text if return > 0

repo_uoa (str): CK repo UOA

repo_uid (str): CK repo UID

repo_alias (str): CK repo alias















	
ck.kernel.find_string_in_dict_or_list(i)[source]

	
	Find a string in a dict or list

	Target audience: end users






	Parameters

	
	dict (dict or list) – dict or list to search


	(search_string) (str) – search string


	(ignore_case) (str) – if ‘yes’ then ignore case of letters






	Returns

	(dict) –

Unified CK dictionary:



	return (int): return code =  0, if successful

	>  0, if error





(error) (str): error text if return > 0

found (str): if ‘yes’, string found















	
ck.kernel.flatten_dict(i)[source]

	Any list item is converted to @number=value
Any dict item is converted to #key=value
# is always added at the beginning


	Input:  {

	
dict         - python dictionary

(prefix)     - prefix (for recursion)

(prune_keys) - list of keys to prune (can have wildcards)




}



	Output: {

	

	return  - return code =  0, if successful

	>  0, if error





(error) - error text if return > 0
dict    - flattened dictionary




}










	
ck.kernel.flatten_dict_internal(a, aa, prefix, pk)[source]

	
	Convert dictionary into the CK flat format

	Target audience: internal use for recursion






	Parameters

	
	a (any)


	aa (dict) – target dict


	prefix (str) – key prefix


	pk – aggregated key?






	Returns

	(dict) –

Unified CK dictionary:



	return (int): return code =  0, if successful

	>  0, if error





(error) (str): error text if return > 0

dict (dict): pass dict a from the input















	
ck.kernel.flatten_dict_internal_check_key(prefix, pk)[source]

	
	Convert dictionary into the CK flat format

	Target audience: internal use






	Parameters

	
	prefix (str) – key prefix


	pk – aggregated key?






	Returns

	(bool) – key must be added if True










	
ck.kernel.gen_tmp_file(i)[source]

	
	Generate temporary files

	Target audience: end users






	Parameters

	
	(suffix) (str) – temp file suffix


	(prefix) (str) – temp file prefix


	(remove_dir) (str) – if ‘yes’, remove dir






	Returns

	(dict) –

Unified CK dictionary:



	return (int): return code =  0, if successful

	>  0, if error





(error) (str): error text if return > 0

file_name (str): temp file name















	
ck.kernel.gen_uid(i)[source]

	
	Generate valid CK UID

	Target audience: end users






	Parameters

	None



	Returns

	(dict) –

Unified CK dictionary:



	return (int): return code =  0, if successful

	>  0, if error





(error) (str): error text if return > 0

data_uid (str): UID in string format (16 lowercase characters 0..9,a..f)















	
ck.kernel.get_api(i)[source]

	
	Print API from the CK module for a given action

	Target audience: CK kernel and low-level developers






	Parameters

	
	(path) (str) – path to a CK module, if comes from the access function
or


	(module_uoa) (str) – if comes from CMD


	(func) – API function name


	(out) – how to output this info






	Returns

	(dict) –

Unified CK dictionary:



	return (int): return code =  0, if successful

	>  0, if error





(error) (str): error text if return > 0

title (str): title string

desc (str): original description

module (str): CK module name

api (str): api

line (str): description string in the CK module















	
ck.kernel.get_by_flat_key(i)[source]

	
	Get a value from a dict by the CK flat key

	Target audience: end users






	Parameters

	
	dict (dict) – dictionary


	key (str) – CK flat key






	Returns

	(dict) –

Unified CK dictionary:



	return (int): return code =  0, if successful

	>  0, if error





(error) (str): error text if return > 0

value (any): value or None, if key doesn’t exist















	
ck.kernel.get_current_date_time(i)[source]

	
	Get current date and time

	Target audience: end users






	Parameters

	(dict) – empty dict



	Returns

	(dict) –

Unified CK dictionary:



	return (int): return code =  0, if successful

	>  0, if error





(error) (str): error text if return > 0

array (dict); dict with date and time



	date_year (str)


	date_month (str)


	date_day (str)


	time_hour (str)


	time_minute (str)


	time_second (str)







iso_datetime (str): date and time in ISO format















	
ck.kernel.get_default_repo(i)[source]

	
	Print path to the default repo

	Target audience: CK kernel and low-level developers





Args:


	Returns

	(dict) –

Unified CK dictionary:



	return (int): return code =  0, if successful

	>  0, if error





(error) (str): error text if return > 0

path (str): path















	
ck.kernel.get_from_dicts(dict1, key, default_value, dict2, extra='')[source]

	
	Get value from one dict, remove it from there and move to another

	Target audience: end users






	Parameters

	
	dict1 (dict) – first check in this dict (and remove if there)


	key (str) – key in the dict1


	default_value (str) – default value if not found


	dict2 (dict) – then check key in this dict






	Returns

	(any) – value from the dictionary










	
ck.kernel.get_os_ck(i)[source]

	
	Get host platform name (currently win or linux) and OS bits

	Target audience: end users






	Parameters

	(bits) (int) – force OS bits



	Returns

	(dict) –

Unified CK dictionary:



	return (int): return code =  0, if successful

	>  0, if error





(error) (str): error text if return > 0

platform (str): ‘win’ or ‘linux’

bits (str): OS bits in string (32 or 64)

python_bits (str): Python installation bits (32 or 64)















	
ck.kernel.get_split_dir_number(repo_dict, module_uid, module_uoa)[source]

	
	Support function for checking splitting entry number

	Target audience: CK kernel and low-level developers






	Parameters

	
	repo_dict (dict) – dictionary with CK repositories


	module_uid (str) – requested CK module UID


	module_uoa (str) – requested CK module UOA






	Returns

	(int) –


	number of sub-directories for CK entries -

	useful when holding millions of entries
















	
ck.kernel.get_version(i)[source]

	
	Get CK version

	Target audience: end users





Args:    None


	Returns

	(dict) –

Unified CK dictionary:



	return (int): return code =  0, if successful

	>  0, if error





(error) (str): error text if return > 0

version (list): list of sub-versions starting from major version number

version_str (str): version string















	
ck.kernel.guide(i)[source]

	
	Open web browser with the user/developer guide wiki

	Target audience: CK kernel and low-level developers






	Parameters

	(dict) – empty dict



	Returns

	(dict) –

Unified CK dictionary:



	return (int): return code =  0, if successful

	>  0, if error





(error) (str): error text if return > 0















	
ck.kernel.help(i)[source]

	
	CK action: print help for a given module

	Target audience: end users






	Parameters

	(module_uoa) (str) – CK module UOA



	Returns

	(dict) –

Unified CK dictionary:



	return (int): return code =  0, if successful

	>  0, if error





(error) (str): error text if return > 0

help (str): string with the help text















	
ck.kernel.index_module(module_uoa, repo_uoa)[source]

	
	Support function for checking whether to index data using ElasticSearch or not …

	Target audience: CK kernel and low-level developers

Useful to skip some sensitive data from global indexing.






	Parameters

	
	module_uoa (str) – CK module UID or alias


	repo_uoa (str) – CK repo UID or alias






	Returns

	(bool) – True if needs to index










	
ck.kernel.info(i)[source]

	
	CK action: print CK info about a given CK entry

	Target audience: end users






	Parameters

	
	(repo_uoa) (str) – CK repo UOA


	module_uoa (str) – CK module UOA


	(data_uoa) (str) – CK entry (data) UOA






	Returns

	(dict) –

Unified CK dictionary:



	return (int): return code =  0, if successful

	>  0, if error





(error) (str): error text if return > 0

Keys from the “load” function















	
ck.kernel.init(i)[source]

	
	Inititalize CK (current instance - has a global state!)

	Target audience: internal use






	Parameters

	(dict) – empty dict



	Returns

	(dict) –

Unified CK dictionary:



	return (int): return code =  0, if successful

	>  0, if error





(error) (str): error text if return > 0















	
ck.kernel.inp(i)[source]

	
	Universal input of unicode string in UTF-8 or other format

	Target audience: end users

Supports Python 2.x and 3.x






	Parameters

	text (str) – text to print before the input



	Returns

	(dict) –

Unified CK dictionary:



	return (int): return code =  0, if successful

	>  0, if error





(error) (str): error text if return > 0

string (str): entered string















	
ck.kernel.input_json(i)[source]

	
	Input JSON from console (double enter to finish)

	Target audience: end users






	Parameters

	text (str) – text to print



	Returns

	(dict) –

Unified CK dictionary:



	return (int): return code =  0, if successful

	>  0, if error





(error) (str): error text if return > 0

string (str): entered string

dict (str): dictionary from JSON string















	
ck.kernel.is_uid(s)[source]

	
	Check if a string is a valid CK UID

	Target audience: end users






	Parameters

	s (str) – string



	Returns

	(bool) – True if a string is a valid CK UID










	
ck.kernel.is_uoa(s)[source]

	
	Check if string is correct CK UOA, i.e. it does not have special characters including *, ?

	Target audience: end users






	Parameters

	s (str) – string



	Returns

	(bool) – True if a string is a valid CK UID or alias










	
ck.kernel.jerr(r)[source]

	
	Print error message for CK functions in the Jupyter Notebook and raise KeyboardInterrupt

	Target audience: end users

Used in Jupyter Notebook


	Example:

	import ck.kernel as ck

r=ck.access({‘action’:’load’, ‘module_uoa’:’tmp’, ‘data_uoa’:’some tmp entry’})

if r[‘return’]>0: ck.jerr(r)










	Parameters

	r (dict) – output dictionary of any standard CK function:


	return (int): return code


	(error) (str): error string if return>0






	Returns

	None - exits script with KeyboardInterrupt!










	
ck.kernel.list_actions(i)[source]

	
	List actions in the given CK module

	Target audience: should use via ck.kernel.access






	Parameters

	
	(repo_uoa) (str) – CK repo UOA


	module_uoa (str) – must be “module”


	data_uoa (str) – UOA of the module for the new action






	Returns

	(dict) –

Unified CK dictionary:



	return (int): return code =  0, if successful

	>  0, if error





(error) (str): error text if return > 0

actions (dict): dict with actions in the given CK module















	
ck.kernel.list_all_files(i)[source]

	
	List all files recursively in a given directory

	Target audience: all users






	Parameters

	
	path (str) – top level path


	(file_name) (str) – search for a specific file name


	(pattern) (str) – return only files with this pattern


	(path_ext) (str) – path extension (needed for recursion)


	(limit) (str) – limit number of files (if directories with a large number of files)


	(number) (int) – current number of files


	(all) (str) – if ‘yes’ do not ignore special directories (like .cm)


	(ignore_names) (list) – list of names to ignore


	(ignore_symb_dirs) (str) – if ‘yes’, ignore symbolically linked dirs
(to avoid recursion such as in LLVM)


	(add_path) (str)






	Returns

	(dict) –

Unified CK dictionary:



	return (int): return code =  0, if successful

	>  0, if error





(error) (str): error text if return > 0


	list (dict): dictionary of all files:

	{“file_with_full_path”:{“size”:.., “path”:..}





sizes (dict): sizes of all files (the same order as above “list”)

number (int): (internal) total number of files in a current directory (needed for recursion)















	
ck.kernel.list_data(i)[source]

	
	List CK entries

	Target audience: CK kernel and low-level developers






	Parameters

	
	(repo_uoa) (str) – CK repo UOA with wildcards


	(module_uoa) (str) – CK module UOA with wildcards


	(data_uoa) (str) – CK entry (data) UOA with wildcards


	(repo_uoa_list) (list) – list of CK repos to search


	(module_uoa_list) (list) – list of CK modules to search


	(data_uoa_list) (list) – list of CK entries to search


	(filter_func) (str) – name of the filter function to customize search


	(filter_func_addr) (obj) – Python address of the filter function


	(add_if_date_before) (str) – add only entries with date before this date


	(add_if_date_after) (str) – add only entries with date after this date


	(add_if_date) (str) – add only entries with this date


	(ignore_update) (str) – if ‘yes’, do not add info about update (when updating in filter)


	(search_by_name) (str) – search by name


	(search_dict) (dict) – search if this dict is a part of the entry


	(ignore_case) (str) – ignore string case when searching!


	(print_time) (str) – if ‘yes’, print elapsed time at the end


	(do_not_add_to_lst) (str) – if ‘yes’, do not add entries to lst


	(time_out) (float) – in secs, default=30 (if -1, no timeout)


	(limit_size) (int) – if >0, limit the number of returned entries


	(print_full) (str) – if ‘yes’, show CID (repo_uoa:module_uoa:data_uoa)
or


	(all) (str) – the same as above


	(print_uid) (str) – if ‘yes’, print UID in brackets


	(print_name) (str) – if ‘yes’, print name (and add info to the list)
or


	(name) (str) – the same as above


	(add_info) (str) – if ‘yes’, add info about entry to the list


	(add_meta) (str) – if ‘yes’, add meta about entry to the list






	Returns

	(dict) –


Unified CK dictionary:



	return (int): return code =  0, if successful

	>  0, if error





(error) (str): error text if return > 0


	lst (list): [{‘repo_uoa’, ‘repo_uid’,

	
’module_uoa’, ‘module_uid’,
‘data_uoa’,’data_uid’,
‘path’
(,meta)
(,info) …




}]





elapsed_time (float): elapsed time in string

(timed_out) (str): if ‘yes’, timed out or limited by size







}












	
ck.kernel.list_data2(i)[source]

	




	
ck.kernel.list_files(i)[source]

	
	List files in a given CK entry

	Target audience: end users






	Parameters

	
	(repo_uoa) (str) – CK repo UOA


	(module_uoa) (str) – CK module UOA


	(data_uoa) – CK entry (data) UOA


	See other keys for the “list_all_files” function






	Returns

	(dict) –

Unified CK dictionary:



	return (int): return code =  0, if successful

	>  0, if error





(error) (str): error text if return > 0

Output from the “list_al_files” function















	
ck.kernel.list_tags(i)[source]

	
	CK action: list tags in found CK entries (uses search function)

	Target audience: should use via ck.kernel.access






	Parameters

	The same as in “search” function



	Returns

	(dict) –


Unified CK dictionary:



	return (int): return code =  0, if successful

	>  0, if error





(error) (str): error text if return > 0

tags (list): sorted list of all found tags

The same as from “search” function







}












	
ck.kernel.load(i)[source]

	
	CK action: load meta description from the CK entry

	Target audience: should use via ck.kernel.access






	Parameters

	
	(repo_uoa) (str) – CK repo UOA


	module_uoa (str) – CK module UOA


	data_uoa (str) – CK entry (data) UOA


	(get_lock) (str) – if ‘yes’, lock this entry


	(lock_retries) (int) – number of retries to aquire lock (default=5)


	(lock_retry_delay) (float) – delay in seconds before trying to aquire lock again (default=10)


	(lock_expire_time) (float) – number of seconds before lock expires (default=30)


	(skip_updates) (str) – if ‘yes’, do not load updates


	(skip_desc) (str) – if ‘yes’, do not load descriptions


	(load_extra_json_files) (str) – list of files to load from the entry


	(unlock_uid) (str) – UID of the lock to release it


	(min) (str) – show minimum when output to console (i.e. meta and desc)


	(create_if_not_found) (str) – if ‘yes’, create, if entry is not found - useful to create and lock entries






	Returns

	(dict) –

Unified CK dictionary:



	return (int): return code =  0, if successful

	>  0, if error





(error) (str): error text if return > 0

dict (dict): CK entry meta description

(info) (dict): CK entry info

(updates) (dict): CK entry updates

(desc) (dict): CK entry description

path (str): path to the CK entry

path_module (str):  path to the CK module entry for this CK entry

path_repo (str): path to the CK repository for this CK entry

repo_uoa (str): CK repo UOA

repo_uid (str): CK repo UID

repo_alias (str): CK repo alias

module_uoa (str): CK module UOA

module_uid (str): CK module UID

module_alias (str): CK module alias

data_uoa (str): CK entry (data) UOA

data_uid (str): CK entry (data) UID

data_alias (str): CK entry (data) alias

data_name (str): CK entry user friendly name

(extra_json_files) (dict): merged dict from JSON files specified by ‘load_extra_json_files’ key

(lock_uid) (str): unlock UID, if locked successfully















	
ck.kernel.load_json_file(i)[source]

	
	Load json from file into dict

	Target audience: end users






	Parameters

	json_file (str) – name of a json file



	Returns

	(dict) –

Unified CK dictionary:



	return (int): return code =  0, if successful

	>  0, if error





(error) (str): error text if return > 0

dict (dict or list): dict or list from the json file















	
ck.kernel.load_meta_from_path(i)[source]

	
	Load CK meta description from a path

	Target audience: CK kernel and low-level developers






	Parameters

	
	path (str) – path to a data entry


	(skip_updates) (str) – if ‘yes’, do not load updates


	(skip_desc) (str) – if ‘yes’, do not load descriptions
to be able to handle many entries (similar to Mediawiki)






	Returns

	(dict) –

Unified CK dictionary:



	return (int): return code =  0, if successful

	>  0, if error





(error) (str): error text if return > 0

dict (dict): dict with CK meta description

path (str): path to json file with meta description

(info) (dict): dict with CK info (provenance) if exists

(path_info) (str): path to json file with info

(updates) (dict): dict with updates if exists

(path_updates) (str): path to json file with updates

(path_desc) (str): path to json file with API description















	
ck.kernel.load_module_from_path(i)[source]

	
	Load (CK) python module

	Target audience: end users






	Parameters

	
	path (str) – path to a Python module


	module_code_name (str) – Python module name


	(cfg) (dict) – CK module configuration if exists


	(skip_init) (str) – if ‘yes’, skip init of the CK module


	(data_uoa) (str) – CK module UOA (useful when printing errors)






	Returns

	(dict) –

Unified CK dictionary:



	return (int): return code =  0, if successful

	>  0, if error





(error) (str): error text if return > 0

code (obj): Python code object

path (str): full path to the module

cuid (str): automatically generated unique ID for the module in the internal cache of modules















	
ck.kernel.load_repo_info_from_cache(i)[source]

	
	Load repo meta description from cache

	Target audience: CK kernel and low-level developers






	Parameters

	repo_uoa (str) – CK repo UOA



	Returns

	(dict) –

Unified CK dictionary:



	return (int): return code =  0, if successful

	>  0, if error





(error) (str): error text if return > 0

repo_uoa (str): CK repo UOA

repo_uid (str): CK repo UID

repo_alias (str): CK repo alias

all other keys from repo dict















	
ck.kernel.load_text_file(i)[source]

	
	Load a text file to a string or list

	Target audience: end users






	Parameters

	
	text_file (str) – name of a text file


	(keep_as_bin) (str) – if ‘yes’, return only bin


	(encoding) (str) – by default ‘utf8’, however sometimes we use utf16


	(split_to_list) (str) – if ‘yes’, split to list


	(convert_to_dict) (str) – if ‘yes’, split to list and convert to dict


	(str_split) (str) – if !=’’, use as separator of keys/values when converting to dict


	(remove_quotes) (str) – if ‘yes’, remove quotes from values when converting to dict


	(delete_after_read) (str) – if ‘yes’, delete file after read (useful when reading tmp files)






	Returns

	(dict) –

Unified CK dictionary:



	return (int): return code =  0, if successful

	>  0, if error





(error) (str): error text if return > 0

bin (byte): loaded text file as byte array

(string) (str): loaded text as string with removed

(lst) (list): if split_to_list==’yes’, split text to list

(dict) (dict): if convert_to_dict==’yes’, return as dict















	
ck.kernel.load_yaml_file(i)[source]

	
	Load YAML file to dict

	Target audience: end users






	Parameters

	yaml_file (str) – name of a YAML file



	Returns

	(dict) –

Unified CK dictionary:



	return (int): return code =  0, if successful

	>  0, if error





(error) (str): error text if return > 0

dict (dict): dict from a YAML file















	
ck.kernel.lower_list(lst)[source]

	
	Support function to convert all strings into lower case in a list

	Target audience: internal






	Parameters

	lst (list) – list of strings



	Returns

	(list) – list of lowercased strings










	
ck.kernel.merge_dicts(i)[source]

	
	Merge intelligently dict1 with dict2 key by key in contrast with dict1.update(dict2)

	Target audience: end users

It can merge sub-dictionaries and lists instead of substituting them






	Parameters

	
	dict1 (dict) – merge this dict with dict2 (will be directly modified!)


	dict2 (dict) – dict to be merged






	Returns

	(dict) –

Unified CK dictionary:



	return (int): return code =  0, if successful

	>  0, if error





(error) (str): error text if return > 0

dict1 (dict): dict1 passed through the function















	
ck.kernel.move(i)[source]

	
	CK action: move CK entry to another CK repository

	Target audience: should use via ck.kernel.access






	Parameters

	See “mv” function



	Returns

	See “mv” function










	
ck.kernel.mv(i)[source]

	
	CK action: move CK entry to another CK repository

	Target audience: should use via ck.kernel.access






	Parameters

	
	(repo_uoa) (str) – CK repo UOA


	module_uoa (str) – CK module UOA


	data_uoa (str) – CK entry (data) UOA


	xcids (list) – use original name from xcids[0] and new name from xcids[1] ({‘repo_uoa’, ‘module_uoa’, ‘data_uoa’})
or


	(new_repo_uoa) (str) – new CK repo UOA


	(new_module_uoa) (str) – new CK module UOA


	(new_data_uoa) (str) – new CK data alias


	(new_data_uid) (str) – new CK entry (data) UID (leave empty to generate the new one)






	Returns

	(dict) –

Unified CK dictionary:



	return (int): return code =  0, if successful

	>  0, if error





(error) (str): error text if return > 0

Output from the “copy” function















	
ck.kernel.out(s)[source]

	
	Universal print of a unicode string in UTF-8 or other format

	Target audience: end users

Supports: Python 2.x and 3.x






	Parameters

	s (str) – unicode string to print



	Returns

	None










	
ck.kernel.parse_cid(i)[source]

	
	Convert CID to a dict and add missing parts in CID from the current path

	Target audience: CK kernel and low-level developers






	Parameters

	
	cid (str) – in format (REPO_UOA:)MODULE_UOA:DATA_UOA


	(cur_cid) (str) – output from the “detect_cid_in_current_path” function


	(ignore_error) (str) – if ‘yes’, ignore wrong format






	Returns

	(dict) –

Unified CK dictionary:



	return (int): return code =  0, if successful

	>  0, if error





(error) (str): error text if return > 0

data_uoa (str): CK data UOA

module_uoa (str): CK module UOA

(repo_uoa) (str): CK repo UOA















	
ck.kernel.path(i)[source]

	
	CK action: get CID from the current path

	Target audience: end users






	Parameters

	(dict) – empty dict



	Returns

	(dict) –

Unified CK dictionary:



	return (int): return code =  0, if successful

	>  0, if error





(error) (str): error text if return > 0

Keys from the “detect_cid_in_current_path” function















	
ck.kernel.perform_action(i)[source]

	
	Perform an automation action via CK kernel or from the kernel

	Target audience: CK kernel and low-level developers






	Parameters

	
	() – all parameters from the “access” function


	(web) (str) – if ‘yes’, called from the web


	(common_func) (str) –


	if ‘yes’, ignore search for modules

	and call common func from the CK kernel





or



	(kernel) (str) – the same as above


	(local) (str) – if ‘yes’, run locally even if remote repo …






	Returns

	(dict) –


Unified CK dictionary:



	return (int): return code =  0, if successful

	>  0, if error





(error) (str): error text if return > 0

(out) (str): if action changes output, log it

Output from a given action







}












	
ck.kernel.perform_remote_action(i)[source]

	
	Perform remote action via CK web service

	Target audience: CK kernel and low-level developers






	Parameters

	See “perform_action” function



	Returns

	See “perform_action” function










	
ck.kernel.prepare_special_info_about_entry(i)[source]

	
	Prepare provenance for a given CK entry (CK used, author, date, etc)

	Target audience: end users






	Parameters

	i (dict) – empty dict



	Returns

	(dict) –

Unified CK dictionary:



	return (int): return code =  0, if successful

	>  0, if error





(error) (str): error text if return > 0

dict (dict): dictionary with provenance information















	
ck.kernel.print_input(i)[source]

	
	Print input dictionary to screen for debugging

	Target audience: CK kernel and low-level developers

Used in console and web applications






	Parameters

	(dict) – input



	Returns

	(dict) –

Unified CK dictionary:



	return (int): return code =  0, if successful

	>  0, if error





(error) (str): error text if return > 0

html (str): input as JSON string















	
ck.kernel.pull(i)[source]

	
	Pull CK entries from the CK server

	Target audience: CK kernel and low-level developers






	Parameters

	
	(repo_uoa) (str) – CK repo UOA


	module_uoa (str) – must be “module”


	data_uoa (str) – UOA of the module for the new action


	(filename) (str) –


	filename (with path) (if empty, set archive to ‘yes’).

	If empty, create an archive of the entry





or



	(cid[0]) (str)


	(archive) (str) – if ‘yes’ pull whole entry as zip archive using filename or ck_archive.zip


	(all) (str) – if ‘yes’ and archive, add even special directories (.cm, .svn, .git, etc)


	(out) (str) – if ‘json’ or ‘json_file’, encode file and return in r


	(skip_writing) (str) – if ‘yes’, do not write file (not archive) to current directory


	(pattern) (str) – return only files with this pattern


	(patterns) (str) – multiple patterns (useful to pack mutiple points in experiments)


	(encode_file) (str) – if ‘yes’, encode file


	(skip_tmp) (str) – if ‘yes’, skip tmp files and directories






	Returns

	(dict) –

Unified CK dictionary:



	return (int): return code =  0, if successful

	>  0, if error





(error) (str): error text if return > 0

actions (dict): dict with actions in the given CK module

(file_content_base64) (str): if i[‘to_json’]==’yes’, encoded file

(filename) (str): filename to record locally















	
ck.kernel.push(i)[source]

	
	Push CK entry to the CK server

	Target audience: CK kernel and low-level developers






	Parameters

	
	(repo_uoa) (str) – CK repo UOA


	module_uoa (str) – must be “module”


	data_uoa (str) – UOA of the module for the new action


	(filename) (str) –


	filename (with path) (if empty, set archive to ‘yes’).

	If empty, create an archive of the entry





or



	(cid[0]) (str)


	(extra_path) (str) – extra path inside entry (create if doesn’t exist)


	(file_content_base64) (str) – if !=’’, take its content and record into filename


	(archive) (str) – if ‘yes’ push to entry and unzip …


	(overwrite) (str)






	Returns

	(dict) –

Unified CK dictionary:



	return (int): return code =  0, if successful

	>  0, if error





(error) (str): error text if return > 0















	
ck.kernel.pwiki(i)[source]

	
	Open web browser with the private discussion wiki page for a given CK entry

	Target audience: CK kernel and low-level developers

URL is taken from default kernel configuration cfg[‘private_wiki_data_web’]






	Parameters

	
	(repo_uoa) (str) – CK repo UOA


	(module_uoa) (str) – CK module UOA


	(data_uoa) (str) – CK entry (data) UOA






	Returns

	(dict) –

Unified CK dictionary:



	return (int): return code =  0, if successful

	>  0, if error





(error) (str): error text if return > 0















	
ck.kernel.python_version(i)[source]

	
	CK action: print python version used by CK

	Target audience: end users






	Parameters

	(dict) – empty dict



	Returns

	(dict) –

Unified CK dictionary:



	return (int): return code =  0, if successful

	>  0, if error





(error) (str): error text if return > 0

version (str): sys.version

version_info (str): sys.version_info















	
ck.kernel.reinit()[source]

	
	Reinitialize CK

	Target audience: end users






	Parameters

	None



	Returns

	(dict) – output from the “init” function










	
ck.kernel.reload_repo_cache(i)[source]

	
	Reload cache with meta-descriptions of all CK repos

	Target audience: CK kernel and low-level developers






	Parameters

	(force) (str) – if ‘yes’, force recaching



	Returns

	(dict) –

Unified CK dictionary:



	return (int): return code =  0, if successful

	>  0, if error





(error) (str): error text if return > 0















	
ck.kernel.remove(i)[source]

	
	CK action: delete CK entry or CK entries

	Target audience: should use via ck.kernel.access






	Parameters

	See “rm” function



	Returns

	See “rm” function










	
ck.kernel.remove_action(i)[source]

	
	Remove an action from the given module

	Target audience: should use via ck.kernel.access






	Parameters

	
	(repo_uoa) (str) – CK repo UOA


	module_uoa (str) – must be “module”


	data_uoa (str) – UOA of the module for the new action


	func (str) – action name






	Returns

	(dict) –

Unified CK dictionary:



	return (int): return code =  0, if successful

	>  0, if error





(error) (str): error text if return > 0

Output from the ‘update’ function for the given CK module















	
ck.kernel.ren(i)[source]

	
	CK action: rename CK entry

	Target audience: should use via ck.kernel.access






	Parameters

	
	(repo_uoa) (str) – CK repo UOA


	module_uoa (str) – CK module UOA


	data_uoa (str) – CK entry (data) UOA


	new_data_uoa (str) – new CK entry (data) alias
or


	new_data_uid (str) – new CK entryt (data) UID (leave empty to keep the old one)
or


	xcids (list) – take new CK entry UOA from xcids[0][‘data_uoa’]


	(new_uid) (str) – if ‘yes’, generate new UID


	(remove_alias) (str) – if ‘yes’, remove alias


	(add_uid_to_alias) (str) – if ‘yes’, add UID to alias


	(share) (str) – if ‘yes’, try to remove the old entry via GIT and add the new one






	Returns

	(dict) –

Unified CK dictionary:



	return (int): return code =  0, if successful

	>  0, if error





(error) (str): error text if return > 0















	
ck.kernel.rename(i)[source]

	
	CK action: rename CK entry

	Target audience: should use via ck.kernel.access






	Parameters

	See “ren” function



	Returns

	See “ren” function










	
ck.kernel.restore_flattened_dict(i)[source]

	
	Restore flattened dict

	Target audience: end users






	Parameters

	dict (dict) – CK flattened dictionary



	Returns

	(dict) –

Unified CK dictionary:



	return (int): return code =  0, if successful

	>  0, if error





(error) (str): error text if return > 0

dict (dict): restored dict















	
ck.kernel.restore_state(r)[source]

	
	Restore CK state

	Target audience: end users






	Parameters

	r (dict) – saved CK state



	Returns

	(dict) – output from the “init” function










	
ck.kernel.rm(i)[source]

	
	CK action: delete CK entry or CK entries

	Target audience: should use via ck.kernel.access






	Parameters

	
	(repo_uoa) (str) – CK repo UOA


	module_uoa (str) – CK module UOA


	data_uoa (str) – CK entry (data) UOA


	(force) (str) – if ‘yes’, force deleting without questions
or


	(f) (str) – to be compatible with rm -f


	(share) (str) – if ‘yes’, try to remove via GIT


	(tags) (str) – use these tags in format tags=x,y,z to prune rm
or


	(search_string) (str)






	Returns

	(dict) –

Unified CK dictionary:



	return (int): return code =  0, if successful

	>  0, if error





(error) (str): error text if return > 0















	
ck.kernel.rm_read_only(f, p, e)[source]

	




	
ck.kernel.run_and_get_stdout(i)[source]

	
	Run command and log stdout and stdout

	Target audience: end users






	Parameters

	
	cmd (list) – list of command line arguments, starting with the command itself


	(shell) (str) – if ‘yes’, reuse shell environment






	Returns

	(dict) –

Unified CK dictionary:



	return (int): return code =  0, if successful

	>  0, if error





(error) (str): error text if return > 0

return_code (int): return code from the os.system call

stdout (str): standard output of the command

stderr (str): standard error of the command















	
ck.kernel.safe_float(i, d)[source]

	
	Support function for safe float (useful for sorting function)

	Target audience: end users






	Parameters

	
	i (any) – variable with any type


	d (float) – default value






	Returns

	(float) – returns i if it can be converted to float or d otherwise










	
ck.kernel.safe_get_val_from_list(lst, index, default_value)[source]

	
	Support function to get value from list without error if out of bounds

	Target audience: end users

Useful for sorting functions.






	Parameters

	
	lst (list) – list of values


	index (int) – index in a list


	default_value (any) – if index inside list, return lst[index] or default value otherwise






	Returns

	(int) – returns i if it can be converted to int, or d otherwise










	
ck.kernel.safe_int(i, d)[source]

	
	Support function for safe int (useful for sorting function)

	Target audience: end users






	Parameters

	
	i (any) – variable with any type


	d (int) – default value






	Returns

	(int) – returns i if it can be converted to int, or d otherwise










	
ck.kernel.save_json_to_file(i)[source]

	
	Save dict to a json file

	Target audience: end users






	Parameters

	
	json_file (str) – filename to save dictionary


	dict (dict) – dict to save


	(sort_keys) (str) – if ‘yes’, sort keys


	(safe) (str) – if ‘yes’, ignore non-JSON values (only for Debugging - changes original dict!)






	Returns

	(dict) –

Unified CK dictionary:



	return (int): return code =  0, if successful

	>  0, if error





(error) (str): error text if return > 0















	
ck.kernel.save_repo_cache(i)[source]

	
	Save cache with meta-descriptions of all CK repos

	Target audience: CK kernel and low-level developers






	Parameters

	(dict) – empty dict



	Returns

	(dict) –

Unified CK dictionary:



	return (int): return code =  0, if successful

	>  0, if error





(error) (str): error text if return > 0















	
ck.kernel.save_state()[source]

	
	Save CK state

	Target audience: end users

FGG: note that in the future we want to implement CK kernel as a Python class
where we will not need such save/restore state …






	Parameters

	None



	Returns

	(dict) – current CK state










	
ck.kernel.save_text_file(i)[source]

	Save string to a text file with all
removed



Target audience: end users





	Args:

	text_file (str): name of a text file
string (str): string to write to a file (all









	will be removed)

	
(append) (str): if ‘yes’, append to a file





	Returns:

	(dict): Unified CK dictionary:



	return (int): return code =  0, if successful

	>  0, if error





(error) (str): error text if return > 0

















	
ck.kernel.save_yaml_to_file(i)[source]

	
	Save dict to a YAML file

	Target audience: end users






	Parameters

	
	yaml_file (str) – name of a YAML file


	dict (dict) – dict to save






	Returns

	(dict) –

Unified CK dictionary:



	return (int): return code =  0, if successful

	>  0, if error





(error) (str): error text if return > 0















	
ck.kernel.search(i)[source]

	
	CK action: search CK entries

	Target audience: should use via ck.kernel.access






	Parameters

	
	(repo_uoa) (str) – CK repo UOA with wildcards


	(module_uoa) (str) – CK module UOA with wildcards


	(data_uoa) (str) – CK entry (data) UOA with wildcards


	(repo_uoa_list) (list) – list of CK repos to search


	(module_uoa_list) (list) – list of CK modules to search


	(data_uoa_list) (list) – list of CK entries to search


	(filter_func) (str) – name of the filter function to customize search


	(filter_func_addr) (obj) – Python address of the filter function


	(add_if_date_before) (str) – add only entries with date before this date


	(add_if_date_after) (str) – add only entries with date after this date


	(add_if_date) (str) – add only entries with this date


	(ignore_update) (str) – if ‘yes’, do not add info about update (when updating in filter)


	(search_by_name) (str) – search by name


	(search_dict) (dict) – search if this dict is a part of the entry


	(ignore_case) (str) – ignore string case when searching!


	(print_time) (str) – if ‘yes’, print elapsed time at the end


	(do_not_add_to_lst) (str) – if ‘yes’, do not add entries to lst


	(time_out) (float) – in secs, default=30 (if -1, no timeout)


	(print_full) (str) – if ‘yes’, show CID (repo_uoa:module_uoa:data_uoa)
or


	(all) (str) – the same as above


	(print_uid) (str) – if ‘yes’, print UID in brackets


	(print_name) (str) – if ‘yes’, print name (and add info to the list)
or


	(name) (str) – the same as above


	(add_info) (str) – if ‘yes’, add info about entry to the list


	(add_meta) (str) – if ‘yes’, add meta about entry to the list


	(internal) (str) – if ‘yes’, use internal search even if indexing is on


	(limit_size) (int) – limit the number of returned entries. Use 5000 by default or set to -1 if no limit


	(start_from) (int) – start from a specific entry (only for ElasticSearch)


	(debug) (str) – if ‘yes’, print debug info






	Returns

	(dict) –


Unified CK dictionary:



	return (int): return code =  0, if successful

	>  0, if error





(error) (str): error text if return > 0


	lst (list): [{‘repo_uoa’, ‘repo_uid’,

	
’module_uoa’, ‘module_uid’,
‘data_uoa’,’data_uid’,
‘path’
(,meta)
(,info) …




}]





elapsed_time (float): elapsed time in string

(timed_out) (str): if ‘yes’, timed out or limited by size







}












	
ck.kernel.search2(i)[source]

	




	
ck.kernel.search_filter(i)[source]

	
	Search filter

	Target audience: CK kernel and low-level developers






	Parameters

	
	repo_uoa (str) – CK repo UOA


	module_uoa (str) – CK module UOA


	data_uoa (str) – CK entry (data) UOA


	path (str) – path to the current entry


	(search_dict) (dict) – check if this dict is a part of the entry meta description


	(ignore_case) (str) – if ‘yes’, ignore case of letters






	Returns

	(dict) –

Unified CK dictionary:



	return (int): return code =  0, if successful

	>  0, if error





(error) (str): error text if return > 0

skip (str): if ‘yes’, skip this entry from search















	
ck.kernel.search_string_filter(i)[source]

	
	Search filter

	Target audience: CK kernel and low-level developers






	Parameters

	
	repo_uoa (str) – CK repo UOA


	module_uoa (str) – CK module UOA


	data_uoa (str) – CK data UOA


	path (str) – path to the current CK entry


	(search_string)      - search with expressions *?






	Returns

	(dict) –

Unified CK dictionary:



	return (int): return code =  0, if successful

	>  0, if error





(error) (str): error text if return > 0

skip (str): if ‘yes’ then skip this entry from search















	
ck.kernel.select(i)[source]

	
	Universal selector of a dictionary key

	Target audience: end users

Note: advanced version available in the CK module “choice”






	Parameters

	
	dict (dict) – dict with values being dicts with ‘name’ as string to display and ‘sort’ as int (for ordering)


	(title) (str) – print title


	(error_if_empty) (str) – if ‘yes’ and just Enter, return error


	(skip_sort) (str) – if ‘yes’, do not sort dictionary keys






	Returns

	(dict) –

Unified CK dictionary:



	return (int): return code =  0, if successful

	>  0, if error





(error) (str): error text if return > 0

string (str): selected dictionary key















	
ck.kernel.select_uoa(i)[source]

	
	Universal CK entry UOA selector

	Target audience: end users

Note: advanced version available in the CK module “choice”






	Parameters

	
	choices (list) – list from the search function


	(skip_enter) (str) – if ‘yes’, do not select 0 when a user presses Enter


	(skip_sort) (str) – if ‘yes’, do not sort list






	Returns

	(dict) –

Unified CK dictionary:



	return (int): return code =  0, if successful

	>  0, if error





(error) (str): error text if return > 0

choice (str): CK entry UOA















	
ck.kernel.set_by_flat_key(i)[source]

	
	Set a value in a dictionary using the CK flat key

	Target audience: end users






	Parameters

	
	dict (dict) – dictionary


	key (str) – CK flat key


	value (any) – value to set






	Returns

	(dict) –

Unified CK dictionary:



	return (int): return code =  0, if successful

	>  0, if error





(error) (str): error text if return > 0

dict (dict): modified dict















	
ck.kernel.set_lock(i)[source]

	
	Set a lock in a given path (to handle parallel writes to CK entries)

	Target audience: CK kernel and low-level developers






	Parameters

	
	path (str) – path to be locked


	(get_lock) (str) – if ‘yes’, lock this entry


	(lock_retries) (int) – number of retries to aquire lock (default=11)


	(lock_retry_delay) (float) – delay in seconds before trying to aquire lock again (default=3)


	(lock_expire_time) (float) – number of seconds before lock expires (default=30)


	(unlock_uid) (str) – UID of the lock to release it






	Returns

	(dict) –

Unified CK dictionary:



	return (int): return code =  0, if successful

	>  0, if error





(error) (str): error text if return > 0

(lock_uid) (str):  lock UID, if locked successfully















	
ck.kernel.short_help(i)[source]

	
	Print short CK help

	Target audience: end users






	Parameters

	(dict) – empty dict



	Returns

	(dict) –

Unified CK dictionary:



	return (int): return code =  0, if successful

	>  0, if error





(error) (str): error text if return > 0

help (str): string with the help text















	
ck.kernel.split_name(name, number)[source]

	
	Support function to split entry name (if needed)

	Target audience: CK kernel and low-level developers






	Parameters

	
	name (str) – CK entry name


	number (int) – Split number (do not split if 0)






	Returns

	
	(

	name1 (str): first part of splitted name

name2 (str): second part of splitted name





)












	
ck.kernel.status(i)[source]

	
	CK action: check CK server status

	Target audience: CK kernel and low-level developers






	Parameters

	(dict) – empty dict



	Returns

	(dict) –

Unified CK dictionary:



	return (int): return code =  0, if successful

	>  0, if error





(error) (str): error text if return > 0

outdated (str): if ‘yes’, newer version exists















	
ck.kernel.substitute_str_in_file(i)[source]

	
	Substitute string in a file

	Target audience: end users






	Parameters

	
	filename (str) – filename


	string1 (str) – string to be replaced


	string2 (str) – replacement string






	Returns

	(dict) –

Unified CK dictionary:



	return (int): return code =  0, if successful

	>  0, if error





(error) (str): error text if return > 0















	
ck.kernel.system_with_timeout(i)[source]

	
	os.system with time out

	Target audience: end users






	Parameters

	
	cmd (str) – command line


	(timeout) (float) – timeout in seconds (granularity 0.01 sec) - may cause some overheads …






	Returns

	(dict) –

Unified CK dictionary:



	return (int): return code =  0, if successful

	>  0, if error





(error) (str): error text if return > 0

return_code (int): return code from the os.system call















	
ck.kernel.system_with_timeout_kill(proc)[source]

	
	Support function to safely terminate a given process

	Target audience: end users






	Parameters

	proc (obj) – process object



	Returns

	None










	
ck.kernel.uid(i)[source]

	
	CK action: generate CK UID

	Target audience: end users






	Parameters

	(dict) – empty dict



	Returns

	(dict) –

Unified CK dictionary:



	return (int): return code =  0, if successful

	>  0, if error





(error) (str): error text if return > 0

data_uid (str): UID in string format (16 lowercase characters 0..9,a..f)















	
ck.kernel.unzip_file(i)[source]

	
	Unizip archive file to a given path

	Target audience: end users






	Parameters

	
	archive_file (str) – full path to a zip file


	(path) (str) – path where to unzip (use current path if empty)


	(overwrite) (str) – if ‘yes’, overwrite existing files


	(delete_after_unzip) (str)






	Returns

	(dict) –

Unified CK dictionary:



	return (int): return code =  0, if successful

	>  0, if error





(error) (str): error text if return > 0

skipped (list): list of files that were not overwritten















	
ck.kernel.update(i)[source]

	
	CK action: update CK entry meta-description

	Target audience: should use via ck.kernel.access






	Parameters

	
	(repo_uoa) (str) – CK repo UOA


	module_uoa (str) – CK module UOA


	data_uoa (str) – CK entry (data) UOA


	(data_uid) (str) – CK entry (data) UID (if UOA is an alias)


	(data_name) (str) – User-friendly name of this entry


	(dict) (dict) – meta description for this entry (will be recorded to meta.json)


	(substitute) (str) – if ‘yes’ and update==’yes’ substitute dictionaries, otherwise merge!


	(dict_from_cid) (str) – if !=””, merge dict to meta description from this CID (analog of copy)


	(dict_from_repo_uoa) (str) – merge dict from this CK repo UOA


	(dict_from_module_uoa) (str) – merge dict from this CK module UOA


	(dict_from_data_uoa) (str) – merge dict from this CK entry UOA


	(desc) (dict) – under development - defining SPECs for meta description in the CK flat format


	(extra_json_files) (dict) – dict with extra json files to save to this CK entry
(keys in this dictionary are filenames)


	(tags) (str) – list or comma separated list of tags to add to entry


	(info) (dict) – entry info to record - normally, should not use it!


	(extra_info) (dict) –

enforce extra info such as



	author


	author_email


	author_webpage


	license


	copyright







If not specified then take it from the CK kernel (prefix ‘default_’)



	(updates) (dict) – entry updates info to record - normally, should not use it!


	(ignore_update) (str) – if ‘yes’, do not add info about update


	(ask) (str) – if ‘yes’, ask questions, otherwise silent


	(unlock_uid) (str) – unlock UID if was previously locked


	(sort_keys) (str) – by default, ‘yes’


	(share) (str) – if ‘yes’, try to add via GIT


	(skip_indexing) (str) – if ‘yes’, skip indexing even if it is globally on


	(allow_multiple_aliases) (str) – if ‘yes’, allow multiple aliases for the same UID
(needed for cKnowledge.io to publish
renamed components with the same UID)






	Returns

	(dict) –

Unified CK dictionary:



	return (int): return code =  0, if successful

	>  0, if error





(error) (str): error text if return > 0

Output from the “add” function (the last “add” in case of wildcards)















	
ck.kernel.version(i)[source]

	
	CK action: print CK version

	Target audience: end users






	Parameters

	(dict) – empty dict



	Returns

	(dict) –

Unified CK dictionary:



	return (int): return code =  0, if successful

	>  0, if error





(error) (str): error text if return > 0

version (list): list of sub-versions starting from major version number

version_str (str): version string















	
ck.kernel.webapi(i)[source]

	
	Open web browser with the API page if exists

	Target audience: CK kernel and low-level developers






	Parameters

	(dict) – from the “access” function(repo_uoa) (str): CK repo UOA



	Returns

	(dict) –

Unified CK dictionary:



	return (int): return code =  0, if successful

	>  0, if error





(error) (str): error text if return > 0















	
ck.kernel.webhelp(i)[source]

	
	Open web browser with the help page for a given CK entry

	Target audience: CK kernel and low-level developers






	Parameters

	(dict) – from the “access” function



	Returns

	(dict) –

Unified CK dictionary:



	return (int): return code =  0, if successful

	>  0, if error





(error) (str): error text if return > 0















	
ck.kernel.wiki(i)[source]

	
	Open web browser with the discussion wiki page for a given CK entry

	Target audience: CK kernel and low-level developers

URL is taken from default kernel configuration cfg[‘wiki_data_web’]






	Parameters

	
	(repo_uoa) (str) – CK repo UOA


	(module_uoa) (str) – CK module UOA


	(data_uoa) (str) – CK entry (data) UOA






	Returns

	(dict) –

Unified CK dictionary:



	return (int): return code =  0, if successful

	>  0, if error





(error) (str): error text if return > 0















	
ck.kernel.zip(i)[source]

	
	Zip CK entries

	Target audience: CK kernel and low-level developers






	Parameters

	
	(repo_uoa) (str) – CK repo UOA with wild cards


	(module_uoa) (str) – CK module UOA with wild cards


	(data_uoa) (str) – CK entry (data) UOA with wild cards


	(archive_path) (str) – if ‘’ create inside repo path


	(archive_name) (str) – if !=’’ use it for zip name


	(auto_name) (str) – if ‘yes’, generate name name from data_uoa: ckr-<repo_uoa>.zip


	(bittorent) (str) – if ‘yes’, generate zip name for BitTorrent: ckr-<repo_uid>-YYYYMMDD.zip


	(overwrite) (str) – if ‘yes’, overwrite zip file


	(store) (str) – if ‘yes’, store files instead of packing






	Returns

	(dict) –

Unified CK dictionary:



	return (int): return code =  0, if successful

	>  0, if error





(error) (str): error text if return > 0
















ck.files module


	
ck.files.load_json_file(i)[source]

	
	Load json from file into dict

	Target audience: end users






	Parameters

	json_file (str) – name of a json file



	Returns

	(dict) –

Unified CK dictionary:



	return (int): return code =  0, if successful

	>  0, if error





(error) (str): error text if return > 0

dict (dict or list): dict or list from the json file















	
ck.files.load_text_file(i)[source]

	
	Load a text file to a string or list

	Target audience: end users






	Parameters

	
	text_file (str) – name of a text file


	(keep_as_bin) (str) – if ‘yes’, return only bin


	(encoding) (str) – by default ‘utf8’, however sometimes we use utf16


	(split_to_list) (str) – if ‘yes’, split to list


	(convert_to_dict) (str) – if ‘yes’, split to list and convert to dict


	(str_split) (str) – if !=’’, use as separator of keys/values when converting to dict


	(remove_quotes) (str) – if ‘yes’, remove quotes from values when converting to dict


	(delete_after_read) (str) – if ‘yes’, delete file after read (useful when reading tmp files)






	Returns

	(dict) –

Unified CK dictionary:



	return (int): return code =  0, if successful

	>  0, if error





(error) (str): error text if return > 0

bin (byte): loaded text file as byte array

(string) (str): loaded text as string with removed

(lst) (list): if split_to_list==’yes’, split text to list

(dict) (dict): if convert_to_dict==’yes’, return as dict















	
ck.files.load_yaml_file(i)[source]

	
	Load YAML file to dict

	Target audience: end users






	Parameters

	yaml_file (str) – name of a YAML file



	Returns

	(dict) –

Unified CK dictionary:



	return (int): return code =  0, if successful

	>  0, if error





(error) (str): error text if return > 0

dict (dict): dict from a YAML file















	
ck.files.save_json_to_file(i)[source]

	
	Save dict to a json file

	Target audience: end users






	Parameters

	
	json_file (str) – filename to save dictionary


	dict (dict) – dict to save


	(sort_keys) (str) – if ‘yes’, sort keys


	(safe) (str) – if ‘yes’, ignore non-JSON values (only for Debugging - changes original dict!)






	Returns

	(dict) –

Unified CK dictionary:



	return (int): return code =  0, if successful

	>  0, if error





(error) (str): error text if return > 0















	
ck.files.save_text_file(i)[source]

	Save string to a text file with all
removed



Target audience: end users





	Args:

	text_file (str): name of a text file
string (str): string to write to a file (all









	will be removed)

	
(append) (str): if ‘yes’, append to a file





	Returns:

	(dict): Unified CK dictionary:



	return (int): return code =  0, if successful

	>  0, if error





(error) (str): error text if return > 0

















	
ck.files.save_yaml_to_file(i)[source]

	
	Save dict to a YAML file

	Target audience: end users






	Parameters

	
	yaml_file (str) – name of a YAML file


	dict (dict) – dict to save






	Returns

	(dict) –

Unified CK dictionary:



	return (int): return code =  0, if successful

	>  0, if error





(error) (str): error text if return > 0
















ck.net module


	
ck.net.access_ck_api(i)[source]

	
	Universal web request to the CK server (usually cKnowledge.io)

	Target audience: CK kernel and low-level developers






	Parameters

	
	url (str) – URL API


	(dict) (dict) – dict to send to above URL






	Returns

	(dict) –

Unified CK dictionary:



	return (int): return code =  0, if successful

	>  0, if error





(error) (str): error text if return > 0

dict (dict): dictionary from the CK server















	
ck.net.request(i)[source]

	
	Web request to cKnowledge.org server

	Target audience: CK kernel and low-level developers






	Parameters

	
	get (dict) – GET parameters


	post (dict) – POST parameters






	Returns

	(dict) –

Unified CK dictionary:



	return (int): return code =  0, if successful

	>  0, if error





(error) (str): error text if return > 0

string (str): returned string from the server
dict (dict): JSON string converted to dict (if possible)
















ck.strings module


	
ck.strings.convert_json_str_to_dict(i)[source]

	
	Convert string in a special format to dict (JSON)

	Target audience: end users






	Parameters

	str (str) – string (use ‘ instead of “, i.e. {‘a’:’b’} to avoid issues in CMD in Windows and Linux!)



	Returns

	(dict) –

Unified CK dictionary:



	return (int): return code =  0, if successful

	>  0, if error





(error) (str): error text if return > 0

dict (dict): dict from json file















	
ck.strings.copy_to_clipboard(i)[source]

	
	Copy string to clipboard if supported by OS (requires Tk or pyperclip)

	Target audience: end users






	Parameters

	string (str) – string to copy



	Returns

	(dict) –

Unified CK dictionary:



	return (int): return code =  0, if successful

	>  0, if error





(error) (str): error text if return > 0















	
ck.strings.dump_json(i)[source]

	
	Dump dictionary (json) to a string

	Target audience: end users






	Parameters

	
	dict (dict) – dictionary to convert to a string


	(skip_indent) (str) – if ‘yes’, skip indent


	(sort_keys) (str) – if ‘yes’, sort keys






	Returns

	(dict) –

Unified CK dictionary:



	return (int): return code =  0, if successful

	>  0, if error





(error) (str): error text if return > 0

string (str): JSON string
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  Source code for ck.files

#
# Collective Knowledge (CK)
#
# See CK LICENSE.txt for licensing details
# See CK COPYRIGHT.txt for copyright details
#
# Developer: Grigori Fursin
#

import sys
import os

##############################################################################


[docs]def load_json_file(i):
    """Load json from file into dict
       Target audience: end users

    Args:    
              json_file (str): name of a json file 

    Returns:
              (dict): Unified CK dictionary:

                return (int): return code =  0, if successful
                                          >  0, if error
                (error) (str): error text if return > 0

                dict (dict or list): dict or list from the json file

    """

    import json

    fn = i['json_file']

    try:
        if sys.version_info[0] > 2:
            f = open(fn, 'r', encoding='utf8')
        else:
            f = open(fn, 'r')
    except Exception as e:
        return {'return': 16, 'error': 'problem opening json file='+fn+' ('+format(e)+')'}

    try:
        s = f.read()
    except Exception as e:
        f.close()
        return {'return': 1, 'error': 'problem reading json file='+fn+' ('+format(e)+')'}

    f.close()

    try:
        if sys.version_info[0] > 2:
            d = json.loads(s)
        else:
            d = json.loads(s, encoding='utf8')
    except Exception as e:
        return {'return': 1, 'error': 'problem parsing json from file='+fn+' ('+format(e)+')'}

    return {'return': 0, 'dict': d}


##############################################################################


[docs]def save_json_to_file(i):
    """Save dict to a json file
       Target audience: end users

    Args:    
              json_file (str): filename to save dictionary
              dict (dict): dict to save
              (sort_keys) (str): if 'yes', sort keys
              (safe) (str): if 'yes', ignore non-JSON values (only for Debugging - changes original dict!)

    Returns:
              (dict): Unified CK dictionary:

                return (int): return code =  0, if successful
                                          >  0, if error
                (error) (str): error text if return > 0

    """

    import json
    import ck.strings

    fn = i['json_file']

    if i.get('safe', '') == 'yes':
        d = i['dict']

        sd = {}

        # Check main unprintable keys
        for k in d:
            try:
                json.dumps(d[k])
            except Exception as e:
                pass
            else:
                sd[k] = d[k]

        i['dict'] = sd

    r = ck.strings.dump_json(i)
    if r['return'] > 0:
        return r
    s = r['string'].replace('\r', '')+'\n'

    return save_text_file({'text_file': fn, 'string': s})



##############################################################################
[docs]def load_yaml_file(i):
    """Load YAML file to dict
       Target audience: end users

    Args:    
              yaml_file (str): name of a YAML file

    Returns:
              (dict): Unified CK dictionary:

                return (int): return code =  0, if successful
                                          >  0, if error
                (error) (str): error text if return > 0

                dict (dict): dict from a YAML file

    """

    import yaml

    fn = i['yaml_file']

    try:
        if sys.version_info[0] > 2:
            f = open(fn, 'r', encoding='utf8')
        else:
            f = open(fn, 'r')
    except Exception as e:
        return {'return': 16, 'error': 'problem opening YAML file='+fn+' ('+format(e)+')'}

    try:
        s = f.read()
    except Exception as e:
        f.close()
        return {'return': 1, 'error': 'problem reading YAML file='+fn+' ('+format(e)+')'}

    f.close()

    try:
        d = yaml.load(s, Loader=yaml.FullLoader)
    except Exception as e:
        return {'return': 1, 'error': 'problem parsing YAML from file='+fn+' ('+format(e)+')'}

    return {'return': 0, 'dict': d}


##############################################################################


[docs]def save_yaml_to_file(i):
    """Save dict to a YAML file
       Target audience: end users

    Args:    
              yaml_file (str): name of a YAML file
              dict (dict): dict to save

    Returns:
              (dict): Unified CK dictionary:

                return (int): return code =  0, if successful
                                          >  0, if error
                (error) (str): error text if return > 0

    """

    import yaml

    fn = i['yaml_file']
    d = i['dict']

    try:
        # If using just dump and keys are in unicode,
        # pyyaml adds warning and makes produced yaml unparsable
        s = yaml.safe_dump(d)
    except Exception as e:
        return {'return': 1, 'error': 'problem converting dict to YAML ('+format(e)+')'}

    return save_text_file({'text_file': fn, 'string': s})



##############################################################################
[docs]def load_text_file(i):
    """Load a text file to a string or list
       Target audience: end users

    Args:    
              text_file (str): name of a text file
              (keep_as_bin) (str): if 'yes', return only bin
              (encoding) (str): by default 'utf8', however sometimes we use utf16

              (split_to_list) (str): if 'yes', split to list

              (convert_to_dict) (str): if 'yes', split to list and convert to dict
              (str_split) (str): if !='', use as separator of keys/values when converting to dict
              (remove_quotes) (str): if 'yes', remove quotes from values when converting to dict

              (delete_after_read) (str): if 'yes', delete file after read (useful when reading tmp files)

    Returns:
              (dict): Unified CK dictionary:

                return (int): return code =  0, if successful
                                          >  0, if error
                (error) (str): error text if return > 0

                bin (byte): loaded text file as byte array

                (string) (str): loaded text as string with removed \r

                (lst) (list): if split_to_list=='yes', split text to list

                (dict) (dict): if convert_to_dict=='yes', return as dict

    """

    fn = i['text_file']

    en = i.get('encoding', '')
    if en == '' or en == None:
        en = 'utf8'

    try:
        f = open(fn, 'rb')
    except Exception as e:
        return {'return': 16, 'error': 'problem opening text file='+fn+' ('+format(e)+')'}

    try:
        b = f.read()
    except Exception as e:
        f.close()
        return {'return': 1, 'error': 'problem reading text file='+fn+' ('+format(e)+')'}

    f.close()

    r = {'return': 0, 'bin': b}

    if i.get('delete_after_read', '') == 'yes':
        import os
        os.remove(fn)

    if i.get('keep_as_bin', '') != 'yes':
        try:
            # decode into Python string (unicode in Python3)
            s = b.decode(en).replace('\r', '')
        except Exception as e:
            return {'return': 1, 'error': 'problem decoding content from file "'+fn+'" ('+format(e)+')'}

        r['string'] = s

        cl = i.get('split_to_list', '')
        cd = i.get('convert_to_dict', '')

        if cl == 'yes' or cd == 'yes':
            lst = s.split('\n')
            r['lst'] = lst

            if cd == 'yes':
                dd = {}

                ss = i.get('str_split', '')
                rq = i.get('remove_quotes', '')
                if ss == '':
                    ss = ':'

                for q in lst:
                    qq = q.strip()
                    ix = qq.find(ss)
                    if ix > 0:
                        k = qq[0:ix].strip()
                        v = ''
                        if ix+1 < len(qq):
                            v = qq[ix+1:].strip()
                        if v != '' and rq == 'yes':
                            if v.startswith('"'):
                                v = v[1:]
                            if v.endswith('"'):
                                v = v[:-1]
                        dd[k] = v

                r['dict'] = dd

    return r


##############################################################################


[docs]def save_text_file(i):
    """Save string to a text file with all \r removed
       Target audience: end users

    Args:    
              text_file (str): name of a text file
              string (str): string to write to a file (all \r will be removed)
              (append) (str): if 'yes', append to a file

    Returns:
              (dict): Unified CK dictionary:

                return (int): return code =  0, if successful
                                          >  0, if error
                (error) (str): error text if return > 0

    """

    fn = i['text_file']

    s = i['string']

    try:
        s = s.replace('\r', '')
    except Exception as e:
        pass

    try:
        s = s.replace(b'\r', b'')
    except Exception as e:
        pass

    m = 'w'
    if i.get('append', '') == 'yes':
        m = 'a'

    try:
        s = s.encode('utf8')
    except Exception as e:
        pass

    try:
        #      if sys.version_info[0]>2:
        #         f=open(fn, m+'b')
        #         f.write(s)
        #      else:
        f = open(fn, m+'b')
        f.write(s)
    except Exception as e:
        return {'return': 1, 'error': 'problem writing text file='+fn+' ('+format(e)+')'}

    f.close()

    return {'return': 0}
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  Source code for ck.kernel

#
# Collective Knowledge (CK)
#
# See CK LICENSE.txt for licensing details
# See CK COPYRIGHT.txt for copyright details
#
# The author and tech lead: Grigori Fursin
#

# From the author: I have prototyped the CK kernel quickly as a monolithic architecture
# in a non-python way, without object oriented programming, with global variables
# and with a minimal set of common portable functions
# only because we originally planned to quickly reimplement this kernel
# and all CK modules in a low-level language like C to speed up operations
# and provide connectors from other languages like Java, C++ and go
# (see my xOpenME library with some CK functions used in Android).
#
# Another reason was to make it easiers to use CK for researchers
# without strong engineering background and for practitioners
# with just a few simple CK functions and a human readable JSON I/O.

# However, since CK is most commonly used as a Python library,
# I believe that we should eventually rewrite it in a pythonic way
# and with object oriented programming while keeping backward compatibility.
# I call this project the CK2 and plan to work on it
# when I have more time and funding.


# We use 3 digits for the main (released) version and 4th digit for development revision
__version__ = "2.0.10"
# Do not use characters (to detect outdated version)!

# Import packages that are global for the whole kernel
import sys
import json
import os
import imp   # Needed to load CK Python modules from CK repositories

initialized = False      # True if initialized
# Needed to suppress all output (useful for CK-based web services)
allow_print = True
con_encoding = ''        # Use non-default console encoding

# This cfg configuration dictionary will be overloaded at run-time
# with meta.json from the CK entry default:kernel:default
#   (from the "default" CK repository that resides in the CK distro)
# and then from the local:kernel:default
#    (from a local CK repository that is created during the first CK installation)

cfg = {
    "name": "Collective Knowledge",
    "desc": "exposing ad-hoc experimental setups to extensible repository and big data predictive analytics",
    "cmd": "ck <action> $#module_uoa#$ (cid1/uid1) (cid2/uid2) (cid3/uid3) key_i=value_i ... @file.json",

    # Collective Knowledge Base (ckb)
    "wiki_data_web": "https://cKnowledge.io/c/",
    # Collective Knowledge Base (ckb)
    "private_wiki_data_web": "https://github.com/ctuning/ck/wiki/ckb_",
    "api_web": "https://cKnowledge.io/c/module/",
    "status_url": "https://raw.githubusercontent.com/ctuning/ck/master/setup.py",

    "help_examples": "  Example of obtaining, compiling and running a shared benchmark on Linux with GCC:\n    $ ck pull repo:ctuning-programs\n    $ ck compile program:cbench-automotive-susan --speed\n    $ ck run program:cbench-automotive-susan\n\n  Example of an interactive CK-powered article:\n    http://cknowledge.org/repo\n",
    "help_web": "  Documentation:\n        https://github.com/ctuning/ck/wiki",

    "ck_web": "https://github.com/ctuning/ck",
    "ck_web_wiki": "https://github.com/ctuning/ck/wiki",

    "default_shared_repo_url": "https://github.com/ctuning",
    "default_shared_repo_url_with_at": "https://github.com",
    "github_repo_url": "https://github.com",

    #      "default_license":"See CK LICENSE.txt for licensing details",
    #      "default_copyright":"See CK COPYRIGHT.txt for copyright details",
    #      "default_developer":"cTuning foundation",
    #      "default_developer_email":"admin@cTuning.org",
    #      "default_developer_webpage":"http://cTuning.org",

    "detect_cur_cid": "#",
    "detect_cur_cid1": "^",

    "error": "CK error: ",
    "json_sep": "*** ### --- CK JSON SEPARATOR --- ### ***",
    "default_module": "data",
    "module_name": "module",
    "module_uids": ["032630d041b4fd8a"],
    "repo_name": "repo",
    "module_code_name": "module",
    "module_full_code_name": "module.py",

    "env_key_root": "CK_ROOT",
    "env_key_local_repo": "CK_LOCAL_REPO",
    "env_key_local_kernel_uoa": "CK_LOCAL_KERNEL_UOA",
    "env_key_default_repo": "CK_DEFAULT_REPO",
    "env_key_repos": "CK_REPOS",

    "subdir_default_repos": "repos",

    # if no path to repos is defined, use user home dir with this extension
    "user_home_dir_ext": "CK",

    "kernel_dir": "ck",
    "kernel_dirs": ["ck", ""],

    "file_kernel_py": "ck/kernel.py",

    "subdir_default_repo": "repo",
    "subdir_kernel": "kernel",
    "subdir_kernel_default": "default",
    "subdir_ck_ext": ".cm",  # keep compatibility with Collective Mind V1.x
    "file_for_lock": "ck_lock.txt",

    # special directories that should be ignored when copying/moving entries
    "special_directories": [".cm", ".svn", ".git"],

    "ignore_directories_when_archive_repo": [".svn", ".git"],

    "file_meta_old": "data.json",  # keep compatibility with Collective Mind V1.x
    "file_meta": "meta.json",
    "file_info": "info.json",
    "file_desc": "desc.json",
    "file_updates": "updates.json",

    "file_alias_a": "alias-a-",
    "file_alias_u": "alias-u-",

    "linux_sudo": "sudo",
    "install_ck_as_lib": "python setup.py install",

    "repo_file": ".ckr.json",

    "file_cache_repo_uoa": ".ck.cache_repo_uoa.json",
    "file_cache_repo_info": ".ck.cache_repo_info.json",

    "default_host": "localhost",
    "default_port": "3344",

    "detached_console": {"win": {"cmd": "start $#cmd#$", "use_create_new_console_flag": "yes"},
                           "linux": {"cmd": "xterm -hold -e \"$#cmd#$\""}},

    "batch_extension": {"win": ".bat",
                        "linux": ".sh"},

    "default_archive_name": "ck-archive.zip",

    # TODO: remove "http://"?
    "index_host": "http://localhost",
    "index_port": "9200",
    "index_use_curl": "no",

    "cknowledge_api": "https://cKnowledge.io/api/v1/?",
    #      "download_missing_components":"yes",
    "check_missing_modules": "yes",

    "wfe_template": "default",

    "module_repo_name": "repo",
    "repo_name_default": "default",
    "repo_uid_default": "604419a9fcc7a081",
    "repo_name_local": "local",
    "repo_uid_local": "9a3280b14a4285c9",

    "default_exchange_repo_uoa": "remote-ck",
    "default_exchange_subrepo_uoa": "upload",

    "external_editor": {"win": "wordpad $#filename#$",
                        "linux": "vim $#filename#$"},

    "shell": {"linux": {
        "redirect_stdout": ">",
        "env_separator": ";"
    },
        "win":  {
        "redirect_stdout": ">",
        "env_separator": "&&"
    }
    },

    "forbid_global_delete": "no",
    "forbid_global_writing": "no",
    "forbid_writing_modules": "no",
    "forbid_writing_to_default_repo": "no",
    "forbid_writing_to_local_repo": "no",
    "allow_writing_only_to_allowed": "no",

    "allow_run_only_from_allowed_repos": "no",
    "repo_uids_to_allow_run": ["604419a9fcc7a081",
                               "9a3280b14a4285c9",
                               "76c4424a1473c873",
                               "a4328ba99679e0d1",
                               "7fd7e76e13f4cd6a",
                               "215d441c19db1fed",
                               "43eaa6c2d1892c32"],

    "use_indexing": "no",

    "internal_keys": [
        "action",
        "repo_uoa",
        "module_uoa",
        "data_uoa",
        "cid",
        "cids",
        "cid1",
        "cid2",
        "cid3",
        "xcids",
        "unparsed_cmd",
        "con_encoding",
        "ck_profile",
        "out",
        "out_file"
    ],

    "repo_types": {
        "git": {
            "clone": "git clone $#url#$ $#path#$",
            "pull": "git pull",
            "push": "git push",
            "add": "git add $#files#$",
            "rm": "git rm -rf $#files#$",
            "commit": "git commit *",
            "version": "git --version",
            "checkout": "git checkout $#id#$"
        }
    },

    "actions": {
        "uid": {"desc": "generate UID", "for_web": "yes"},
        "version": {"desc": "print CK version", "for_web": "yes"},
        "python_version": {"desc": "print python version used by CK", "for_web": "no"},
        "status": {"desc": "check CK version status", "for_web": "yes"},
        "copy_path_to_clipboard": {"desc": "copy current path to clipboard", "for_web": "no"},

        # Collective Knowledge Base (ckb)
        "wiki": {"desc": "<CID> open discussion wiki page for a given entry"},
        "pwiki": {"desc": "<CID> open private discussion wiki page for a given entry"},

        "help": {"desc": "<CID> print help about data (module) entry"},
        "short_help": {"desc": "<CID> print short help about CK"},
        "webhelp": {"desc": "<CID> open browser with online help (description) for a given CK entry"},
        "webapi": {"desc": "<CID> open browser with online API for a given module"},
        "guide": {"desc": "open CK wiki with user/developer guides"},
        "info": {"desc": "<CID> print help about module"},

        "browser": {"desc": "start CK web service and open browser"},

        "add": {"desc": "<CID> add entry", "for_web": "yes"},
        "update": {"desc": "<CID> update entry", "for_web": "yes"},
        "load": {"desc": "<CID> load meta description of entry", "for_web": "yes"},
        "edit": {"desc": "<CID> edit entry description using external editor", "for_web": "no"},

        "zip": {"desc": "<CID> zip entries", "for_web": "no"},

        "find": {"desc": "<CID> find path to entry"},
        "cd": {"desc": "<CID> print 'cd {path to entry}'"},
        "cdc": {"desc": "<CID> print 'cd {path to entry} and copy to clipboard, if supported"},
        "path": {"desc": "<CID> detect CID in the current directory"},
        "cid": {"desc": "<CID> get CID of the current entry"},

        "rm": {"desc": "<CID> delete entry", "for_web": "yes"},
        "remove": {"desc": "see 'rm'", "for_web": "yes"},
        "delete": {"desc": "see 'rm'", "for_web": "yes"},

        "ren": {"desc": "<CID> <new name) (data_uid) (remove_alias) rename entry", "for_web": "yes"},
        "rename": {"desc": "see 'ren' function", "for_web": "yes"},

        "cp": {"desc": "<CID> <CID1> copy entry", "for_web": "yes"},
        "copy": {"desc": "see 'cp'", "for_web": "yes"},

        "mv": {"desc": "<CID> <CID1> move entry", "for_web": "yes"},
        "move": {"desc": "see 'mv'", "for_web": "yes"},

        "list_files": {"desc": " list files recursively in a given entry", "for_web": "yes"},
        "delete_file": {"desc": "<file> delete file from a given entry", "for_web": "yes"},

        "list": {"desc": "<CID> list entries", "for_web": "yes"},
        "ls": {"desc": "see 'list'", "for_web": "yes"},

        "list_tags": {"desc": "<CID> list tags in all found entries", "for_web": "yes"},

        "search": {"desc": "<CID> search entries", "for_web": "yes"},

        "pull": {"desc": "<CID> (filename) or (empty to get the whole entry as archive) pull file from entry"},
        "push": {"desc": "<CID> (filename) push file to entry"},

        "add_action": {"desc": "add action (function) to existing module"},
        "remove_action": {"desc": "remove action (function) from existing module"},
        "list_actions": {"desc": "list actions (functions) in existing module", "for_web": "yes"},

        "add_index": {"desc": "<CID> add index"},
        "delete_index": {"desc": "<CID> remove index"},

        "convert_cm_to_ck": {"desc": "<CID> convert old CM entries to CK entries"},

        "create_entry": {"desc": "<directory> create an entry for a given directory name"},

        "get_api": {"desc": "--func=<func> print API of a function in a given module"},
        "get_default_repo": {"desc": "print the path to the default repo"},

        "download": {"desc": "<CID> attempt to download entry from remote host (experimental)", "for_web": "yes"},

        "print_input": {"desc": "prints input"},

    },

    "actions_redirect": {"list": "list_data2",
                         "ls": "list_data2"},

    "common_actions": ["webhelp", "webapi", "help", "info", "print_input",
                       "wiki",
                       "path", "find", "cid", "cd", "cdc",
                       "browser",
                       "add",
                       "edit",
                       "load",
                       "zip",
                       "rm", "remove", "delete",
                       "update",
                       "ren", "rename",
                       "cp", "copy",
                       "mv", "move",
                       "ls",
                       "list",
                       "list_tags",
                       "search",
                       "pull",
                       "push",
                       "list_files",
                       "delete_file",
                       "add_action",
                       "remove_action",
                       "list_actions",
                       "create_entry",
                       "add_index",
                       "delete_index",
                       "get_api",
                       "download",
                       "convert_cm_to_ck"]
}

work = {
    "env_root": "",               # Path to CK installation

    "dir_default_repo": "",
    "dir_default_repo_path": "",
    "dir_default_kernel": "",
    "dir_default_cfg": "",

    "dir_local_repo": "",
    "dir_local_repo_path": "",
    "dir_local_kernel": "",
    "dir_local_cfg": "",

    "local_kernel_uoa": "",

    "dir_work_repo": "",
    "dir_work_repo_path": "",
    "dir_work_cfg": "",

    "dir_repos": "",

    "dir_cache_repo_uoa": "",
    "dir_cache_repo_info": "",

    "repo_name_work": "",
    "repo_uid_work": "",

    'cached_module_by_path': {},
    'cached_module_by_path_last_modification': {}
}

paths_repos = []        # First path to local repo (if exist), than global

cache_repo_init = False  # True, if initialized
paths_repos_all = []    # Path to all repos
cache_repo_uoa = {}     # Disambiguate repo UOA to repo UID
cache_repo_info = {}    # Cache repo info with path and type

type_long = None        # In Python 3 -> int, in Python 2 -> long
string_io = None        # StringIO, which is imported differently in Python 2 and 3

log_ck_entries = False  # If true, log CK entries to record all dependencies

##############################################################################
# Save the CK state
#
# TARGET: end users


[docs]def save_state():
    """Save CK state
       Target audience: end users

       FGG: note that in the future we want to implement CK kernel as a Python class
       where we will not need such save/restore state ...

    Args:    
             None

    Returns: 
             (dict): current CK state
    """

    import copy
    import os

    r = {}

    r['cfg'] = copy.deepcopy(cfg)
    r['paths_repos'] = copy.deepcopy(paths_repos)

    r['cache_repo_init'] = cache_repo_init
    r['paths_repos_all'] = copy.deepcopy(paths_repos_all)
    r['cache_repo_uoa'] = copy.deepcopy(cache_repo_uoa)
    r['cache_repo_info'] = copy.deepcopy(cache_repo_info)

    r['os.environ'] = copy.deepcopy(os.environ)

    return r


##############################################################################
# Restore CK state
#
# TARGET: end users


[docs]def restore_state(r):
    """Restore CK state
       Target audience: end users

    Args:    
             r (dict): saved CK state

    Returns: 
             (dict): output from the "init" function

    """

    global initialized, cfg, paths_repos, cache_repo_init, paths_repos_all, cache_repo_uoa, cache_repo_info

    import copy
    import os

    cfg = r['cfg']
    paths_repos = r['paths_repos']

    cache_repo_init = r['cache_repo_init']
    paths_repos_all = r['paths_repos_all']
    cache_repo_uoa = r['cache_repo_uoa']
    cache_repo_info = r['cache_repo_info']

    os.environ = r['os.environ']

    initialized = False

    return init({})


##############################################################################
# Reinitialize CK
#
# TARGET: end users


[docs]def reinit():
    """Reinitialize CK
       Target audience: end users

    Args:    
             None

    Returns: 
             (dict): output from the "init" function
    """

    global initialized, paths_repos, cache_repo_init, paths_repos_all, cache_repo_uoa, cache_repo_info

    initialized = False
    paths_repos = []

    cache_repo_init = False
    paths_repos_all = []
    cache_repo_uoa = {}
    cache_repo_info = {}

    return init({})


##############################################################################
# Universal print of unicode string in utf8 that supports Python 2.x and 3.x
#
# TARGET: end users


[docs]def out(s):
    """Universal print of a unicode string in UTF-8 or other format 
       Target audience: end users

       Supports: Python 2.x and 3.x


    Args:    
             s (str): unicode string to print

    Returns: 
             None
    """

    if allow_print:
        if con_encoding == '':
            x = sys.stdin.encoding
            if x == None:
                b = s.encode()
            else:
                b = s.encode(x, 'ignore')
        else:
            b = s.encode(con_encoding, 'ignore')

        if sys.version_info[0] > 2:
            try:  # We encountered issues on ipython with Anaconda
                # and hence made this work around
                sys.stdout.buffer.write(b)
                sys.stdout.buffer.write(b'\n')
            except Exception as e:
                print(s)
                pass
        else:
            print(b)

    sys.stdout.flush()

    return None


##############################################################################
# Universal debug print of a dictionary (removing unprintable parts)
#
# TARGET: end users


[docs]def debug_out(i):
    """Universal debug print of a dictionary while removing unprintable parts
       Target audience: end users

    Args:    
             i (dict): dictionary to print

    Returns: 
             (dict): Unified CK dictionary:

                return (int): 0

    """

    import copy
    import json

    ii = {}

    # Check main unprintable keys
    for k in i:
        try:
            s = json.dumps(i[k])
        except Exception as e:
            pass
        else:
            ii[k] = i[k]

    # Dump
    out(json.dumps(ii, indent=2))

    return {'return': 0}


##############################################################################
# Universal print of unicode error string in utf8 that supports Python 2.x and 3.x to stderr
#
# TARGET: end users


[docs]def eout(s):
    """Universal print of a unicode error string in the UTF-8 or other format to stderr
       Target audience: end users

       Supports: Python 2.x and 3.x

    Args:    
             s (str): unicode string to print

    Returns: 
             None
    """

    if allow_print:
        if con_encoding == '':
            x = sys.stdin.encoding
            if x == None:
                b = s.encode()
            else:
                b = s.encode(x, 'ignore')
        else:
            b = s.encode(con_encoding, 'ignore')

        if sys.version_info[0] > 2:
            try:  # We encountered issues on ipython with Anaconda
                # and hence made this work around
                sys.stderr.buffer.write(b)
                sys.stderr.buffer.write(b'\n')
            except Exception as e:
                sys.stderr.write(s)
                pass
        else:
            sys.stderr.write(b)

    sys.stderr.flush()

    return None


##############################################################################
# Universal error print and exit
#
# TARGET: end users


[docs]def err(r):
    """Print error to stderr and exit with a given return code
       Target audience: end users

       Used in Bash and Python scripts to exit on error

       Example:
         import ck.kernel as ck

         r=ck.access({'action':'load', 'module_uoa':'tmp', 'data_uoa':'some tmp entry'})

         if r['return']>0: ck.err(r)

    Args:    
             r (dict): output dictionary of any standard CK function:

                      - return (int): return code

                      - (error) (str): error string if return>0

    Returns: 
             None - exits script!
    """

    import sys

    rc = r['return']
    re = r['error']

    out('Error: '+re)
    sys.exit(rc)


##############################################################################
# Universal error print for Jupyter Notebook with raise KeyboardInterrupt
#
# TARGET: end users


[docs]def jerr(r):
    """Print error message for CK functions in the Jupyter Notebook and raise KeyboardInterrupt
       Target audience: end users

       Used in Jupyter Notebook

       Example:
         import ck.kernel as ck

         r=ck.access({'action':'load', 'module_uoa':'tmp', 'data_uoa':'some tmp entry'})

         if r['return']>0: ck.jerr(r)

    Args:    
             r (dict): output dictionary of any standard CK function:

                      - return (int): return code

                      - (error) (str): error string if return>0

    Returns: 
             None - exits script with KeyboardInterrupt!

    """

    rc = r['return']
    re = r['error']

    out('Error: '+re)

    raise KeyboardInterrupt


##############################################################################
# Support function for safe float (useful for sorting function)
#
# TARGET: end users


[docs]def safe_float(i, d):
    """Support function for safe float (useful for sorting function)
       Target audience: end users

    Args:    
             i (any): variable with any type
             d (float): default value

    Returns: 
             (float): returns i if it can be converted to float or d otherwise

    """

    r = d
    try:
        r = float(i)
    except Exception as e:
        pass

    return r


##############################################################################
# Support function to lower values in a list
#
# TARGET: internal


[docs]def lower_list(lst):
    """Support function to convert all strings into lower case in a list
       Target audience: internal

    Args:    
             lst (list): list of strings

    Returns: 
             (list): list of lowercased strings

    """

    nlst = []

    for v in lst:
        nlst.append(v.lower())

    return nlst


##############################################################################
# Support function for checking splitting entry number
#
# TARGET: CK kernel and low-level developers


[docs]def get_split_dir_number(repo_dict, module_uid, module_uoa):
    """Support function for checking splitting entry number
       Target audience: CK kernel and low-level developers

    Args:    
             repo_dict (dict): dictionary with CK repositories
             module_uid (str): requested CK module UID
             module_uoa (str): requested CK module UOA

    Returns: 
             (int): number of sub-directories for CK entries -
                    useful when holding millions of entries

    """

    # Check if there is a split of directories for this module in local config
    # to handle numerous entries (similar to MediaWiki)
    found = False
    split_dir_number = 0

    # Check global split for all repositories (in cfg) or for a given repo
    for xcfg in [cfg, repo_dict]:
        x = xcfg.get('split_all_dirs', '')
        if x != '':
            x = safe_int(x, 0)
            if x != 0:
                found = True
                split_dir_number = x
                break

    # Check split per module
    if not found:
        for xcfg in [cfg, repo_dict]:
            xsplit_dirs = xcfg.get('split_dirs', {})

            found = False
            for m in [module_uid, module_uoa]:
                x = safe_int(xsplit_dirs.get(m, 0), 0)
                if x != 0:
                    split_dir_number = x
                    found = True
                    break

            if found:
                break

    return split_dir_number


##############################################################################
# Support function to split entry name (if needed)
#
# TARGET: CK kernel and low-level developers


[docs]def split_name(name, number):
    """Support function to split entry name (if needed)
       Target audience: CK kernel and low-level developers

    Args:    
             name (str): CK entry name
             number (int): Split number (do not split if 0)

    Returns: 
             (
               name1 (str): first part of splitted name

               name2 (str): second part of splitted name
             )
    """

    sd1 = name
    sd2 = ''

    if number != '':
        number = int(number)
        if number != 0:
            if len(name) > number:
                sd1 = name[:number]
                sd2 = name[number:]
            else:
                sd1 = '_'
                sd2 = name

    return (sd1, sd2)


##############################################################################
# Support function for checking whether to index data or not ...
#
# TARGET: CK kernel and low-level developers


[docs]def index_module(module_uoa, repo_uoa):
    """Support function for checking whether to index data using ElasticSearch or not ...
       Target audience: CK kernel and low-level developers

       Useful to skip some sensitive data from global indexing.

    Args:    
             module_uoa (str): CK module UID or alias
             repo_uoa (str): CK repo UID or alias

    Returns: 
             (bool): True if needs to index
    """

    ret = True

    # First check if index the whole repo
    ir = cfg.get('index_repos', [])
    if len(ir) > 0 and repo_uoa != '':
        if repo_uoa in ir:
            return ret

    im = cfg.get('index_modules', [])

    # Next check if index module (if im is empty index all)
    if len(im) > 0:
        ret = False

        if module_uoa in im:
            ret = True

    return ret


##############################################################################
# Support function for safe int (useful for sorting function)
#
# TARGET: end users


[docs]def safe_int(i, d):
    """Support function for safe int (useful for sorting function)
       Target audience: end users

    Args:    
             i (any): variable with any type
             d (int): default value

    Returns: 
             (int): returns i if it can be converted to int, or d otherwise
    """

    r = d
    try:
        r = int(i)
    except Exception as e:
        pass

    return r


##############################################################################
# Support function to get value from list without error if out of bounds
# (useful for various sorting)
#
# TARGET: end users


[docs]def safe_get_val_from_list(lst, index, default_value):
    """Support function to get value from list without error if out of bounds
       Target audience: end users

       Useful for sorting functions.

    Args:    
             lst (list): list of values
             index (int): index in a list
             default_value (any): if index inside list, return lst[index] or default value otherwise

    Returns: 
             (int): returns i if it can be converted to int, or d otherwise
    """

    v = default_value
    if index < len(lst):
        v = lst[index]
    return v


##############################################################################
# Support function for safeily kill a given process
#
# TARGET: end users


[docs]def system_with_timeout_kill(proc):
    """Support function to safely terminate a given process 
       Target audience: end users

    Args:    
             proc (obj): process object

    Returns: 
             None
    """

    # First via psutil (works better on Windows but may not be installed)

    loaded = True
    try:
        import psutil
    except ImportError:
        loaded = False
        pass

    if loaded:  # pragma: no cover
        try:
            pid = proc.pid

            p = psutil.Process(pid)
            pc = p.get_children(recursive=True)

            for px in pc:
                px.kill()

            p.kill()
        except Exception as e:
            loaded = False
            pass

    # Try traditional way
    if not loaded:
        try:
            proc.terminate()
        except Exception as e:
            pass

    return


##############################################################################
# Substituting os.system with possibility for time out
#
# TARGET: end users


[docs]def system_with_timeout(i):
    """os.system with time out 
       Target audience: end users

    Args:    
             cmd (str): command line
             (timeout) (float): timeout in seconds (granularity 0.01 sec) - may cause some overheads ...

    Returns:
              (dict): Unified CK dictionary:

                return (int): return code =  0, if successful
                                          >  0, if error
                (error) (str): error text if return > 0

                return_code (int): return code from the os.system call
    """

    import subprocess
    import time

    cmd = i['cmd']

    rc = 0

    to = i.get('timeout', '')

    p = subprocess.Popen(cmd, shell=True)

    if to != '':
        xto = float(to)

        t0 = time.time()
        t = 0
        tx = float(i['timeout'])

        while p.poll() == None and t < xto:
            time.sleep(0.1)
            t = time.time()-t0

        if t >= xto and p.poll() == None:
            system_with_timeout_kill(p)
            return {'return': 8, 'error': 'process timed out and had been terminated'}
    else:
        p.wait()

    rc = p.returncode
    return {'return': 0, 'return_code': rc}


##############################################################################
# Run command and get stdout
#
# TARGET: end users


[docs]def run_and_get_stdout(i):
    """Run command and log stdout and stdout
       Target audience: end users

    Args:    
             cmd (list): list of command line arguments, starting with the command itself
             (shell) (str): if 'yes', reuse shell environment

    Returns:
              (dict): Unified CK dictionary:

                return (int): return code =  0, if successful
                                          >  0, if error
                (error) (str): error text if return > 0

                return_code (int): return code from the os.system call

                stdout (str): standard output of the command

                stderr (str): standard error of the command
    """

    import subprocess
    import shlex
    import platform

    cmd = i['cmd']
    if type(cmd) != list:
        # Split only on non-Windows platforms (since Windows takes a string in Popen)
        if not platform.system().lower().startswith('win'):
            cmd = shlex.split(cmd)

    xshell = False
    if i.get('shell', '') == 'yes':
        xshell = True

    p1 = subprocess.Popen(cmd, stdout=subprocess.PIPE,
                          stderr=subprocess.PIPE, shell=xshell)
    output, error = p1.communicate()

    if sys.version_info[0] > 2:
        try:
            output = output.decode(encoding='UTF-8')
        except Exception as e:
            return {'return': 1, 'error': 'problem encoding stdout ('+format(e)+')'}

        try:
            error = error.decode(encoding='UTF-8')
        except Exception as e:
            return {'return': 1, 'error': 'problem encoding stderr ('+format(e)+')'}

    return {'return': 0, 'return_code': p1.returncode, 'stdout': output, 'stderr': error}


##############################################################################
# Get value from one dict, remove it from there and move to another
#
# TARGET: end users


[docs]def get_from_dicts(dict1, key, default_value, dict2, extra=''):
    """Get value from one dict, remove it from there and move to another
       Target audience: end users

    Args:    
            dict1 (dict): first check in this dict (and remove if there)
            key (str): key in the dict1
            default_value (str): default value if not found
            dict2 (dict): then check key in this dict

    Returns:
              (any): value from the dictionary
    """

    value = default_value

    if key not in dict1:
        if dict2 != None:
            value = dict2.get(extra+key, default_value)
    else:
        value = dict1[key]
        del(dict1[key])

        if dict2 != None:
            dict2[extra+key] = value

    return value


##############################################################################
# Convert iso text time to a datetime object
#
# TARGET: end users


[docs]def convert_iso_time(i):
    """Convert iso text time to a datetime object
       Target audience: end users

    Args:    
             iso_datetime (str): date time as string in ISO standard

    Returns:
              (dict): Unified CK dictionary:

                return (int): return code =  0, if successful
                                          >  0, if error
                (error) (str): error text if return > 0

                datetime_obj (obj): datetime object
    """

    t = i['iso_datetime']

    import datetime
    import time

    dto = None

    ok = True

    try:
        dto = datetime.datetime.strptime(t, "%Y-%m-%dT%H:%M:%S.%f")
    except Exception as e:
        ok = False
        pass

    if not ok:
        ok = True
        try:
            dto = datetime.datetime.strptime(t, "%Y-%m-%dT%H:%M:%S")
        except Exception as e:
            ok = False
            pass

    if not ok:
        ok = True
        try:
            dto = datetime.datetime.strptime(t, "%Y-%m-%dT%H:%M")
        except Exception as e:
            ok = False
            pass

    if not ok:
        ok = True
        try:
            dto = datetime.datetime.strptime(t, "%Y-%m-%dT%H")
        except Exception as e:
            ok = False
            pass

    if not ok:
        ok = True
        try:
            dto = datetime.datetime.strptime(t, "%Y-%m-%d")
        except Exception as e:
            ok = False
            pass

    if not ok:
        ok = True
        try:
            dto = datetime.datetime.strptime(t, "%Y-%m")
        except Exception as e:
            ok = False
            pass

    if not ok:
        ok = True
        try:
            dto = datetime.datetime.strptime(t, "%Y")
        except Exception as e:
            return {'return': 1, 'error': 'can\'t parse ISO date time: '+t}

    return {'return': 0, 'datetime_obj': dto}


##############################################################################
# Support function for safe convert str to int
#
# TARGET: end users


[docs]def convert_str_key_to_int(key):
    """Support function for safe convert str to int
       Target audience: end users

    Args:    
             key (str): variable to be converted to int

    Returns: 
             (int): int(key) if key can be converted to int, or 0 otherwise

    """

    try:
        return int(key)
    except ValueError:
        return 0


##############################################################################
# Universal input of unicode string in utf8 that supports Python 2.x and 3.x
#
# TARGET: end users


[docs]def inp(i):
    """Universal input of unicode string in UTF-8 or other format
       Target audience: end users

       Supports Python 2.x and 3.x

    Args:    
             text (str): text to print before the input

    Returns:
              (dict): Unified CK dictionary:

                return (int): return code =  0, if successful
                                          >  0, if error
                (error) (str): error text if return > 0

                string (str): entered string
    """

    t = i['text']

    if con_encoding == '':
        x = sys.stdin.encoding
        if x == None:
            b = t.encode()
        else:
            b = t.encode(x, 'ignore')
    else:
        b = t.encode(con_encoding, 'ignore')  # pragma: no cover

    if sys.version_info[0] > 2:
        try:
            b = b.decode(sys.stdin.encoding)
        except Exception as e:
            try:
                b = b.decode('utf8')
            except Exception as e:
                pass

    if sys.version_info[0] > 2:
        s = input(b)
    else:
        x = sys.stdin.encoding
        if x == None:
            x = 'utf8'
        s = raw_input(b).decode(x).encode('utf8')

    return {'return': 0, 'string': s}


##############################################################################
# Universal selector of a dictionary key
#
# TARGET: end users (advanced version available in module "choice")


[docs]def select(i):
    """Universal selector of a dictionary key
       Target audience: end users

       Note: advanced version available in the CK module "choice"

    Args:    
              dict (dict): dict with values being dicts with 'name' as string to display and 'sort' as int (for ordering)
              (title) (str): print title
              (error_if_empty) (str): if 'yes' and just Enter, return error
              (skip_sort) (str): if 'yes', do not sort dictionary keys

    Returns:
              (dict): Unified CK dictionary:

                return (int): return code =  0, if successful
                                          >  0, if error
                (error) (str): error text if return > 0

                string (str): selected dictionary key
    """

    s = ''

    title = i.get('title', '')
    if title != '':
        out(title)
        out('')

    d = i['dict']
    if i.get('skip_sort', '') != 'yes':
        kd = sorted(d, key=lambda v: d[v].get('sort', 0))
    else:
        kd = d

    j = 0
    ks = {}
    for k in kd:
        q = d[k]

        sj = str(j)
        ks[sj] = k

        qn = q.get('name', '')

        out(sj+') '+qn)

        j += 1

    out('')
    rx = inp({'text': 'Make your selection (or press Enter for 0): '})
    if rx['return'] > 0:
        return rx
    sx = rx['string'].strip()

    if sx == '':
        if i.get('error_if_empty', '') == 'yes':
            return {'return': 1, 'error': 'selection is empty'}

        s = kd[0]
    else:
        if sx not in ks:
            return {'return': 1, 'error': 'selection is not recognized'}
        s = ks[sx]

    return {'return': 0, 'string': s}


##############################################################################
# Universal CK entry UOA selector
#
# TARGET: end users (advanced version available in module "choice")


[docs]def select_uoa(i):
    """Universal CK entry UOA selector
       Target audience: end users

       Note: advanced version available in the CK module "choice"

    Args:    
              choices (list): list from the search function
              (skip_enter) (str): if 'yes', do not select 0 when a user presses Enter
              (skip_sort) (str): if 'yes', do not sort list

    Returns:
              (dict): Unified CK dictionary:

                return (int): return code =  0, if successful
                                          >  0, if error
                (error) (str): error text if return > 0

                choice (str): CK entry UOA
    """

    se = i.get('skip_enter', '')

    lst = i.get('choices', [])

    if i.get('skip_sort', '') != 'yes':
        klst = sorted(lst, key=lambda v: v['data_uoa'])
    else:
        klst = lst

    zz = {}
    iz = 0

    for z1 in klst:
        z = z1['data_uid']
        zu = z1['data_uoa']

        zs = str(iz)
        zz[zs] = z

        out(zs+') '+zu+' ('+z+')')

        iz += 1

    out('')
    y = 'Select UOA'
    if se != 'yes':
        y += ' (or press Enter for 0)'
    y += ': '

    rx = inp({'text': y})
    x = rx['string'].strip()
    if x == '' and se != 'yes':
        x = '0'

    if x not in zz:
        return {'return': 1, 'error': 'number is not recognized'}

    dduoa = zz[x]

    return {'return': 0, 'choice': dduoa}


##############################################################################
# Split string by comma into a list of stripped values
#
# TARGET: end users


[docs]def convert_str_tags_to_list(i):
    """Split string by comma into a list of stripped strings 
       Target audience: end users

       Used to process and strip tags

    Args:    
              i (list or string): list or string to be splitted and stripped

    Returns:
              (list): list of stripped strings
    """

    r = []

    if type(i) == list:
        r = i
    else:
        ii = i.split(',')
        for q in ii:
            q = q.strip()
            if q != '':
                r.append(q)

    return r


##############################################################################
# Check is writing to a given repo with a given module is allowed
#
# TARGET: CK kernel and low-level developers


[docs]def check_writing(i):
    """Check is writing to a given repo with a given module is allowed
       Target audience: CK kernel and low-level developers

    Args:    
              (module_uoa) (str): module UOA
              (module_uid) (str): module UID

              (repo_uoa) (str): repo UOA
              (repo_uid) (str): repo UID
              (repo_dict) (dict): repo meta description with potential read/write permissions

              (delete) (str): if 'yes', check if global delete operation is allowed

    Returns:
              (dict): Unified CK dictionary:

                return (int): return code =  0, if successful
                                          >  0, if error
                (error) (str): error text if return > 0

                (repo_dict) (dict): repo meta description if available
    """

    dl = i.get('delete', '')

    if dl == 'yes' and cfg.get('forbid_global_delete', '') == 'yes':
        return {'return': 1, 'error': 'delete/rename operations are forbidden'}

    if cfg.get('forbid_global_writing', '') == 'yes':
        return {'return': 1, 'error': 'global writing is forbidden'}

    if len(i) == 0:
        return {'return': 0}  # Check only global writing

    if cfg.get('forbid_writing_modules', '') == 'yes':
        muoa = i.get('module_uoa', '')
        muid = i.get('module_uid', '')
        if muoa == cfg['module_name'] or (muid != '' and muid in cfg['module_uids']):
            return {'return': 1, 'error': 'writing/changing modules is forbidden'}

    ruoa = i.get('repo_uoa', '')
    ruid = i.get('repo_uid', '')

    if cfg.get('forbid_writing_to_default_repo', '') == 'yes':
        if ruoa == cfg['repo_name_default'] or ruid == cfg['repo_uid_default']:
            return {'return': 1, 'error': 'writing to default repo is forbidden'}

    if cfg.get('forbid_writing_to_local_repo', '') == 'yes':
        if ruoa == cfg['repo_name_local'] or ruid == cfg['repo_uid_local']:
            return {'return': 1, 'error': 'writing to local repo is forbidden'}

    rr = {'return': 0}

    # Load info about repo
    rd = {}
    if ruoa != '':
        if 'repo_dict' in i:
            rd = i['repo_dict']
        else:
            rx = load_repo_info_from_cache({'repo_uoa': ruoa})
            if rx['return'] > 0:
                return rx
            rd = rx.get('dict', {})
        rr['repo_dict'] = rd

    if cfg.get('allow_writing_only_to_allowed', '') == 'yes':
        if rd.get('allow_writing', '') != 'yes':
            return {'return': 1, 'error': 'writing to this repo is forbidden'}

    if rd.get('forbid_deleting', '') == 'yes' and dl == 'yes':
        return {'return': 1, 'error': 'deleting in this repo is forbidden'}

    return rr


##############################################################################
# Get CK version
#
# TARGET: end users


[docs]def get_version(i):
    """Get CK version
       Target audience: end users

    Args:    None

    Returns:
              (dict): Unified CK dictionary:

                return (int): return code =  0, if successful
                                          >  0, if error
                (error) (str): error text if return > 0

                version (list): list of sub-versions starting from major version number

                version_str (str): version string
    """

    import copy

    s = ''

    x = copy.deepcopy(cfg['version'])

    for q in x:
        if s != '':
            s += '.'
        s += str(q)

    return {'return': 0, 'version': x, 'version_str': s}


##############################################################################
# Generate temporary files
#
# TARGET: end users


[docs]def gen_tmp_file(i):
    """Generate temporary files
       Target audience: end users

    Args:    
              (suffix) (str): temp file suffix
              (prefix) (str): temp file prefix
              (remove_dir) (str): if 'yes', remove dir

    Returns:
              (dict): Unified CK dictionary:

                return (int): return code =  0, if successful
                                          >  0, if error
                (error) (str): error text if return > 0

                file_name (str): temp file name 
    """

    xs = i.get('suffix', '')
    xp = i.get('prefix', '')
    s = i.get('string', '')

    import tempfile
    fd, fn = tempfile.mkstemp(suffix=xs, prefix=xp)
    os.close(fd)
    os.remove(fn)

    if i.get('remove_dir', '') == 'yes':
        fn = os.path.basename(fn)

    return {'return': 0, 'file_name': fn}


##############################################################################
# Get host platform name (currently win or linux) and OS bits
#
# TARGET: end users


[docs]def get_os_ck(i):
    """Get host platform name (currently win or linux) and OS bits
       Target audience: end users

    Args:    
              (bits) (int): force OS bits

    Returns:
              (dict): Unified CK dictionary:

                return (int): return code =  0, if successful
                                          >  0, if error
                (error) (str): error text if return > 0

                platform (str): 'win' or 'linux'

                bits (str): OS bits in string (32 or 64)

                python_bits (str): Python installation bits (32 or 64)
    """

    import os
    import platform
    import struct

    pbits = str(8 * struct.calcsize("P"))

    plat = 'linux'
    if platform.system().lower().startswith('win'):  # pragma: no cover
        plat = 'win'

    obits = i.get('bits', '')
    if obits == '':
        obits = '32'
        if plat == 'win':
            # Trying to get fast way to detect bits
            if os.environ.get('ProgramW6432', '') != '' or os.environ.get('ProgramFiles(x86)', '') != '':  # pragma: no cover
                obits = '64'
        else:
            # On Linux use first getconf LONG_BIT and if doesn't work use python bits

            obits = pbits

            r = gen_tmp_file({})
            if r['return'] > 0:
                return r
            fn = r['file_name']

            cmd = 'getconf LONG_BIT > '+fn
            rx = os.system(cmd)
            if rx == 0:
                r = load_text_file({'text_file': fn,
                                    'delete_after_read': 'yes'})
                if r['return'] == 0:
                    s = r['string'].strip()
                    if len(s) > 0 and len(s) < 4:
                        obits = s

    return {'return': 0, 'platform': plat, 'bits': obits, 'python_bits': pbits}


##############################################################################
# Generate CK UID
#
# TARGET: end users


[docs]def gen_uid(i):
    """Generate valid CK UID
       Target audience: end users

    Args:    
              None

    Returns:
              (dict): Unified CK dictionary:

                return (int): return code =  0, if successful
                                          >  0, if error
                (error) (str): error text if return > 0

                data_uid (str): UID in string format (16 lowercase characters 0..9,a..f)
    """

    import uuid
    import random

    uid = str(uuid.uuid4().hex)

    if len(uid) != 32:
        return {'return': 1, 'error': 'problem generating UID : len='+str(len(uid))+' !=32'}  # pragma: no cover

    random.seed

    x = random.randrange(0, 16)
    return {'return': 0, 'data_uid': uid[x:x+16]}


##############################################################################
# Check if a string is a valid CK UID
#
# TARGET: end users


[docs]def is_uid(s):
    """Check if a string is a valid CK UID
       Target audience: end users

    Args:    
              s (str): string

    Returns:
              (bool): True if a string is a valid CK UID
    """

    import re

    if len(s) != 16:
        return False

    pattern = r'[^\.a-f0-9]'
    if re.search(pattern, s.lower()):
        return False

    return True


##############################################################################
# Check if string is correct CK UOA
#   (i.e. does not have special characters including *, ?)
#
# TARGET: end users


[docs]def is_uoa(s):
    """Check if string is correct CK UOA, i.e. it does not have special characters including *, ?
       Target audience: end users

    Args:    
              s (str): string

    Returns:
              (bool): True if a string is a valid CK UID or alias
    """

    if s.find(cfg['detect_cur_cid']) >= 0 or s.find(cfg['detect_cur_cid1']) >= 0:
        return False
    if s.find('*') >= 0:
        return False
    if s.find('?') >= 0:
        return False

    return True


##############################################################################
# Prepare provenance for a given CK entry (CK used, author, date, etc)
#
# TARGET: CK kernel and low-level developers


[docs]def prepare_special_info_about_entry(i):
    """Prepare provenance for a given CK entry (CK used, author, date, etc)
       Target audience: end users

    Args:    
              i (dict): empty dict

    Returns:
              (dict): Unified CK dictionary:

                return (int): return code =  0, if successful
                                          >  0, if error
                (error) (str): error text if return > 0

                dict (dict): dictionary with provenance information

    """

    # Add control info
    d = {'engine': 'CK',
         'version': cfg['version']}

    if cfg.get('default_developer', '') != '':
        d['author'] = cfg['default_developer']

    if cfg.get('default_developer_email', '') != '':
        d['author_email'] = cfg['default_developer_email']

    if cfg.get('default_developer_webpage', '') != '':
        d['author_webpage'] = cfg['default_developer_webpage']

    if cfg.get('default_license', '') != '':
        d['license'] = cfg['default_license']

    if cfg.get('default_copyright', '') != '':
        d['copyright'] = cfg['default_copyright']

    r = get_current_date_time({})
    d['iso_datetime'] = r['iso_datetime']

    return {'return': 0, 'dict': d}



##############################################################################
[docs]def load_json_file(i):
    """Load json from file into dict
       Target audience: end users

    Args:    
              json_file (str): name of a json file 

    Returns:
              (dict): Unified CK dictionary:

                return (int): return code =  0, if successful
                                          >  0, if error
                (error) (str): error text if return > 0

                dict (dict or list): dict or list from the json file

    """

    import ck.files
    return ck.files.load_json_file(i)


##############################################################################


[docs]def save_json_to_file(i):
    """Save dict to a json file
       Target audience: end users

    Args:    
              json_file (str): filename to save dictionary
              dict (dict): dict to save
              (sort_keys) (str): if 'yes', sort keys
              (safe) (str): if 'yes', ignore non-JSON values (only for Debugging - changes original dict!)

    Returns:
              (dict): Unified CK dictionary:

                return (int): return code =  0, if successful
                                          >  0, if error
                (error) (str): error text if return > 0

    """

    import ck.files
    return ck.files.save_json_to_file(i)



##############################################################################
[docs]def load_yaml_file(i):
    """Load YAML file to dict
       Target audience: end users

    Args:    
              yaml_file (str): name of a YAML file

    Returns:
              (dict): Unified CK dictionary:

                return (int): return code =  0, if successful
                                          >  0, if error
                (error) (str): error text if return > 0

                dict (dict): dict from a YAML file

    """

    import ck.files
    return ck.files.load_yaml_file(i)


##############################################################################


[docs]def save_yaml_to_file(i):
    """Save dict to a YAML file
       Target audience: end users

    Args:    
              yaml_file (str): name of a YAML file
              dict (dict): dict to save

    Returns:
              (dict): Unified CK dictionary:

                return (int): return code =  0, if successful
                                          >  0, if error
                (error) (str): error text if return > 0

    """

    import ck.files
    return ck.files.save_yaml_to_file(i)



##############################################################################
[docs]def load_text_file(i):
    """Load a text file to a string or list
       Target audience: end users

    Args:    
              text_file (str): name of a text file
              (keep_as_bin) (str): if 'yes', return only bin
              (encoding) (str): by default 'utf8', however sometimes we use utf16

              (split_to_list) (str): if 'yes', split to list

              (convert_to_dict) (str): if 'yes', split to list and convert to dict
              (str_split) (str): if !='', use as separator of keys/values when converting to dict
              (remove_quotes) (str): if 'yes', remove quotes from values when converting to dict

              (delete_after_read) (str): if 'yes', delete file after read (useful when reading tmp files)

    Returns:
              (dict): Unified CK dictionary:

                return (int): return code =  0, if successful
                                          >  0, if error
                (error) (str): error text if return > 0

                bin (byte): loaded text file as byte array

                (string) (str): loaded text as string with removed \r

                (lst) (list): if split_to_list=='yes', split text to list

                (dict) (dict): if convert_to_dict=='yes', return as dict

    """

    import ck.files
    return ck.files.load_text_file(i)


##############################################################################


[docs]def save_text_file(i):
    """Save string to a text file with all \r removed
       Target audience: end users

    Args:    
              text_file (str): name of a text file
              string (str): string to write to a file (all \r will be removed)
              (append) (str): if 'yes', append to a file

    Returns:
              (dict): Unified CK dictionary:

                return (int): return code =  0, if successful
                                          >  0, if error
                (error) (str): error text if return > 0

    """

    import ck.files
    return ck.files.save_text_file(i)



##############################################################################
# Substitute string in a file
#
# TARGET: end users

[docs]def substitute_str_in_file(i):
    """Substitute string in a file
       Target audience: end users

    Args:    
              filename (str): filename
              string1 (str): string to be replaced
              string2 (str): replacement string

    Returns:
              (dict): Unified CK dictionary:

                return (int): return code =  0, if successful
                                          >  0, if error
                (error) (str): error text if return > 0

    """

    fn = i['filename']
    s1 = i['string1']
    s2 = i['string2']

    # Load text file (unicode)
    r = load_text_file({'text_file': fn})
    if r['return'] > 0:
        return r

    # Replace
    x = r['string']
    x = x.replace(s1, s2)

    # Save text file (unicode)
    r = save_text_file({'text_file': fn, 'string': x})
    if r['return'] > 0:
        return r

    return {'return': 0}



##############################################################################
# Deprecated
[docs]def dumps_json(i):
    """Dump dictionary (json) to a string
       Target audience: end users

    Args:    
              dict (dict) : dictionary to convert to a string
              (skip_indent) (str): if 'yes', skip indent
              (sort_keys) (str): if 'yes', sort keys

    Returns:
              (dict): Unified CK dictionary:

                return (int): return code =  0, if successful
                                          >  0, if error
                (error) (str): error text if return > 0

                string (str): JSON string

    """

    import ck.strings
    return ck.strings.dump_json(i)


##############################################################################


[docs]def dump_json(i):
    """Dump dictionary (json) to a string
       Target audience: end users

    Args:    
              dict (dict) : dictionary to convert to a string
              (skip_indent) (str): if 'yes', skip indent
              (sort_keys) (str): if 'yes', sort keys

    Returns:
              (dict): Unified CK dictionary:

                return (int): return code =  0, if successful
                                          >  0, if error
                (error) (str): error text if return > 0

                string (str): JSON string

    """

    import ck.strings
    return ck.strings.dump_json(i)


##############################################################################


[docs]def copy_to_clipboard(i):  # pragma: no cover
    """Copy string to clipboard if supported by OS (requires Tk or pyperclip)
       Target audience: end users

    Args:    
              string (str): string to copy

    Returns:
              (dict): Unified CK dictionary:

                return (int): return code =  0, if successful
                                          >  0, if error
                (error) (str): error text if return > 0

    """

    import ck.strings
    return ck.strings.copy_to_clipboard(i)


##############################################################################


[docs]def convert_json_str_to_dict(i):
    """Convert string in a special format to dict (JSON)
       Target audience: end users

    Args:    
              str (str): string (use ' instead of ", i.e. {'a':'b'} to avoid issues in CMD in Windows and Linux!)

    Returns:
              (dict): Unified CK dictionary:

                return (int): return code =  0, if successful
                                          >  0, if error
                (error) (str): error text if return > 0

                dict (dict): dict from json file

    """

    import ck.strings
    return ck.strings.convert_json_str_to_dict(i)



##############################################################################
# Merge intelligently dict1 with dict2 key by key in contrast with dict1.update(dict2)
#
# TARGET: end users

[docs]def merge_dicts(i):
    """Merge intelligently dict1 with dict2 key by key in contrast with dict1.update(dict2)
       Target audience: end users

       It can merge sub-dictionaries and lists instead of substituting them

    Args:    
              dict1 (dict): merge this dict with dict2 (will be directly modified!)
              dict2 (dict): dict to be merged

    Returns:
              (dict): Unified CK dictionary:

                return (int): return code =  0, if successful
                                          >  0, if error
                (error) (str): error text if return > 0

                dict1 (dict): dict1 passed through the function

    """

    a = i['dict1']
    b = i['dict2']

    for k in b:
        v = b[k]
        if type(v) is dict:
            if k not in a:
                a.update({k: b[k]})
            elif type(a[k]) == dict:
                merge_dicts({'dict1': a[k], 'dict2': b[k]})
            else:
                a[k] = b[k]
        elif type(v) is list:
            a[k] = []
            for y in v:
                a[k].append(y)
        else:
            a[k] = b[k]

    return {'return': 0, 'dict1': a}


##############################################################################
# Convert file to a string for web-based upload
#
# TARGET: end users


[docs]def convert_file_to_upload_string(i):
    """Convert file to a string for web-based upload
       Target audience: end users

    Args:    
              filename (str): file name to convert

    Returns:
              (dict): Unified CK dictionary:

                return (int): return code =  0, if successful
                                          >  0, if error
                (error) (str): error text if return > 0

                file_content_base64 (str): string that can be transmitted through Internet

    """

    import base64

    fn = i['filename']

    if not os.path.isfile(fn):
        return {'return': 1, 'error': 'file '+fn+' not found'}

    s = b''
    try:
        f = open(fn, 'rb')
        while True:
            x = f.read(32768)
            if not x:
                break
            s += x
        f.close()
    except Exception as e:
        return {'return': 1, 'error': 'error reading file ('+format(e)+')'}

    s = base64.urlsafe_b64encode(s).decode('utf8')

    return {'return': 0, 'file_content_base64': s}


##############################################################################
# Convert upload string to file
#
# TARGET: end users


[docs]def convert_upload_string_to_file(i):
    """Convert upload string to file
       Target audience: end users

    Args:    
              file_content_base64 (str): string transmitted through Internet
              (filename) (str): file name to write (if empty, generate tmp file)

    Returns:
              (dict): Unified CK dictionary:

                return (int): return code =  0, if successful
                                          >  0, if error
                (error) (str): error text if return > 0

                filename (str): filename with full path

                filename_ext (str): filename extension

    """

    import base64

    x = i['file_content_base64']

    # convert from unicode to str since base64 works on strings
    fc = base64.urlsafe_b64decode(str(x))
    # should be safe in Python 2.x and 3.x

    fn = i.get('filename', '')

    if fn == '':
        rx = gen_tmp_file({'prefix': 'tmp-'})
        if rx['return'] > 0:
            return rx
        px = rx['file_name']
    else:
        px = fn

    fn1, fne = os.path.splitext(px)

    if os.path.isfile(px):
        return {'return': 1, 'error': 'file already exists in the current directory'}
    try:
        fx = open(px, 'wb')
        fx.write(fc)
        fx.close()
    except Exception as e:
        return {'return': 1, 'error': 'problem writing file='+px+' ('+format(e)+')'}

    return {'return': 0, 'filename': px, 'filename_ext': fne}


##############################################################################
# Input JSON from console (double enter to finish)
#
# TARGET: end users


[docs]def input_json(i):
    """Input JSON from console (double enter to finish)
       Target audience: end users

    Args:    
              text (str): text to print

    Returns:
              (dict): Unified CK dictionary:

                return (int): return code =  0, if successful
                                          >  0, if error
                (error) (str): error text if return > 0

                string (str): entered string

                dict (str): dictionary from JSON string

    """

    t = i['text']

    out(t)

    s = ''

    while True:
        r = inp({'text': ''})
        if r['return'] > 0:
            return r
        ss = r['string'].strip()
        if ss == '':
            break
        s += ss

    s = s.strip()

    if s == '':
        s = '{}'  # empty json
    else:
        if not s.startswith('{'):
            s = '{'+s
        if not s.endswith('}'):
            s += '}'

    r = convert_json_str_to_dict({'str': s, 'skip_quote_replacement': 'yes'})
    if r['return'] > 0:
        return r

    d = r['dict']

    return {'return': 0, 'string': s, 'dict': d}


##############################################################################
# Convert CK list to CK dict with unicode in UTF-8 (unification of interfaces)
#
# TARGET: CK kernel and low-level developers


[docs]def convert_ck_list_to_dict(i):
    """Convert CK list to CK dict with unicode in UTF-8 (unification of interfaces)
       Target audience: CK kernel and low-level developers

    Args:    
              (list): list from the 'action' function in this kernel

    Returns:
              (dict): Unified CK dictionary:

                return (int): return code =  0, if successful
                                          >  0, if error
                (error) (str): error text if return > 0

                ck_dict (dict): 

                     action (str): CK action

                     cid (str): CK module UOA or CID (x means that it may not be really CID and has to be processed specially

                     cids (list): a list of multple CIDs from CMD (commands like copy, move, etc) [cid1, cid2, cid3, ...]

                     key1 (str): value1 from --key1=value1 or -key1=value1 or key1=value

                     key2 (str):

                     ...


                     key10 (str):

                     ...

                     keys (str): keys/values from file specified by "file_json"; if file extension is .tmp,  it will be deleted after read!

                     keys (str): keys/values from cmd_json

                     unparsed (str): unparsed command line after --

    """

    obj = {}
    obj['cids'] = []

    l = len(i)

    if l > 0:
        obj['action'] = i[0]

    module_uoa_or_cid = ''

    # Parsing
    cx = True  # Start first processing CIDs and then turn it off when something else is encountered

    if l > 1:
        for x in range(1, len(i)):
            p = i[x].rstrip()

            #####################################
            if p == '--':
                cx = False
                p2 = i[x+1:]
                obj['unparsed'] = p2
                break

            #####################################
            elif p.startswith('--'):
                cx = False

                p = p[2:]
                p1 = p
                p2 = 'yes'
                q = p.find("=")
                if q > 0:
                    p1 = p[0:q]
                    if len(p) > q:
                        p2 = p[q+1:]
                obj[p1] = p2

            #####################################
            elif p.startswith('-'):
                cx = False

                p = p[1:]
                p1 = p
                p2 = 'yes'
                q = p.find("=")
                if q > 0:
                    p1 = p[0:q]
                    if len(p) > q:
                        p2 = p[q+1:]
                obj[p1] = p2

            #####################################
            elif p.startswith("@@@"):
                cx = False
                jd = p[3:]
                if len(jd) < 3:
                    return {'return': 1, 'error': 'can\'t parse command line option '+p}

                y = convert_json_str_to_dict({'str': jd})
                if y['return'] > 0:
                    return y

                merge_dicts({'dict1': obj, 'dict2': y['dict']})

            #####################################
            elif p.startswith("@@"):
                cx = False
                key = p[2:]

                x = 'Add JSON to input'
                if key != '':
                    x += ' for key "'+key+'"'
                x += ' (double Enter to stop):\n'

                rx = input_json({'text': x})
                if rx['return'] > 0:
                    return rx

                dy = rx['dict']

                dx = obj
                if key != '':
                    if key not in obj:
                        obj[key] = {}
                    dx = obj[key]

                merge_dicts({'dict1': dx, 'dict2': dy})

            #####################################
            elif p.startswith("@"):
                cx = False

                name = p[1:]
                if len(name) < 2:
                    return {'return': 1, 'error': 'can\'t parse command line option '+p}

                if name.endswith('.yaml'):
                    y = load_yaml_file({'yaml_file': name})
                else:
                    y = load_json_file({'json_file': name})

                if y['return'] > 0:
                    return y

                if name.endswith('.tmp'):
                    os.remove(name)

                merge_dicts({'dict1': obj, 'dict2': y['dict']})

            #####################################
            elif p.find('=') >= 0:
                cx = False

                p1 = p
                p2 = ''
                q = p.find("=")
                if q > 0:
                    p1 = p[0:q]
                    if len(p) > q:
                        p2 = p[q+1:]
                obj[p1] = p2
            #####################################
            else:
                # If no module_uoa_or_cid -> set it
                if module_uoa_or_cid == '':
                    module_uoa_or_cid = p
                else:
                    # Otherwise add to CIDs
                    obj['cids'].append(p)

    if module_uoa_or_cid != '':
        obj['cid'] = module_uoa_or_cid

    return {'return': 0, 'ck_dict': obj}


##############################################################################
# Inititalize CK (current instance - has a global state!)
#
# TARGET: internal use


[docs]def init(i):  # pragma: no cover
    """Inititalize CK (current instance - has a global state!)
       Target audience: internal use

    Args:    
              (dict): empty dict

    Returns:
              (dict): Unified CK dictionary:

                return (int): return code =  0, if successful
                                          >  0, if error
                (error) (str): error text if return > 0

    """

    global cfg, work, initialized, paths_repos, type_long, string_io, log_ck_entries

    if initialized:
        return {'return': 0}

    # Add this path to syspath to be able to call other modules
    this_kernel_dir = os.path.join(os.path.dirname(
        os.path.dirname(os.path.abspath(__file__))))
    sys.path.insert(0, this_kernel_dir)

    # Split version
    cfg['version'] = __version__.split('.')

    # Default URL. FIXME: should be formed from wfe_host and wfe_port when they are known.
    # cfg['wfe_url_prefix'] = 'http://%s:%s/web?' % (cfg['default_host'], cfg['default_port'])

    # Check long/int types
    try:
        x = long
    except Exception as e:
        type_long = int
    else:
        type_long = long

    # Import StringIO
    if sys.version_info[0] > 2:
        import io
        string_io = io.StringIO
    else:
        from StringIO import StringIO
        string_io = StringIO

    # Check where are repos (to keep compatibility with past CK < V1.5)
    p = ''

    searched_places = []

    import inspect
    pxx = os.path.dirname(os.path.abspath(
        inspect.getfile(inspect.currentframe())))
    px = os.path.dirname(pxx)
    py = os.path.join(pxx, cfg['subdir_default_repo'])
    searched_places.append(py)
    if os.path.isdir(py):
        p = py

    if p == '':
        from distutils.sysconfig import get_python_lib
        px = get_python_lib()
        py = os.path.join(px, cfg['kernel_dir'], cfg['subdir_default_repo'])
        searched_places.append(py)
        if os.path.isdir(py):
            p = py

    if p == '':
        import site
        for px in site.getsitepackages():
            py = os.path.join(px, cfg['kernel_dir'],
                              cfg['subdir_default_repo'])
            searched_places.append(py)
            if os.path.isdir(py):
                p = py
                break

    # Check CK_ROOT environment variable
    s = os.environ.get(cfg['env_key_root'], '').strip()
    if s != '':
        work['env_root'] = os.path.realpath(s)

        for px in cfg['kernel_dirs']:
            searched_places.append(py)
            py = os.path.join(work['env_root'], px, cfg['subdir_default_repo'])
            if os.path.isdir(py):
                p = py
                break
    elif px != '':
        work['env_root'] = px

    # Get home user directory
    from os.path import expanduser
    home = expanduser("~")

    # Check default repo
    x = os.environ.get(cfg['env_key_default_repo'], '').strip()

    if x != '' and os.path.isdir(x):
        work['dir_default_repo'] = x
    else:
        if p == '':
            # Attempt to find in userspace (since V1.11.2.1)
            x = os.path.join(home, '.ck', __version__,
                             cfg['subdir_default_repo'])
            if os.path.isfile(os.path.join(x, cfg['repo_file'])):
                p = x

        if p == '':
            return {'return': 1, 'error': 'Unusual CK installation detected since we can\'t find the CK package path with the default repo (searched in '+str(searched_places)+'). It often happens when you install CK under root while other tools (which use CK) under user and vice versa.  Please reinstall other tools that use CK in the same way as CK (root or user). If the problem persists, please report to the author (Grigori.Fursin@cTuning.org).'}

        work['dir_default_repo'] = p

    work['dir_default_repo_path'] = os.path.join(
        work['dir_default_repo'], cfg['module_repo_name'], cfg['repo_name_default'])
    work['dir_default_kernel'] = os.path.join(
        work['dir_default_repo'], cfg['subdir_kernel'])
    work['dir_default_cfg'] = os.path.join(
        work['dir_default_kernel'], cfg['subdir_kernel_default'], cfg['subdir_ck_ext'], cfg['file_meta'])

    work['dir_work_repo'] = work['dir_default_repo']
    work['dir_work_repo_path'] = work['dir_default_repo_path']
    work['dir_work_kernel'] = work['dir_default_kernel']
    work['dir_work_cfg'] = work['dir_default_cfg']

    if os.path.isfile(work['dir_default_cfg']):
        r = load_json_file({'json_file': work['dir_default_cfg']})
        if r['return'] > 0:
            return r
        cfg1 = r['dict']

        # Update cfg
        r = merge_dicts({'dict1': cfg, 'dict2': cfg1})
        if r['return'] > 0:
            return r

    work['repo_name_work'] = cfg['repo_name_default']
    work['repo_uid_work'] = cfg['repo_uid_default']

    # Check external repos
    rps = os.environ.get(cfg['env_key_repos'], '').strip()
    if rps == '':
        # In the original version, if path to repos was not defined, I was using CK path,
        # however, when installed as root, it will fail
        # rps=os.path.join(work['env_root'],cfg['subdir_default_repos'])
        # hence I changed to <user home dir>/CK
        rps = os.path.join(home, cfg['user_home_dir_ext'])
        if not os.path.isdir(rps):
            os.makedirs(rps)

    work['dir_repos'] = rps

    # Check CK_LOCAL_REPO environment variable - if doesn't exist, create in user space
    s = os.environ.get(cfg['env_key_local_repo'], '').strip()

    if s == '':
        # Set up local default repository
        s = os.path.join(rps, cfg['repo_name_local'])
        if not os.path.isdir(s):
            os.makedirs(s)

            # Create description
            rq = save_json_to_file({'json_file': os.path.join(s, cfg['repo_file']),
                                    'dict': {'data_alias': cfg['repo_name_local'],
                                             'data_uoa': cfg['repo_name_local'],
                                             'data_name': cfg['repo_name_local'],
                                             'data_uid': cfg['repo_uid_local']},
                                    'sort_keys': 'yes'})
            if rq['return'] > 0:
                return rq

    if s != '':
        work['local_kernel_uoa'] = cfg['subdir_kernel_default']
        x = os.environ.get(cfg['env_key_local_kernel_uoa'], '').strip()
        if x != '':
            work['local_kernel_uoa'] = x

        work['dir_local_repo'] = os.path.realpath(s)
        work['dir_local_repo_path'] = os.path.join(
            work['dir_local_repo'], cfg['module_repo_name'], cfg['repo_name_local'])
        work['dir_local_kernel'] = os.path.join(
            work['dir_local_repo'], cfg['subdir_kernel'])
        work['dir_local_cfg'] = os.path.join(
            work['dir_local_kernel'], work['local_kernel_uoa'], cfg['subdir_ck_ext'], cfg['file_meta'])

        # Update work repo!
        work['dir_work_repo'] = work['dir_local_repo']
        work['dir_work_repo_path'] = work['dir_local_repo_path']
        work['dir_work_kernel'] = work['dir_local_kernel']
        work['dir_work_cfg'] = work['dir_local_cfg']

        work['repo_name_work'] = cfg['repo_name_local']
        work['repo_uid_work'] = cfg['repo_uid_local']

        paths_repos.append({'path': work['dir_local_repo'],
                            'repo_uoa': cfg['repo_name_local'],
                            'repo_uid': cfg['repo_uid_local'],
                            'repo_alias': cfg['repo_name_local']})

    paths_repos.append({'path': work['dir_default_repo'],
                        'repo_uoa': cfg['repo_name_default'],
                        'repo_uid': cfg['repo_uid_default'],
                        'repo_alias': cfg['repo_name_default']})

    # Prepare repo cache
    work['dir_cache_repo_uoa'] = os.path.join(
        work['dir_work_repo'], cfg['file_cache_repo_uoa'])
    work['dir_cache_repo_info'] = os.path.join(
        work['dir_work_repo'], cfg['file_cache_repo_info'])

    # Check if first time and then copy local cache files (with remote-ck)
    if not os.path.isfile(work['dir_cache_repo_uoa']) and not os.path.isfile(work['dir_cache_repo_info']):
        rx = load_text_file({'text_file': os.path.join(
            work['dir_default_repo'], cfg['file_cache_repo_uoa'])})
        if rx['return'] > 0:
            return rx
        x1 = rx['string']

        rx = load_text_file({'text_file': os.path.join(
            work['dir_default_repo'], cfg['file_cache_repo_info'])})
        if rx['return'] > 0:
            return rx
        x2 = rx['string']

        rx = save_text_file(
            {'text_file': work['dir_cache_repo_info'], 'string': x2})
        if rx['return'] > 0:
            return rx

        rx = save_text_file(
            {'text_file': work['dir_cache_repo_uoa'], 'string': x1})
        if rx['return'] > 0:
            return rx

    # Check if local configuration exists, and if not, create it
    if not os.path.isfile(work['dir_local_cfg']):
        # Create empty local configuration
        rx = add({'repo_uoa': cfg['repo_name_local'],
                  'module_uoa': cfg['subdir_kernel'],
                  'data_uoa': work['local_kernel_uoa']})
        if rx['return'] > 0:
            return {'return': rx['return'],
                    'error': 'can\'t create local configuration entry'}

    # Read kernel configuration (if exists)
    if os.path.isfile(work['dir_work_cfg']):
        r = load_json_file({'json_file': work['dir_work_cfg']})
        if r['return'] > 0:
            return r
        cfg1 = r['dict']

        # Update cfg
        r = merge_dicts({'dict1': cfg, 'dict2': cfg1})
        if r['return'] > 0:
            return r

    # Check if need to log CK entries
    if cfg.get('log_ck_entries', '') != '':
        log_ck_entries = True

    initialized = True

    return {'return': 0}


##############################################################################
# List all files recursively in a given directory
#
# TARGET: all users


[docs]def list_all_files(i):
    """List all files recursively in a given directory
       Target audience: all users

    Args:    
              path (str): top level path
              (file_name) (str): search for a specific file name
              (pattern) (str): return only files with this pattern
              (path_ext) (str): path extension (needed for recursion)
              (limit) (str): limit number of files (if directories with a large number of files)
              (number) (int): current number of files
              (all) (str): if 'yes' do not ignore special directories (like .cm)
              (ignore_names) (list): list of names to ignore
              (ignore_symb_dirs) (str): if 'yes', ignore symbolically linked dirs 
                                        (to avoid recursion such as in LLVM)
              (add_path) (str) - if 'yes', add full path to the final list of files

    Returns:
              (dict): Unified CK dictionary:

                return (int): return code =  0, if successful
                                          >  0, if error
                (error) (str): error text if return > 0

                list (dict): dictionary of all files:
                             {"file_with_full_path":{"size":.., "path":..}

                sizes (dict): sizes of all files (the same order as above "list")

                number (int): (internal) total number of files in a current directory (needed for recursion)

    """

    number = 0
    if i.get('number', '') != '':
        number = int(i['number'])

    inames = i.get('ignore_names', [])

    fname = i.get('file_name', '')

    limit = -1
    if i.get('limit', '') != '':
        limit = int(i['limit'])

    a = {}

    iall = i.get('all', '')

    pe = ''
    if i.get('path_ext', '') != '':
        pe = i['path_ext']

    po = i.get('path', '')
    if sys.version_info[0] < 3:
        po = unicode(po)

    pattern = i.get('pattern', '')
    if pattern != '':
        import fnmatch

    xisd = i.get('ignore_symb_dirs', '')
    isd = False
    if xisd == 'yes':
        isd = True

    ap = i.get('add_path', '')

    try:
        dirList = os.listdir(po)
    except Exception as e:
        None
    else:
        for fn in dirList:
            p = os.path.join(po, fn)
            if iall == 'yes' or fn not in cfg['special_directories']:
                if len(inames) == 0 or fn not in inames:
                    if os.path.isdir(p):
                        if not isd or os.path.realpath(p) == p:
                            r = list_all_files({'path': p, 'all': iall, 'path_ext': os.path.join(pe, fn),
                                                'number': str(number), 'ignore_names': inames, 'pattern': pattern,
                                                'file_name': fname, 'ignore_symb_dirs': xisd, 'add_path': ap, 'limit': limit})
                            if r['return'] > 0:
                                return r
                            a.update(r['list'])
                    else:
                        add = True

                        if fname != '' and fname != fn:
                            add = False

                        if pattern != '' and not fnmatch.fnmatch(fn, pattern):
                            add = False

                        if add:
                            pg = os.path.join(pe, fn)
                            if os.path.isfile(p):
                                a[pg] = {'size': os.stat(p).st_size}

                                if ap == 'yes':
                                    a[pg]['path'] = po

                    number = len(a)
                    if limit != -1 and number >= limit:
                        break

    return {'return': 0, 'list': a, 'number': str(number)}


##############################################################################
# Download entry from remote host (experimental)
#
# TARGET: end users


[docs]def download(i):
    """Download CK entry from remote host (experimental)
       Target audience: end users

    Args:    
              (repo_uoa) (str): CK repo UOA
              (module_uoa) (str): CK module UOA 
              (data_uoa) (str): CK data UOA  

              (version) (str): version (the latest one if skipped)

              (new_repo_uoa) (str): target CK repo UOA, "local" by default

              (skip_module_check) (str): if 'yes', do not check if module for a given component exists

              (all) (str): if 'yes', download dependencies

              (force) (str): if 'yes, force download even if components already exists

              (tags) (str): download components using tags separated by comma (usually soft/package)

    Returns:
              (dict): Unified CK dictionary:

                return (int): return code =  0, if successful
                                          >  0, if error
                (error) (str): error text if return > 0


    """

    o = i.get('out', '')

    ruoa = i.get('repo_uoa', '')
    muoa = i.get('module_uoa', '')
    duoa = i.get('data_uoa', '')

    smc = i.get('skip_module_check', '')

    force = i.get('force', '')
    al = i.get('all', '')
    tags = i.get('tags', '')
    version = i.get('version', '')
    spaces = i.get('spaces', '')

    cids_in_queue = i.get('cids_in_queue', [])

#    if cfg.get('download_missing_components','')=='yes' and al=='': al='yes'

    # Check components to skip
    if muoa in ['repo', 'befd7892b0d469e9',
                'env', '9b9b3208ac44b891',
                'kernel', 'b1e99f6461424276',
                'cfg', 'b34231a3467566f8']:
        return {'return': 0}

    if muoa == '':
        return {'return': 1, 'error': 'module UOA is not defined'}

    if duoa == '':
        duoa = '*'
#       return {'return':1, 'error':'data UOA is not defined'}

    nruoa = i.get('new_repo_uoa', '')
    if nruoa == '':
        nruoa = 'local'

    # Check if writing to new repo is allowed
    r = find_path_to_repo({'repo_uoa': nruoa})
    if r['return'] > 0:
        return r

    nruoa = r['repo_uoa']
    nruid = r['repo_uid']
    nrd = r['dict']

    npath = r['path']

    ii = {'repo_uoa': nruoa, 'repo_uid': nruid, 'repo_dict': nrd}
    r = check_writing(ii)
    if r['return'] > 0:
        return r

    rz = {'return': 0}

    if o == 'con':
        #       out('')
        x = ''
        if tags != '':
            x = ' ('+tags+')'
        out('  WARNING: downloading missing CK component "'+muoa +
            ':'+duoa+'"'+x+' from the cKnowledge.io portal ...')

    ii = {
        'action': 'download',
        'dict': {
            'module_uoa': muoa,
            'data_uoa': duoa,
            'version': version,
            'tags': tags
        }
    }

    import ck.net
    r = ck.net.access_ck_api({'url': cfg['cknowledge_api'], 'dict': ii})
    if r['return'] > 0:
        return r

    d = r['dict']

    if d['return'] > 0:
        if d['return'] != 16:
            return {'return': d['return'], 'error': d['error']}
        out('      Warning: component not found')
        return {'return': 0}

    nlst = d.get('components', [])

    # Check if module:module there (bootstrapping)
    lst1 = []
    lst = []
    path_to_module = ''
    for q in nlst:
        nmuoa = q['module_uoa']
        nmuid = q['module_uid']
        nduoa = q['data_uoa']
        nduid = q['data_uid']

        if nmuoa == 'module' and nduoa == 'module':
            out('      Bootstrapping '+nmuoa+':'+nduoa+' ...')

            # TBD: Check split dirs in local repo...
            iii = {'path': npath, 'data_uoa': 'module', 'data_uid': nduid}
            rz = find_path_to_entry(iii)
            if rz['return'] > 0 and rz['return'] != 16:
                return rz
            elif rz['return'] == 16:
                rz = create_entry(iii)
                if rz['return'] > 0:
                    return rz

            npath2 = rz['path']

            iii = {'path': npath2, 'data_uoa': 'module', 'data_uid': nduid}
            rz = find_path_to_entry(iii)
            if rz['return'] > 0 and rz['return'] != 16:
                return rz
            elif rz['return'] == 16:
                rz = create_entry(iii)
                if rz['return'] > 0:
                    return rz

            path_to_module = rz['path']

            lst.append(q)
        else:
            lst1.append(q)

    lst += lst1

    # Recording downloaded components
    for q in lst:
        # Get UOA
        nmuoa = q['module_uoa']
        nmuid = q['module_uid']
        nduoa = q['data_uoa']
        nduid = q['data_uid']

        file_url = q['file_url']
        file_md5 = q['file_md5']

        dependencies = q.get('dependencies', [])

        out(spaces+'      Downloading and extracting '+nmuoa+':'+nduoa+' ...')

        if nmuoa+':'+nduoa in cids_in_queue:
            out(spaces+'      Skipped')
            continue
        cids_in_queue.append(nmuoa+':'+nduoa)

        # Check that module:module exists
        if nmuoa == 'module' and nduoa == 'module' and path_to_module != '':
            new_path = path_to_module
        else:
            if smc != 'yes':
                save_state = cfg.get('download_missing_components', '')
                cfg['download_missing_components'] = 'no'

                rz = access({'action': 'find',
                             'repo_uoa': nruoa,
                             'module_uoa': 'module',
                             'data_uoa': nmuoa,
                             'common_func': 'yes'})
                cfg['download_missing_components'] = save_state
                if rz['return'] > 0 and rz['return'] != 16:
                    return rz

                if rz['return'] == 16:
                    rz = download({'new_repo_uoa': nruoa,
                                   'repo_uoa': ruoa,
                                   'module_uoa': 'module',
                                   'data_uoa': nmuoa,
                                   'force': force,
                                   'all': al,
                                   'cids_in_queue': cids_in_queue,
                                   'skip_module_check': smc})
                    if rz['return'] > 0:
                        return rz

            # Check if entry already exists
            new_path = ''
            save_state = cfg.get('download_missing_components', '')
            cfg['download_missing_components'] = 'no'
            r = access({'action': 'find',
                        'common_func': 'yes',
                        'repo_uoa': nruoa,
                        'module_uoa': nmuoa,
                        'data_uoa': nduoa})
            cfg['download_missing_components'] = save_state
            if r['return'] == 0:
                if force != 'yes' and cfg.get('download_missing_components', '') != 'yes':
                    return {'return': 8, 'error': '     Already exists locally'}
            else:
                if r['return'] != 16:
                    return r

                # Adding dummy module
                r = add({
                    'module_uoa': nmuoa,
                    'module_uid': nmuoa,
                    'data_uoa': nduoa,
                    'data_uid': nduid,
                    'repo_uoa': nruoa,
                    'common_func': 'yes'})
                if r['return'] > 0:
                    if cfg.get('download_missing_components', '') == 'yes':
                        out('        Skipping ...')
                        continue

                    return r
            new_path = r['path']

        # Prepare pack
        ppz = os.path.join(new_path, 'pack.zip')

        if os.path.isfile(ppz):
            os.remove(ppz)

        # Download file
        # Import modules compatible with Python 2.x and 3.x
        import urllib

        try:
            from urllib.request import urlretrieve
        except:
            from urllib import urlretrieve

        # Connect
        try:
            urlretrieve(file_url, ppz)
        except Exception as e:
            return {'return': 1, 'error': 'download failed ('+format(e)+')'}

        statinfo = os.stat(ppz)
        file_size = statinfo.st_size

        # MD5 of the pack
        rx = load_text_file({'text_file': ppz, 'keep_as_bin': 'yes'})
        if rx['return'] > 0:
            return rx
        bpack = rx['bin']

        import hashlib
        md5 = hashlib.md5(bpack).hexdigest()

        if md5 != file_md5:
            return {'return': 1, 'error': 'MD5 of the newly created pack ('+md5+') did not match the one from the portal ('+file_md5+')'}

        # Unzipping archive
        import zipfile

        new_f = open(ppz, 'rb')
        new_z = zipfile.ZipFile(new_f)

        for new_d in new_z.namelist():
            if new_d != '.' and new_d != '..' and not new_d.startswith('\\'):
                new_pp = os.path.join(new_path, new_d)
                if new_d.endswith('/'):
                    if not os.path.exists(new_pp):
                        os.makedirs(new_pp)
                else:
                    new_ppd = os.path.dirname(new_pp)
                    if not os.path.exists(new_ppd):
                        os.makedirs(new_ppd)

                    # extract file
                    new_fo = open(new_pp, 'wb')
                    new_fo.write(new_z.read(new_d))
                    new_fo.close()
        new_f.close()

        # Remove pack file
        os.remove(ppz)

        # Check deps
        if al == 'yes':
            if len(dependencies) > 0:
                out(spaces+'  Checking dependencies ...')

            for dep in dependencies:
                muoa = dep.get('module_uid', '')
                duoa = dep.get('data_uid', '')

                tags = dep.get('tags', [])
                xtags = ''
                if len(tags) > 0:
                    xtags = ','.join(tags)
                    muoa = 'package'
                    duoa = ''

                if muoa+':'+duoa in cids_in_queue:
                    continue
                cids_in_queue.append(muoa+':'+duoa+':'+xtags)

                cid = muoa+':'+duoa
                rx = download({'new_repo_uoa': nruoa,
                               'repo_uoa': ruoa,
                               'module_uoa': muoa,
                               'data_uoa': duoa,
                               'all': al,
                               'force': force,
                               'tags': xtags,
                               'cids_in_queue': cids_in_queue,
                               'spaces': spaces+'  '})
                if rx['return'] > 0 and rx['return'] != 8 and rx['return'] != 16:
                    return rx
                if rx['return'] == 16:
                    if xtags == '':
                        return rx
                    rx = download({'new_repo_uoa': nruoa,
                                   'repo_uoa': ruoa,
                                   'module_uoa': 'soft',
                                   'data_uoa': '',
                                   'force': force,
                                   'all': al,
                                   'tags': xtags,
                                   'cids_in_queue': cids_in_queue,
                                   'spaces': spaces+'  '})
                    if rx['return'] > 0 and rx['return'] != 8:
                        return rx

    return {'return': 0}


##############################################################################
# Reload cache with meta-descriptions of all CK repos
#
# TARGET: CK kernel and low-level developers


[docs]def reload_repo_cache(i):
    """Reload cache with meta-descriptions of all CK repos
       Target audience: CK kernel and low-level developers

    Args:    
              (force) (str): if 'yes', force recaching

    Returns:
              (dict): Unified CK dictionary:

                return (int): return code =  0, if successful
                                          >  0, if error
                (error) (str): error text if return > 0


    """

    global cache_repo_uoa, cache_repo_info, paths_repos_all, cache_repo_init

    if i.get('force', '') == 'yes':  # pragma: no cover
        cache_repo_init = False
        paths_repos_all = []

    if not cache_repo_init:
        # Load repo UOA -> UID disambiguator
        r = load_json_file({'json_file': work['dir_cache_repo_uoa']})
        if r['return'] != 16 and r['return'] > 0:
            return r
        cache_repo_uoa = r.get('dict', {})

        # Load cached repo info
        r = load_json_file({'json_file': work['dir_cache_repo_info']})
        if r['return'] != 16 and r['return'] > 0:
            return r
        cache_repo_info = r.get('dict', {})

        # Prepare all paths
        for q in cache_repo_info:
            qq = cache_repo_info[q]
            dd = qq['dict']
            p = dd.get('path', '')
            if p != '':
                paths_repos_all.append({'path': os.path.normpath(p),
                                        'dict': dd,  # Added in version 1.11.2.1 to support dir split per repo
                                        'repo_uoa': qq['data_uoa'],
                                        'repo_uid': qq['data_uid'],
                                        'repo_alias': qq['data_alias']})

    cache_repo_init = True

    return {'return': 0}


##############################################################################
# Save cache with meta-descriptions of all CK repos
#
# TARGET: CK kernel and low-level developers


[docs]def save_repo_cache(i):
    """Save cache with meta-descriptions of all CK repos
       Target audience: CK kernel and low-level developers

    Args:    
              (dict): empty dict

    Returns:
              (dict): Unified CK dictionary:

                return (int): return code =  0, if successful
                                          >  0, if error
                (error) (str): error text if return > 0


    """

    r = save_json_to_file(
        {'json_file': work['dir_cache_repo_uoa'], 'dict': cache_repo_uoa})
    if r['return'] > 0:
        return r

    r = save_json_to_file(
        {'json_file': work['dir_cache_repo_info'], 'dict': cache_repo_info})
    if r['return'] > 0:
        return r

    return {'return': 0}


##############################################################################
# Load repo meta description from cache
#
# TARGET: CK kernel and low-level developers


[docs]def load_repo_info_from_cache(i):
    """Load repo meta description from cache
       Target audience: CK kernel and low-level developers

    Args:    
              repo_uoa (str): CK repo UOA

    Returns:
              (dict): Unified CK dictionary:

                return (int): return code =  0, if successful
                                          >  0, if error
                (error) (str): error text if return > 0

                repo_uoa (str): CK repo UOA

                repo_uid (str): CK repo UID

                repo_alias (str): CK repo alias

                all other keys from repo dict

    """

    ruoa = i['repo_uoa']
    ruid = ruoa

    if cfg.get('force_lower', '') == 'yes':
        ruoa = ruoa.lower()
        ruid = ruid.lower()

    if ruoa == cfg['repo_name_default'] or ruoa == cfg['repo_uid_default']:
        d = {}
        d["path_to_repo_desc"] = work['dir_default_repo_path']
        d["data_uid"] = cfg['repo_uid_default']
        d["data_alias"] = cfg['repo_name_default']
        d["data_uoa"] = cfg['repo_name_default']
        d["dict"] = {"default": "yes"}
    elif ruoa == cfg['repo_name_local'] or ruoa == cfg['repo_uid_local']:
        d = {}
        d["path_to_repo_desc"] = work['dir_local_repo_path']
        d["data_uid"] = cfg['repo_uid_local']
        d["data_alias"] = cfg['repo_name_local']
        d["data_uoa"] = cfg['repo_name_local']
        d["dict"] = {"default": "yes"}
    else:
        r = reload_repo_cache({})  # Ignore errors
        if r['return'] > 0:
            return r

        if not is_uid(ruoa):
            ruid = cache_repo_uoa.get(ruoa, '')
            if ruid == '':
                return {'return': 1, 'error': 'repository "'+ruoa+'" was not found in the cache. Check if repository exists or try "ck recache repo"'}

        d = cache_repo_info.get(ruid, {})
        if len(d) == 0:
            return {'return': 1, 'error': 'repository was not found in the cache'}

    r = {'return': 0}
    r.update(d)

    return r


##############################################################################
# Find CK repo info by path
#
# TARGET: CK kernel and low-level developers


[docs]def find_repo_by_path(i):
    """Find CK repo info by path
       Target audience: CK kernel and low-level developers

    Args:    
              path (str) - path to a potential CK repo

    Returns:
              (dict): Unified CK dictionary:

                return (int): return code =  0, if successful
                                          >  0, if error
                (error) (str): error text if return > 0

                repo_uoa (str): CK repo UOA

                repo_uid (str): CK repo UID

                repo_alias (str): CK repo alias

    """

    p = i['path']
    if p != '':
        p = os.path.normpath(p)

    dd = {}

    found = False
    if p == work['dir_default_repo']:
        uoa = cfg['repo_name_default']
        uid = cfg['repo_uid_default']
        alias = uoa
        found = True
    elif p == work['dir_local_repo']:
        uoa = cfg['repo_name_local']
        uid = cfg['repo_uid_local']
        alias = uoa
        found = True
    else:
        r = reload_repo_cache({})  # Ignore errors
        if r['return'] > 0:
            return r

        for q in cache_repo_info:
            qq = cache_repo_info[q]
            dd = qq['dict']
            if p == dd.get('path', ''):
                uoa = qq['data_uoa']
                uid = qq['data_uid']
                alias = uid
                if not is_uid(uoa):
                    alias = uoa
                found = True
                break

    if not found:
        return {'return': 16, 'error': 'repository not found in this path'}

    return {'return': 0, 'repo_uoa': uoa, 'repo_uid': uid, 'repo_alias': alias, 'repo_dict': dd}


##############################################################################
# Find path for a given CK repo
#
# TARGET: end users


[docs]def find_path_to_repo(i):
    """Find path for a given CK repo
       Target audience: end users

    Args:    
              (repo_uoa) (str): CK repo UOA. If empty, get the path to the default repo (inside CK framework)

    Returns:
              (dict): Unified CK dictionary:

                return (int): return code =  0, if successful
                                          >  0, if error
                (error) (str): error text if return > 0

                dict (dict): CK repo meta description from the cache
                path (str): path to this repo

                repo_uoa (str): CK repo UOA

                repo_uid (str): CK repo UID

                repo_alias (str): CK repo alias

    """

    a = i.get('repo_uoa', '')

    if cfg.get('force_lower', '') == 'yes':
        a = a.lower()

    ai = a

    pr = ''
    if a != '':
        if a == cfg['repo_name_default'] or a == cfg['repo_uid_default']:
            pr = work['dir_default_repo']
            uoa = cfg['repo_name_default']
            uid = cfg['repo_uid_default']
            alias = uoa
            dt = {}
        elif a == cfg['repo_name_local'] or a == cfg['repo_uid_local']:
            pr = work['dir_local_repo']
            uoa = cfg['repo_name_local']
            uid = cfg['repo_uid_local']
            alias = uoa
            dt = {}
        else:
            # Reload cache if not initialized
            r = reload_repo_cache({})  # Ignore errors
            if r['return'] > 0:
                return r

            if not is_uid(a):
                ai = cache_repo_uoa.get(a, '')
                if ai == '':
                    return {'return': 1, 'error': 'repository "'+a+'" was not found in cache'}

            cri = cache_repo_info.get(ai, {})
            if len(cri) == 0:
                return {'return': 1, 'error': 'repository "'+ai+'" was not found in cache'}

            dt = cri.get('dict', {})
            pr = dt.get('path', '')

            uoa = cri['data_uoa']
            uid = cri['data_uid']
            alias = cri['data_alias']

    else:
        # Get current repo path
        pr = work['dir_work_repo']
        uoa = work['repo_name_work']
        uid = work['repo_uid_work']
        alias = uoa
        dt = {}

    return {'return': 0, 'path': pr, 'repo_uoa': uoa, 'repo_uid': uid, 'repo_alias': alias, 'dict': dt}


##############################################################################
# Find path to CK sub-directory
#
# TARGET: CK kernel and low-level developers


[docs]def find_path_to_data(i):
    """Find path to CK sub-directory
       Target audience: CK kernel and low-level developers

       First search in the default repo, then in the local repo, and then in all installed repos

    Args:    
              (repo_uoa) (str): CK repo UOA
              module_uoa (str): CK module UOA
              data_uoa (str): CK data UOA

    Returns:
              (dict): Unified CK dictionary:

                return (int): return code =  0, if successful
                                          >  0, if error
                (error) (str): error text if return > 0

                path (str): path to CK entry (CK data)

                path_module (str): path to CK module entry (part of the CK entry)

                path_repo (str): path to the CK repository with this entry

                repo_uoa (str): CK repo UOA 

                repo_uid (str): CK repo UID

                repo_alias (str): CK repo alias

                module_uoa (str): CK module UOA 

                module_uid (str): CK module UID

                module_alias (str): CK module alias

                uoa (str): CK sub-directory UOA

                uid (str): CK sub-directory UID

                alias (str): CK sub-directory alias
    """

    muoa = i['module_uoa']
    muid = '?'
    duoa = i['data_uoa']
    duid = '?'

    ruoa = i.get('repo_uoa', '')
    ruid = ''
    ralias = ''
    if ruoa != '':
        r = find_path_to_repo({'repo_uoa': ruoa})
        if r['return'] > 0:
            return r
        ps = [r]
        qmax = 1
    else:
        ps = paths_repos
        qmax = 2

    # Search
    found = False

    pr = ''
    pm = ''
    pd = ''

    for q in range(0, qmax):
        if found:
            break

        if q == 1:
            # Check / reload all repos
            r = reload_repo_cache({})  # Ignore errors
            if r['return'] > 0:
                return r
            ps = paths_repos_all

        for prx in ps:
            pr = prx['path']
            ruoa = prx['repo_uoa']
            ruid = prx['repo_uid']
            ralias = prx['repo_alias']
            r = find_path_to_entry({'path': pr, 'data_uoa': muoa})
            if r['return'] > 0 and r['return'] != 16:
                return r
            elif r['return'] == 0:
                muoa = r['data_uoa']
                muid = r['data_uid']
                malias = r['data_alias']
                pm = r['path']

                # Check if there is a split of directories for this module in local config
                # to handle numerous entries (similar to MediaWiki)
                split_dirs = get_split_dir_number(
                    prx.get('dict', {}), muid, muoa)

                iii = {'path': pm, 'data_uoa': duoa}
                if split_dirs != 0:
                    iii['split_dirs'] = split_dirs

                r1 = find_path_to_entry(iii)
                if r1['return'] > 0 and r1['return'] != 16:
                    return r1
                elif r1['return'] == 0:
                    found = True
                    pd = r1['path']
                    duoa = r1['data_uoa']
                    duid = r1['data_uid']
                    dalias = r1['data_alias']
                    break

                if found:
                    break

    if not found:
        s = ''
#       if ruoa!='': s+=ruoa+':'
        s += muoa+':'+duoa+'" ('
        if ruoa != '':
            #          if ruid!='':s+=ruid+':'
            #          else: s+='?:'
            s += '?:'
        s += muid+':'+duid+')'

        if muoa == 'module' or muoa == '032630d041b4fd8a':
            if cfg.get('check_missing_modules', '') == 'yes':
                ii = {
                    'action': 'download',
                    'dict': {
                        'module_uoa': muoa,
                        'data_uoa': duoa
                    }
                }

                import ck.net
                r = ck.net.access_ck_api(
                    {'url': cfg['cknowledge_api'], 'dict': ii})
                if r['return'] > 0:
                    return r

                d = r['dict']

                component_url = ''
                dc = d.get('components', [])
                if len(dc) == 1:
                    component_url = dc[0].get('file_url', '')
                    if component_url != '':
                        j = component_url.find('/?')
                        if j >= 0:
                            component_url = component_url[:j]
                        s += '. However, it was found at '+component_url+' '

        return {'return': 16, 'error': 'can\'t find path to CK entry "'+s}

#    # Get info about repo
#    if ruid=='':
#       r=find_repo_by_path({'path':pr})
#       if r['return']>0: return r
#       ruoa=r['repo_uoa']
#       ruid=r['repo_uid']
#       ralias=r['repo_alias']
#       qmax=1

    # Check logging of repo:module:uoa to be able to rebuild CK dependencies
    if log_ck_entries:
        lce = cfg.get('log_ck_entries', '')
        if lce != '':
            rl = save_text_file({'text_file': lce,
                                 'string': '"action":"find", "repo_uoa":"' +
                                 ruoa+'", "repo_uid":"' +
                                 ruid+'", "module_uoa":"' +
                                 muoa+'", "module_uid":"' +
                                 muid+'", "data_uoa":"' +
                                 duoa+'", "data_uid":"' +
                                 duid+'"\n',
                                 'append': 'yes'})
            if rl['return'] > 0:
                return rl

    return {'return': 0, 'path': pd, 'path_module': pm, 'path_repo': pr,
            'repo_uoa': ruoa, 'repo_uid': ruid, 'repo_alias': ralias,
            'module_uoa': muoa, 'module_uid': muid, 'module_alias': malias,
            'data_uoa': duoa, 'data_uid': duid, 'data_alias': dalias}


##############################################################################
# Find path to CK entry (CK data) while checking both UID and alias
#
# TARGET: CK kernel and low-level developers


[docs]def find_path_to_entry(i):
    """Find path to CK entry (CK data) while checking both UID and alias. 
       Target audience: CK kernel and low-level developers

    Args:    
              path (str): path to a data entry
              data_uoa (str): CK entry UOA (CK data)
              (split_dirs) (int/str): number of first characters to split directory into subdirectories
                                      to be able to handle many entries (similar to Mediawiki)

    Returns:
              (dict): Unified CK dictionary:

                return (int): return code =  0, if successful
                                          >  0, if error
                (error) (str): error text if return > 0

                path (str): path to CK entry

                data_uid (str): CK entry UID 

                data_alias (str): CK entry alias

                data_uoa (str): CK entry alias of UID, if alias is empty

    """

    p = i['path']
    duoa = i['data_uoa']
    if cfg.get('force_lower', '') == 'yes':
        duoa = duoa.lower()

    if duoa == '':  # pragma: no cover
        raise Exception('data_uoa is empty')

    split_dirs = safe_int(i.get('split_dirs', 0), 0)

    # Check split
    pp = p

    # Disambiguate UOA
    alias = ''
    if is_uid(duoa):
        # If UID
        uid = duoa

        # Check if alias exists
        p1 = os.path.join(pp, cfg['subdir_ck_ext'], cfg['file_alias_u'] + uid)
        found_alias = False
        if os.path.isfile(p1):
            try:
                f = open(p1)
                alias = f.readline().strip()
                f.close()
                found_alias = True
            except Exception as e:
                None

        # If alias exists, check directory with alias
        if found_alias:
            sd1, sd2 = split_name(alias, split_dirs)
            if sd2 != '':  # otherwise name is smaller than the split number
                p = os.path.join(p, sd1)

            p2 = os.path.join(p, alias)
            return {'return': 0, 'path': p2, 'data_uid': uid, 'data_alias': alias, 'data_uoa': alias}

        sd1, sd2 = split_name(uid, split_dirs)
        if sd2 != '':  # otherwise name is smaller than the split number
            p = os.path.join(p, sd1)

        p2 = os.path.join(p, uid)
        if os.path.isdir(p2):
            return {'return': 0, 'path': p2, 'data_uid': uid, 'data_alias': '', 'data_uoa': uid}

        return {'return': -1}

    sd1, sd2 = split_name(duoa, split_dirs)
    if sd2 != '':  # otherwise name is smaller than the split number
        p = os.path.join(p, sd1)

    # If alias
    alias = duoa

    p1 = os.path.join(p, alias)
    if sys.version_info[0] < 3:
        try:
            p1 = p1.encode('utf8')
        except Exception as e:
            pass
    if os.path.isdir(p1):
        # Check uid for this alias
        p2 = os.path.join(pp, cfg['subdir_ck_ext'],
                          cfg['file_alias_a'] + alias)
        try:
            f = open(p2)
            uid = f.readline().strip()
            f.close()
        except Exception as e:
            return {'return': 10, 'error': 'inconsistent entry: alias "'+alias+'" exists, but not the UID in file '+p2,
                    'path': p1, 'data_alias': alias}

        return {'return': 0, 'path': p1, 'data_uid': uid, 'data_alias': alias, 'data_uoa': alias}

    return {'return': 16, 'error': 'can\'t find path to CK entry'}


##############################################################################
# Load CK meta description from a path
#
# TARGET: CK kernel and low-level developers


[docs]def load_meta_from_path(i):
    """Load CK meta description from a path
       Target audience: CK kernel and low-level developers

    Args:    
              path (str): path to a data entry
              (skip_updates) (str): if 'yes', do not load updates
              (skip_desc) (str): if 'yes', do not load descriptions
                                 to be able to handle many entries (similar to Mediawiki)

    Returns:
              (dict): Unified CK dictionary:

                return (int): return code =  0, if successful
                                          >  0, if error
                (error) (str): error text if return > 0

                dict (dict): dict with CK meta description

                path (str): path to json file with meta description

                (info) (dict): dict with CK info (provenance) if exists

                (path_info) (str): path to json file with info

                (updates) (dict): dict with updates if exists

                (path_updates) (str): path to json file with updates

                (path_desc) (str): path to json file with API description
    """

    p = i['path']

    slu = i.get('skip_updates', '')
    sld = i.get('skip_desc', '')

    p1 = os.path.join(p, cfg['subdir_ck_ext'], cfg['file_meta'])
    if not os.path.isfile(p1):
        # For compatibility with cM
        p1 = os.path.join(p, cfg['subdir_ck_ext'], cfg['file_meta_old'])
        if not os.path.isfile(p1):
            p1 = ''

    if p1 != '':
        rx = {'return': 0}

        r = load_json_file({'json_file': p1})
        if r['return'] > 0:
            return r
        rx['path'] = p1
        rx['dict'] = r['dict']

        # Check info file
        p2 = os.path.join(p, cfg['subdir_ck_ext'], cfg['file_info'])
        if os.path.isfile(p2):
            r = load_json_file({'json_file': p2})
            if r['return'] > 0:
                return r
            rx['path_info'] = p2
            rx['info'] = r['dict']

        # Check updates file
        if slu != 'yes':
            p3 = os.path.join(p, cfg['subdir_ck_ext'], cfg['file_updates'])
            if os.path.isfile(p3):
                r = load_json_file({'json_file': p3})
                if r['return'] > 0:
                    return r
                rx['path_updates'] = p3
                rx['updates'] = r['dict']

        # Check desc file
        if sld != 'yes':
            p4 = os.path.join(p, cfg['subdir_ck_ext'], cfg['file_desc'])
            if os.path.isfile(p4):
                r = load_json_file({'json_file': p4})
                if r['return'] > 0:
                    return r
                rx['path_desc'] = p4
                rx['desc'] = r['dict']

        return rx
    else:
        return {'return': 1, 'error': 'meta description is not found in path '+p}


##############################################################################
# Load (CK) python module
#
# TARGET: end users


[docs]def load_module_from_path(i):
    """Load (CK) python module
       Target audience: end users

    Args:    
              path (str): path to a Python module
              module_code_name (str): Python module name
              (cfg) (dict): CK module configuration if exists
              (skip_init) (str): if 'yes', skip init of the CK module
              (data_uoa) (str): CK module UOA (useful when printing errors)

    Returns:
              (dict): Unified CK dictionary:

                return (int): return code =  0, if successful
                                          >  0, if error
                (error) (str): error text if return > 0

                code (obj): Python code object

                path (str): full path to the module

                cuid (str): automatically generated unique ID for the module in the internal cache of modules
    """

    p = i['path']
    n = i['module_code_name']

    xcfg = i.get('cfg', None)

    # Find module
    try:
        x = imp.find_module(n, [p])
    except ImportError as e:  # pragma: no cover
        return {'return': 1, 'error': 'can\'t find module code (path='+p+', name='+n+', err='+format(e)+')'}

    ff = x[0]
    full_path = x[1]

    # Check if code has been already loaded
    if full_path in work['cached_module_by_path'] and work['cached_module_by_path_last_modification'][full_path] == os.path.getmtime(full_path):
        ff.close()
        # Code already loaded
        return work['cached_module_by_path'][full_path]

    # Check if has dependency on specific CK kernel version
    if xcfg != None:
        kd = xcfg.get('min_kernel_dep', '')
        if kd != '':
            rx = check_version({'version': kd})
            if rx['return'] > 0:
                return rx

            ok = rx['ok']
            version_str = rx['current_version']

            if ok != 'yes':
                return {'return': 1, 'error': 'module "'+i.get('data_uoa', '')+'" requires minimal CK kernel version '+kd+' while your version is '+version_str}

    # Generate uid for the run-time extension of the loaded module
    # otherwise modules with the same extension (key.py for example)
    # will be reloaded ...

    r = gen_uid({})
    if r['return'] > 0:
        return r
    ruid = 'rt-'+r['data_uid']

    try:
        c = imp.load_module(ruid, ff, full_path, x[2])
    except ImportError as e:  # pragma: no cover
        return {'return': 1, 'error': 'can\'t load module code (path='+p+', name='+n+', err='+format(e)+')'}

    x[0].close()

    # Initialize module with this CK instance
    c.ck = sys.modules[__name__]
    if xcfg != None:
        c.cfg = xcfg

    # Initialize module
    if i.get('skip_init', '') != 'yes':
        # Check if init function exists
        if getattr(c, 'init') != None:
            r = c.init(i)
            if r['return'] > 0:
                return r

    r = {'return': 0, 'code': c, 'path': full_path, 'cuid': ruid}

    # Cache code together with its time of change
    work['cached_module_by_path'][full_path] = r
    work['cached_module_by_path_last_modification'][full_path] = os.path.getmtime(
        full_path)

    return r


##############################################################################
# Perform remote action via CK web service
#
# TARGET: CK kernel and low-level developers


[docs]def perform_remote_action(i):
    """Perform remote action via CK web service
       Target audience: CK kernel and low-level developers

    Args:    
              See "perform_action" function

    Returns:
              See "perform_action" function
    """

    # Import modules compatible with Python 2.x and 3.x
    import urllib

    try:
        import urllib.request as urllib2
    except:
        import urllib2  # pragma: no cover

    try:
        from urllib.parse import urlencode
    except:
        from urllib import urlencode  # pragma: no cover

    rr = {'return': 0}

    # Get action
    act = i.get('action', '')

    # Check output
    o = i.get('out', '')

    if o == 'con':
        #       out('Initiating remote access ...')
        #       out('')
        i['out'] = 'con'
        i['quiet'] = 'yes'
        if act == 'pull':
            i['out'] = 'json'
    else:
        i['out'] = 'json'

#    # Clean up input
#    if o!='json_file':
#       rr['out']='json' # Decided to return json to show that it's remote ...

    if 'cid' in i:
        del(i['cid'])  # already processed

    # Get URL
    url = i.get('remote_server_url', '')

    # Process i
    if 'remote_server_url' in i:
        del(i['remote_server_url'])

    # Pre process if push file ...
    if act == 'push':
        # Check file
        fn = i.get('filename', '')
        if fn == '':
            x = i.get('cids', [])
            if len(x) > 0:
                fn = x[0]

        if fn == '':
            return {'return': 1, 'error': 'filename is empty'}

        if not os.path.isfile(fn):
            return {'return': 1, 'error': 'file '+fn+' not found'}

        rx = convert_file_to_upload_string({'filename': fn})
        if rx['return'] > 0:
            return rx

        i['file_content_base64'] = rx['file_content_base64']

        # Leave only filename without path
        i['filename'] = os.path.basename(fn)

    # Prepare post variables
    r = dumps_json({'dict': i, 'skip_indent': 'yes'})
    if r['return'] > 0:
        return r
    s = r['string'].encode('utf8')

    post = urlencode({'ck_json': s})
    if sys.version_info[0] > 2:
        post = post.encode('utf8')

    # Check if skip SSL certificate
    ctx = None
    add_ctx = False

    if i.get('remote_skip_certificate_validation', '') == 'yes':
        del(i['remote_skip_certificate_validation'])

        import ssl

        ctx = ssl.create_default_context()
        ctx.check_hostname = False
        ctx.verify_mode = ssl.CERT_NONE

        add_ctx = True

    # If auth
    auth = None
    add_auth = False

    au = i.get('remote_server_user', '')
    if au != '':
        del(i['remote_server_user'])

        ap = i.get('remote_server_pass', '')
        if ap != '':
            del(i['remote_server_pass'])

        auth = urllib2.HTTPPasswordMgrWithDefaultRealm()
        auth.add_password(None, url, au, ap)

        add_auth = True

    # Prepare handler (TBD: maybe there is another, more elegant way?)
    if add_auth and add_ctx:
        urllib2.install_opener(urllib2.build_opener(
            urllib2.HTTPBasicAuthHandler(auth), urllib2.HTTPSHandler(context=ctx)))
    elif add_auth:
        urllib2.install_opener(urllib2.build_opener(
            urllib2.HTTPBasicAuthHandler(auth)))
    elif add_ctx:
        urllib2.install_opener(urllib2.build_opener(
            urllib2.HTTPSHandler(context=ctx)))

    # Prepare request
    request = urllib2.Request(url, post)

    # Connect
    try:
        f = urllib2.urlopen(request)
    except Exception as e:
        return {'return': 1, 'error': 'Access to remote CK repository failed ('+format(e)+')'}

    # Read from Internet
    try:
        s = f.read()
        f.close()
    except Exception as e:
        return {'return': 1, 'error': 'Failed reading stream from remote CK web service ('+format(e)+')'}

    # Check output
    try:
        s = s.decode('utf8')
    except Exception as e:
        pass
    if o == 'con' and act != 'pull':
        out(s.rstrip())
    else:
        # Try to convert output to dictionary
        r = convert_json_str_to_dict(
            {'str': s, 'skip_quote_replacement': 'yes'})
        if r['return'] > 0:
            return {'return': 1, 'error': 'can\'t parse output from remote CK server ('+r['error']+'):\n'+s[:256]+'\n\n...)'}

        d = r['dict']

        if 'return' in d:
            # Fix for some strange behavior when 'return' is not integer - should check why ...
            d['return'] = int(d['return'])

        if d.get('return', 0) > 0:
            return d

        # Post process if pull file ...
        if act == 'pull':
            if o != 'json' and o != 'json_file':
                # Convert encoded file to real file ...
                x = d.get('file_content_base64', '')

                fn = d.get('filename', '')
                if fn == '':
                    fn = cfg['default_archive_name']

                r = convert_upload_string_to_file(
                    {'file_content_base64': x, 'filename': fn})
                if r['return'] > 0:
                    return r

                if 'file_content_base64' in d:
                    del(d['file_content_base64'])

        rr.update(d)

    # Restore original output
    i['out'] = o

    return rr


##############################################################################
# Perform an automation action via CK kernel or from the kernel
#
# TARGET: CK kernel and low-level developers


[docs]def perform_action(i):
    """Perform an automation action via CK kernel or from the kernel
       Target audience: CK kernel and low-level developers

    Args:    
              (): all parameters from the "access" function

              (web) (str): if 'yes', called from the web

              (common_func) (str): if 'yes', ignore search for modules 
                                   and call common func from the CK kernel
                  or
              (kernel) (str): the same as above

              (local) (str): if 'yes', run locally even if remote repo ...


    Returns:
              (dict): Unified CK dictionary:

                return (int): return code =  0, if successful
                                          >  0, if error
                (error) (str): error text if return > 0

                (out) (str): if action changes output, log it

                Output from a given action
            }
    """

    # Check action
    action = i.get('action', '')
    if action == '':
        action = 'short_help'
    elif action == '-?' or action == '-h' or action == '--help':
        action = 'help'

    # Check web
    wb = i.get('web', '')

    # Substitute # in CIDs
    cid = i.get('cid', '')
    cids = i.get('cids', [])

    xout = i.get('out', '')

    ruoa = ''
    ruid = ''

    repo_module_uoa = i.get('repo_module_uoa', '')

    need_subst = False
    rc = {}  # If CID from current directory

    if cid.startswith(cfg['detect_cur_cid']) or cid.startswith(cfg['detect_cur_cid1']):
        need_subst = True
    else:
        for c in cids:
            if c.startswith(cfg['detect_cur_cid']) or c.startswith(cfg['detect_cur_cid1']):
                need_subst = True
                break

    # If need to substitute #, attempt to detect current CID
    if need_subst:
        rc = detect_cid_in_current_path({})
        if rc['return'] > 0:
            return rc

    # Process cid (module or CID)
    module_uoa = cid
    if cid.find(':') >= 0 or cid.startswith(cfg['detect_cur_cid']) or cid.startswith(cfg['detect_cur_cid1']):
        # Means that CID
        r = parse_cid({'cid': cid, 'cur_cid': rc})
        if r['return'] > 0:
            return r
        module_uoa = r.get('module_uoa', '')

        duoa = r.get('data_uoa', '')
        if duoa != '':
            i['data_uoa'] = duoa

        ruoa = r.get('repo_uoa', '')
        if ruoa != '':
            i['repo_uoa'] = ruoa

    # If module_uoa exists in input, set module_uoa
    if i.get('module_uoa', '') != '':
        module_uoa = i['module_uoa']
    i['module_uoa'] = module_uoa

    # Check if repo exists and possibly remote!
    remote = False

    local = i.get('local', '')

    rs = i.get('remote_server_url', '')
    if rs == '':
        ruoa = i.get('repo_uoa', '')
        if ruoa != '' and ruoa.find('*') < 0 and ruoa.find('?') < 0:
            rq = load_repo_info_from_cache({'repo_uoa': ruoa})
            if rq['return'] > 0:
                return rq

            dd = rq.get('dict', {})
            if dd.get('remote', '') == 'yes' and local != 'yes':
                rs = dd.get('url', '')
                if rs == '':
                    return {'return': 1, 'error': 'URL of remote repository is not defined'}

                i['remote_server_url'] = rs

                if dd.get('remote_user', '') != '':
                    i['remote_server_user'] = dd['remote_user']

                # It is completely unsave - just for proof of concept ...
                if dd.get('remote_password', '') != '':
                    i['remote_server_pass'] = dd['remote_password']

                if dd.get('remote_skip_certificate_validation', '') != '':
                    i['remote_skip_certificate_validation'] = dd['remote_skip_certificate_validation']

                if dd.get('remote_repo_uoa', '') != '':
                    i['repo_uoa'] = dd['remote_repo_uoa']
                else:
                    del (i['repo_uoa'])

                if i.get('remote_repo_uoa', '') != '':
                    i['repo_uoa'] = i['remote_repo_uoa']
                    del(i['remote_repo_uoa'])

    if rs != '' and local != 'yes':
        return perform_remote_action(i)

    # Process and parse cids -> xcids
    xcids = []

    for c in cids:
        # here we ignore errors, since can be a file name, etc
        r = parse_cid({'cid': c, 'cur_cid': rc, 'ignore_error': 'yes'})
        if r['return'] > 0:
            return r
        xcids.append(r)
    i['xcids'] = xcids

    # Check if common function
    cf = i.get('common_func', '')
    if cf == '':
        # making it easier to call it from the command line
        cf = i.get('common', '')

    # Check if no module_uoa, not common function, then try to get module from current
    module_detected_from_dir = False
    if not need_subst and cf != 'yes' and module_uoa == '' and action not in cfg['common_actions']:
        rc = detect_cid_in_current_path({})
        if rc['return'] == 0:
            module_uoa = rc.get('module_uoa', '')
            module_detected_from_dir = True

    display_module_uoa = module_uoa
    default_action_name = None
    loaded_module = None

    # If a specific module_uoa was given (not a wildcard) :
    #
    if cf != 'yes' and module_uoa != '' and module_uoa.find('*') < 0 and module_uoa.find('?') < 0:
        # Find module and load meta description
        rx = load({'repo_uoa': repo_module_uoa,
                   'module_uoa': cfg['module_name'],
                   'data_uoa': module_uoa})
        if rx['return'] > 0:
            if cfg.get('download_missing_components', '') != 'yes' and action != 'download':
                return rx

            # Check if search in remote server ...
            restarted = False
            if rx['return'] == 16:
                xout2 = ''
                if xout == 'con':
                    xout2 = xout

                # Try to download missing action/module
                ry = download({'module_uoa': cfg['module_name'],
                               'data_uoa': module_uoa,
                               'out': xout2})
                if ry['return'] > 0:
                    return ry

                # Attempt to load module again
                rx = load({'module_uoa': cfg['module_name'],
                           'data_uoa': module_uoa})
                if rx['return'] > 0:
                    return rx

                restarted = True

                xout = ''

                if xout == 'con':
                    out('')

            if not restarted:
                return rx

        xmodule_uoa = rx['data_uoa']
        xmodule_uid = rx['data_uid']
        display_module_uoa = '"{}"'.format(xmodule_uoa)
        if xmodule_uoa != xmodule_uid:
            display_module_uoa += ' ({})'.format(xmodule_uid)

        # Check if allowed to run only from specific repos
        # and cf!='yes':
        if cfg.get('allow_run_only_from_allowed_repos', '') == 'yes':
            ruid = rx['repo_uid']

            if ruid not in cfg.get('repo_uids_to_allow_run', []):
                return {'return': 1, 'error': 'executing commands is not allowed from this repository "'+ruid+'"'}

        u = rx['dict']
        p = rx['path']

        # Check logging of repo:module:uoa to be able to rebuild CK dependencies
        if log_ck_entries:
            lce = cfg.get('log_ck_entries', '')
            if lce != '':
                rl = save_text_file({'text_file': lce,
                                     'string': '"action":"'+action+'", "repo_uoa":"' +
                                     i.get('repo_uoa', '')+'", "repo_module_uoa":"' +
                                     repo_module_uoa+'", "module_uoa":"' +
                                     xmodule_uoa+'", "module_uid":"' +
                                     xmodule_uid+'", "data_uoa":"' +
                                     i.get('data_uoa', '')+'"\n',
                                     'append': 'yes'})
                if rl['return'] > 0:
                    return rl

        declared_action = action in u.get('actions', {})
        default_action_name = u.get('default_action_name', '')
        intercept_kernel = i.get('{}.intercept_kernel'.format(module_uoa), '')

        if declared_action or default_action_name:
            # Load module
            mcn = u.get('module_name', cfg['module_code_name'])

            if i.get('module_version', '') != '':
                mcnv = i['module_version'].strip()
                if mcnv == '0':
                    mcnv = ''
            else:
                mcnv = u.get('module_version', '')

            if mcnv != '':
                mcn += '.'+mcnv

            r = load_module_from_path(
                {'path': p, 'module_code_name': mcn, 'cfg': u, 'data_uoa': rx['data_uoa']})
            if r['return'] > 0:
                return r

            loaded_module = r['code']
            loaded_module.work['self_module_uid'] = rx['data_uid']
            loaded_module.work['self_module_uoa'] = rx['data_uoa']
            loaded_module.work['self_module_alias'] = rx['data_alias']
            loaded_module.work['path'] = p

            action1 = u.get('actions_redirect', {}).get(action, '')
            if action1 == '':
                action1 = action

            if i.get('help', '') == 'yes' or i.get('api', '') == 'yes':
                return get_api({'path': p, 'func': action1, 'out': xout})

            if wb == 'yes' and (xout == 'con' or xout == 'web') and u.get('actions', {}).get(action, {}).get('for_web', '') != 'yes':
                return {'return': 1, 'error': 'this action is not supported in remote/web mode'}

            if declared_action:
                a = getattr(loaded_module, action1)
                return a(i)
            elif default_action_name and intercept_kernel:
                a = getattr(loaded_module, default_action_name)
                return a(i)
            # otherwise fall through and try a "special" kernel method first

    # Check if action == special keyword (add, delete, list, etc)
    if (module_uoa != '' and action in cfg['common_actions']) or \
       ((module_uoa == '' or module_detected_from_dir) and action in cfg['actions']):
        # Check function redirect - needed if action
        #   is the same as internal python keywords such as list
        action1 = cfg['actions_redirect'].get(action, '')
        if action1 == '':
            action1 = action

        if i.get('help', '') == 'yes' or i.get('api', '') == 'yes':
            return get_api({'path': '', 'func': action1, 'out': xout})

        if wb == 'yes' and (xout == 'con' or xout == 'web') and cfg.get('actions', {}).get(action, {}).get('for_web', '') != 'yes':
            return {'return': 1, 'error': 'this action is not supported in remote/web mode '}

        a = getattr(sys.modules[__name__], action1)
        return a(i)

    if default_action_name:
        a = getattr(loaded_module, default_action_name)
        return a(i)

    # Prepare error
    if module_uoa == '':
        er = 'in kernel'
    else:
        er = 'in module '+display_module_uoa

    return {'return': 1, 'error': 'action "'+action+'" not found '+er}


##############################################################################
# Print API from the CK module for a given action
#
# TARGET: CK kernel and low-level developers


[docs]def get_api(i):
    """Print API from the CK module for a given action
       Target audience: CK kernel and low-level developers

    Args:    
              (path) (str): path to a CK module, if comes from the access function
                or
              (module_uoa) (str): if comes from CMD

              (func): API function name

              (out): how to output this info

    Returns:
              (dict): Unified CK dictionary:

                return (int): return code =  0, if successful
                                          >  0, if error
                (error) (str): error text if return > 0

                title (str): title string

                desc (str): original description

                module (str): CK module name

                api (str): api 

                line (str): description string in the CK module
    """

    p = i.get('path', '')
    f = i.get('func', '')
    o = i.get('out', '')

    muoa = i.get('module_uoa', '')

    t = ''      # last function description (if redirect to another API)
    t_orig = ''  # original function description
    l = 0       # API line
    a = ''      # accumulated API

    if p == '' and muoa != '':
        rx = load({'module_uoa': cfg['module_name'],
                   'data_uoa': muoa})
        if rx['return'] > 0:
            return rx
        p = rx['path']

    if p == '':
        p1 = os.path.dirname(os.path.dirname(work['dir_default_repo']))
        p = os.path.join(p1, cfg['file_kernel_py'])

        if not os.path.isfile(p):
            return {'return': 1, 'error': 'kernel not found in '+p}
    else:
        p = os.path.join(p, 'module.py')

    if os.path.isfile(p):
        rx = load_text_file({'text_file': p, 'split_to_list': 'yes'})
        if rx['return'] > 0:
            return rx

        lst = rx['lst']

        k = -1
        while k < len(lst)-1:
            k += 1
            q = lst[k]

            if q.find('def '+f+'(') >= 0 or q.find('def '+f+' (') >= 0 or \
               q.find('def\t'+f+'(') >= 0 or q.find('def\t'+f+' (') >= 0:

                j = k-1
                if j >= 0 and lst[j].strip() == '':
                    j -= 1
                    if j >= 0 and lst[j].strip() == '':
                        j -= 1

                x = 'x'
                while j >= 0 and x != '' and not x.startswith('###'):
                    x = lst[j].strip()
                    if x != '' and not x.startswith('###'):
                        if x == '#':
                            x = ' '
                        elif x.startswith('# '):
                            x = x[2:]
                        t = x+'\n'+t
                    j -= 1

                if t != '':
                    l = j+2
                    if t_orig == '':
                        t_orig = t

                # Find starting point of an API
                j = k+1
                if j < len(lst) and lst[j].find('"""') >= 0:
                    j += 1

                # Check if redirect to another function
                restart = False
                if j < len(lst):
                    x = lst[j].strip()
                    if x.lower().startswith("see"):
                        z1 = x.find('"')
                        if z1 > 0:
                            z2 = x.find('"', z1+1)
                            if z2 > 0:
                                f = x[z1+1:z2]  # new function name
                                k = -1
                                restart = True  # restart search for new function

                if not restart:
                    x = ''
                    while x.find('"""') < 0 and j < len(lst):
                        x = lst[j]
                        if x.find('"""') < 0:
                            a += x+'\n'
                        j += 1

    if t == '' and a == '':
        return {'return': 1, 'error': 'function not found'}

    dd = t_orig.strip()
    if o == 'con':
        out('Description: '+dd)
        out('')
        out('Module: '+p)
        out('')
        out('Line: '+str(l))
        out('')
        out('API:')
        out(a)
    elif o == 'web':
        out('<B>Function:</B> '+t+'<BR>')
        out('<BR>')
        out('<B>Module:</B> '+p+'<BR>')
        out('<BR>')
        out('<B>API:</B><BR>')
        out('<pre>')
        out(a)
        out('</pre><BR>')

    return {'return': 0, 'title': t, 'desc': dd, 'module': p, 'api': a, 'line': l}


##############################################################################
# Print path to the default repo
#
# TARGET: CK kernel and low-level developers


[docs]def get_default_repo(i):
    """Print path to the default repo
       Target audience: CK kernel and low-level developers

    Args:    

    Returns:
              (dict): Unified CK dictionary:

                return (int): return code =  0, if successful
                                          >  0, if error
                (error) (str): error text if return > 0

                path (str): path
    """

    o = i.get('out', '')

    p=work.get('dir_default_repo','')

    if o == 'con':
        out(p)

    return {'return':0, 'path':p}


##############################################################################
# Convert CID to a dict and add missing parts in CID from the current path
#
# TARGET: CK kernel and low-level developers


[docs]def parse_cid(i):
    """Convert CID to a dict and add missing parts in CID from the current path
       Target audience: CK kernel and low-level developers

    Args:    
              cid (str): in format (REPO_UOA:)MODULE_UOA:DATA_UOA 
              (cur_cid) (str): output from the "detect_cid_in_current_path" function
              (ignore_error) (str): if 'yes', ignore wrong format

    Returns:
              (dict): Unified CK dictionary:

                return (int): return code =  0, if successful
                                          >  0, if error
                (error) (str): error text if return > 0

                data_uoa (str): CK data UOA

                module_uoa (str): CK module UOA

                (repo_uoa) (str): CK repo UOA
    """

    r = {'return': 0}
    c = i['cid'].strip()

    ie = i.get('ignore_error', '')

    cc = i.get('cur_cid', {})

    a0 = cc.get('repo_uoa', '')
    m0 = cc.get('module_uoa', '')
    d0 = cc.get('data_uoa', '')

    if c.startswith(cfg['detect_cur_cid']) or c.startswith(cfg['detect_cur_cid1']):
        c = c[1:]

    x = c.split(':')
    if len(x) < 2 and m0 == '':
        if ie != 'yes':
            return {'return': 1, 'error': 'unknown CID format'}
        else:
            return r

    if c == '':
        r['repo_uoa'] = a0
        r['module_uoa'] = m0
        r['data_uoa'] = d0
    elif len(x) == 1:
        if a0 != '':
            r['repo_uoa'] = a0
        r['module_uoa'] = m0
        r['data_uoa'] = x[0]
    elif len(x) == 2:
        if a0 != '':
            r['repo_uoa'] = a0
        r['module_uoa'] = x[0]
        r['data_uoa'] = x[1]
    elif len(x) == 3:
        r['repo_uoa'] = x[0]
        r['module_uoa'] = x[1]
        r['data_uoa'] = x[2]
    else:
        if ie != 'yes':
            return {'return': 1, 'error': 'unknown CID format'}

    return r


##############################################################################
# Create a CK entry with UID or alias in the given path
#
# TARGET: CK kernel and low-level developers


[docs]def create_entry(i):
    """Create a CK entry with UID or alias in the given path
       Target audience: CK kernel and low-level developers

    Args:    
              path (str): path where to create an entry
              (split_dirs) (int): number of first characters to split directory into subdirectories
                                  to be able to handle many entries (similar to Mediawiki)
              (data_uoa) (str): CK entry UOA
              (data_uid) (str): if data_uoa is an alias, we can force data UID

              (force) (str): if 'yes', force to create CK entry even if related directory already exists

              (allow_multiple_aliases) (str); if 'yes', allow multiple aliases for the same UID 
                                              (needed for cKnowledge.io to publish
                                              renamed components with the same UID)

    Returns:
              (dict): Unified CK dictionary:

                return (int): return code =  0, if successful
                                          >  0, if error
                (error) (str): error text if return > 0

                path (str): path to the created CK entry

                data_uid (str): UID of the created CK entry

                data_alias (str): alias of the created CK entry

                data_uoa (str): alias or UID (if alias=="") of the created CK entry
    """

    p0 = i.get('path', '')
    d = i.get('data_uoa', '')
    di = i.get('data_uid', '')

    # Experimental functionality for cKnowledge.io
    ama = (i.get('allow_multiple_aliases', '') == 'yes')

    split_dirs = safe_int(i.get('split_dirs', 0), 0)

    xforce = i.get('force', '')
    if xforce == 'yes':
        force = True
    else:
        force = False

    # If no uoa, generate UID
    alias = ''
    uid = ''
    if d == '':
        if di == '':
            r = gen_uid({})
            if r['return'] > 0:
                return r
            uid = r['data_uid']
        else:
            uid = di

            # Check if already exists
            iii = {'path': p0, 'data_uoa': uid}
            if split_dirs != 0:
                iii['split_dirs'] = split_dirs
            r = find_path_to_entry(iii)
            if r['return'] > 0 and r['return'] != 16:
                return r
            elif r['return'] == 0:
                r['return'] = 16
                return r

        alias = ''
    else:
        # Check if already exists
        if not force:
            # Check if already exists
            iii = {'path': p0, 'data_uoa': d}
            if split_dirs != 0:
                iii['split_dirs'] = split_dirs
            r = find_path_to_entry(iii)
            if r['return'] > 0 and r['return'] != 16:
                return r
            elif r['return'] == 0:
                r['return'] = 16
                return r

        if is_uid(d):
            uid = d
            alias = ''
        else:
            alias = d
            if di != '':
                uid = i['data_uid']
            else:
                r = gen_uid({})
                if r['return'] > 0:
                    return r
                uid = r['data_uid']

    # Check dir name
    dir_name = (alias, uid)[alias == '']

    # Check split
    p00 = p0
    sd1, sd2 = split_name(dir_name, split_dirs)
    if sd2 != '':  # otherwise name is smaller than the split number
        p00 = os.path.join(p0, sd1)

        # Create first split if doesn't exist
        if not os.path.isdir(p00):
            os.mkdir(p00)

    # Finalize path to entry
    p = os.path.join(p00, dir_name)

    # Check alias disambiguation
    if alias != '':
        p1 = os.path.join(p0, cfg['subdir_ck_ext'])
        if not os.path.isdir(p1):
            # Create .cm directory
            try:    # pragma: no cover
                os.mkdir(p1)
            except Exception as e:
                return {'return': 1, 'error': format(e)}

        # Check if alias->uid exist
        p3 = os.path.join(p1, cfg['file_alias_a'] + alias)
        if os.path.isfile(p3):     # pragma: no cover
            try:
                fx = open(p3)
                uid1 = fx.readline().strip()
                fx.close()
            except Exception as e:
                None

            if uid1 != uid:
                return {'return': 1, 'error': 'different alias->uid disambiguator already exists in '+p3}

        # Check if uid->alias exist
        xalias = alias
        p2 = os.path.join(p1, cfg['file_alias_u'] + uid)
        if os.path.isfile(p2):     # pragma: no cover
            alias1 = ''
            alias1s = []
            try:
                fx = open(p2)
                alias1 = fx.read().strip()
                alias1s = alias1.split('\n')
                fx.close()
            except Exception as e:
                None

            if alias not in alias1s:
                if ama:
                    xalias = alias+'\n'+alias1
                else:
                    return {'return': 1, 'error': 'different uid->alias disambiguator already exists in '+p2}

        ru = save_text_file({'text_file': p3, 'string': uid+'\n'})
        if ru['return'] > 0:
            return ru

        ru = save_text_file({'text_file': p2, 'string': xalias+'\n'})
        if ru['return'] > 0:
            return ru

    # Create directory
    if not os.path.exists(p):
        try:
            os.mkdir(p)
        except Exception as e:
            return {'return': 1, 'error': format(e)}

    uoa = uid
    if alias != '':
        uoa = alias

    return {'return': 0, 'path': p, 'data_uid': uid, 'data_alias': alias, 'data_uoa': uoa}


##############################################################################
# Delete the CK entry alias from a given path
#
# TARGET: CK kernel and low-level developers


[docs]def delete_alias(i):
    """Delete the CK entry alias from a given path
       Target audience: CK kernel and low-level developers

    Args:    
              path (str): path to the CK entry
              data_uid (str): CK entry UID
              (data_alias) (str): CK entry alias
              (repo_dict) (str): meta description of a given CK repository 
                                 to check if there is an automatic sync
                                 with a Git repository
              (share) (str): if 'yes', try to delete using the Git client

    Returns:
              (dict): Unified CK dictionary:

                return (int): return code =  0, if successful
                                          >  0, if error
                (error) (str): error text if return > 0
    """

    rd = i.get('repo_dict', {})
    rshared = rd.get('shared', '')
    rsync = rd.get('sync', '')

    if i.get('share', '') == 'yes':
        rshared = 'git'

    p = i['path']
    alias = i.get('data_alias', '')
    uid = ''

    if alias != '' and os.path.isdir(p):
        p0 = os.path.join(p, cfg['subdir_ck_ext'])

        p9 = cfg['file_alias_a'] + alias
        p1 = os.path.join(p0, p9)

        if rshared != '':
            ppp = os.getcwd()
            os.chdir(p0)

        if os.path.isfile(p1):
            try:
                f = open(p1)
                uid = f.readline().strip()
                f.close()
            except Exception as e:
                None

            if rshared != '':
                ss = cfg['repo_types'][rshared]['rm'].replace('$#files#$', p9)
                rx = os.system(ss)

            if os.path.isfile(p1):
                os.remove(p1)

        if uid == '':
            uid = i['data_uid']

        if uid != '':
            p9 = cfg['file_alias_u'] + uid
            p1 = os.path.join(p0, p9)
            if os.path.isfile(p1):
                # Check if multiple aliases
                delete = True

                alias1 = ''
                alias1s = []
                try:
                    fx = open(p1)
                    alias1 = fx.read().strip()
                    alias1s = alias1.split('\n')
                    fx.close()
                except Exception as e:
                    None

                if len(alias1s) > 1:
                    delete = False
                    alias1s.remove(alias)
                    xalias = '\n'.join(alias1s)

                    # Update alias disambiguator
                    ru = save_text_file({'text_file': p1, 'string': xalias})
                    if ru['return'] > 0:
                        return ru

                if delete:
                    if rshared != '':
                        ss = cfg['repo_types'][rshared]['rm'].replace(
                            '$#files#$', p9)
                        rx = os.system(ss)

                    if os.path.isfile(p1):
                        os.remove(p1)

        if rshared != '':
            os.chdir(ppp)

    return {'return': 0}


##############################################################################
# Delete a given directory with all sub-directories (must be very careful)
#
# TARGET: CK kernel and low-level developers


[docs]def delete_directory(i):
    """Delete a given directory with all sub-directories (must be very careful)
       Target audience: CK kernel and low-level developers

    Args:    
              path (str): path to delete

    Returns:
              (dict): Unified CK dictionary:

                return (int): return code =  0, if successful
                                          >  0, if error
                (error) (str): error text if return > 0
    """

    import shutil

    p = i['path']

    if os.path.isdir(p):
        shutil.rmtree(p, onerror=rm_read_only)

    return {'return': 0}


##############################################################################
# Convert dictionary into CK flat format
#
# TARGET: end users


[docs]def flatten_dict(i):
    """
    Any list item is converted to @number=value
    Any dict item is converted to #key=value
    # is always added at the beginning 

    Input:  {
              dict         - python dictionary

              (prefix)     - prefix (for recursion)

              (prune_keys) - list of keys to prune (can have wildcards)
            }

    Output: {
              return  - return code =  0, if successful
                                    >  0, if error
              (error) - error text if return > 0
              dict    - flattened dictionary
            }
    """

    prefix = '#'
    if i.get('prefix', '') != '':
        prefix = str(i['prefix'])

    a = i['dict']
    aa = {}

    pk = i.get('prune_keys', '')
    if pk == '':
        pk = []

    flatten_dict_internal(a, aa, prefix, pk)

    return {'return': 0, 'dict': aa}


##############################################################################
# Convert dictionary into the CK flat format
#
# TARGET: internal use for recursion


[docs]def flatten_dict_internal(a, aa, prefix, pk):
    """Convert dictionary into the CK flat format
       Target audience: internal use for recursion

    Args:    
              a (any):
              aa (dict): target dict
              prefix (str): key prefix
              pk: aggregated key?

    Returns:
              (dict): Unified CK dictionary:

                return (int): return code =  0, if successful
                                          >  0, if error
                (error) (str): error text if return > 0

                dict (dict): pass dict a from the input
    """

    # Start flattening
    if type(a) is dict or type(a) is list:
        i = 0
        for x in a:
            if type(a) is dict:
                v = a[x]
                prefix1 = prefix+'#'+str(x)
            else:
                prefix1 = prefix+'@'+str(i)
                v = x
            if type(v) is dict or type(v) is list:
                flatten_dict_internal(v, aa, prefix1, pk)
            else:
                if flatten_dict_internal_check_key(prefix1, pk):
                    aa[prefix1] = v
            i += 1
    else:
        if flatten_dict_internal_check_key(prefix, pk):
            aa[prefix] = a

    return {'return': 0, 'dict': a}


##############################################################################
# Convert dictionary into the CK flat format
#
# TARGET: internal use


[docs]def flatten_dict_internal_check_key(prefix, pk):
    """Convert dictionary into the CK flat format
       Target audience: internal use

    Args:    
              prefix (str): key prefix
              pk: aggregated key?

    Returns:
              (bool): key must be added if True
    """

    import fnmatch

    add = False

    if len(pk) == 0:
        add = True
    else:
        for c in pk:
            if '*' in c or '?' in c:
                if fnmatch.fnmatch(prefix, c):
                    add = True
                    break
            else:
                if prefix == c:
                    add = True
                    break

    return add


##############################################################################
# Get a value from a dict by the CK flat key
#
# TARGET: end users


[docs]def get_by_flat_key(i):
    """Get a value from a dict by the CK flat key
       Target audience: end users

    Args:    
              dict (dict): dictionary
              key (str): CK flat key

    Returns:
              (dict): Unified CK dictionary:

                return (int): return code =  0, if successful
                                          >  0, if error
                (error) (str): error text if return > 0

                value (any): value or None, if key doesn't exist
    """

    # Check vars
    v = None

    a = i['dict']
    k = i['key']

    # Remove leading # if exists
    if len(k) > 0 and k[0:1] == '#':
        k = k[1:]

    k1 = ''
    kt = ''  # type '#' or '@'
    x = 0
    finish = False

    while not finish:
        y = k[x]
        x += 1

        if y == '#' or y == '@':
            if kt == '#':
                if k1 not in a:
                    break
                a = a[k1]
            elif kt == '@':
                if len(a) <= type_long(k1):
                    break
                a = a[type_long(k1)]
            k1 = ''
            kt = y
        else:
            k1 += y

        if x >= len(k):
            break

    if k1 != '' and kt != '':
        if kt == '#':
            if k1 in a:
                v = a[k1]
        else:
            if len(a) > type_long(k1):
                v = a[type_long(k1)]

    return {'return': 0, 'value': v}


##############################################################################
# Set a value in a dictionary using the CK flat key
#
# TARGET: end users


[docs]def set_by_flat_key(i):
    """Set a value in a dictionary using the CK flat key
       Target audience: end users

    Args:    
              dict (dict): dictionary
              key (str): CK flat key
              value (any): value to set

    Returns:
              (dict): Unified CK dictionary:

                return (int): return code =  0, if successful
                                          >  0, if error
                (error) (str): error text if return > 0

                dict (dict): modified dict
    """

    a = i['dict']
    k = i['key']
    v = i['value']

    # Remove leading # if there
    if len(k) > 0 and k[0:1] == '#':
        k = k[1:]

    k1 = ''
    kt = ''  # type '#' or '@'
    x = 0
    finish = False

    while not finish:
        y = k[x]
        x += 1

        if y == '#' or y == '@':
            if kt == '#':
                if k1 not in a:
                    if y == '#':
                        a[k1] = {}
                    else:
                        a[k1] = []
                a = a[k1]
            elif kt == '@':
                if len(a) <= type_long(k1):
                    for q in range(len(a)-1, type_long(k1)):
                        if y == '#':
                            a.append({})
                        else:
                            a.append([])
                a = a[type_long(k1)]
            k1 = ''
            kt = y
        else:
            k1 += y

        if x >= len(k):
            break

    if k1 != '' and kt != '':
        if kt == '#':
            a[k1] = v
        else:
            if len(a) <= type_long(k1):
                for q in range(len(a)-1, type_long(k1)):
                    if y == '#':
                        a.append({})
                    else:
                        a.append([])
            a[type_long(k1)] = v

    return {'return': 0, 'dict': i['dict']}


##############################################################################
# Restore CK flattened dict
#
# TARGET: end users


[docs]def restore_flattened_dict(i):
    """Restore flattened dict
       Target audience: end users

    Args:    
              dict (dict): CK flattened dictionary

    Returns:
              (dict): Unified CK dictionary:

                return (int): return code =  0, if successful
                                          >  0, if error
                (error) (str): error text if return > 0

                dict (dict): restored dict
    """

    # Check vars
    a = {}  # default
    b = i['dict']
    first = True
    for x in b:
        if first:
            first = False
            y = x[1:2]
            if y == '@':
                a = []
            else:
                a = {}

        set_by_flat_key({'dict': a, 'key': x, 'value': b[x]})

    return {'return': 0, 'dict': a}


##############################################################################
# Set a lock in a given path (to handle parallel writes to CK entries)
#
# TARGET: CK kernel and low-level developers


[docs]def set_lock(i):
    """Set a lock in a given path (to handle parallel writes to CK entries)
       Target audience: CK kernel and low-level developers

    Args:    
              path (str): path to be locked

              (get_lock) (str): if 'yes', lock this entry
              (lock_retries) (int): number of retries to aquire lock (default=11)
              (lock_retry_delay) (float): delay in seconds before trying to aquire lock again (default=3)
              (lock_expire_time) (float): number of seconds before lock expires (default=30)

              (unlock_uid) (str): UID of the lock to release it

    Returns:
              (dict): Unified CK dictionary:

                return (int): return code =  0, if successful
                                          >  0, if error
                (error) (str): error text if return > 0

                (lock_uid) (str):  lock UID, if locked successfully
    """

    p = i['path']

    gl = i.get('get_lock', '')
    uuid = i.get('unlock_uid', '')
    exp = float(i.get('lock_expire_time', '30'))

    rr = {'return': 0}

    if gl == 'yes' or uuid != '':
        pl = os.path.join(p, cfg['subdir_ck_ext'], cfg['file_for_lock'])

        luid = ''
        if os.path.isfile(pl):
            import time

            # Read lock file
            try:
                f = open(pl)
                luid = f.readline().strip()
                exp = float(f.readline().strip())
                if exp < 0:
                    exp = 1
                f.close()
            except Exception as e:
                return {'return': 1, 'error': 'problem reading lock file'}

            # Check if lock has expired
            if gl == 'yes' and uuid == '':
                # Retry if locked
                retry = int(i.get('lock_retries', '11'))
                retryd = float(i.get('lock_retry_delay', '3'))

                dt = os.path.getmtime(pl)+exp-time.time()
                if dt > 0:
                    while retry > 0 and os.path.isfile(pl) and dt > 0:
                        retry -= 1
                        time.sleep(retryd)
                        if os.path.isfile(pl):
                            dt = os.path.getmtime(pl)+exp-time.time()

                    if retry == 0 and dt > 0 and os.path.isfile(pl):
                        return {'return': 32, 'error': 'entry is still locked'}

                luid = ''
                if os.path.isfile(pl):
                    os.remove(pl)

        # Release lock if requested (and if not locked by another UID)
        if luid != '' and uuid != '':
            if luid != uuid:
                return {'return': 32, 'error': 'entry is locked with another UID'}
            luid = ''
            os.remove(pl)

        # Finish acquiring lock
        if gl == 'yes':
            # (Re)acquire lock
            if uuid == '':
                r = gen_uid({})
                if r['return'] > 0:
                    return r
                luid = r['data_uid']
            else:
                luid = uuid

            # Write lock file
            try:
                f = open(pl, 'w')
                f.write(luid+'\n')
                f.write(str(exp)+'\n')
                f.close()
            except Exception as e:
                return {'return': 1, 'error': 'problem writing lock file'}

            rr['lock_uid'] = luid

    return rr


##############################################################################
# Check if a given path is locked. Unlock if requested.
#
# TARGET: CK kernel and low-level developers


[docs]def check_lock(i):
    """Check if a given path is locked. Unlock if requested.
       Target audience: CK kernel and low-level developers

    Args:    
              path (str): path to be checked/unlocked
              (unlock_uid) (str): UID of the lock to release it

    Returns:
              (dict): Unified CK dictionary:

                return (int): return code =  0, if successful
                                          >  0, if error
                (error) (str): error text if return > 0
    """

    p = i['path']
    uuid = i.get('unlock_uid', '')

    pl = os.path.join(p, cfg['subdir_ck_ext'], cfg['file_for_lock'])

    luid = ''
    if os.path.isfile(pl):
        import time

        # Read lock file
        try:
            f = open(pl)
            luid = f.readline().strip()
            exp = float(f.readline().strip())
            if exp < 0:
                exp = 1
            f.close()
        except Exception as e:
            return {'return': 1, 'error': 'problem reading lock file'}

        # Check if lock has expired
        dt = os.path.getmtime(pl)+exp-time.time()
        if dt < 0:
            # Expired
            if uuid == '' or uuid == luid:
                os.remove(pl)
            else:
                return {'return': 32, 'error': 'entry lock UID is not matching'}
        else:
            if uuid == '':
                return {'return': 32, 'error': 'entry is locked'}
            elif uuid != luid:
                return {'return': 32, 'error': 'entry is locked with different UID'}

    elif uuid != '':
        return {'return': 32, 'error': 'lock was removed or expired'}

    return {'return': 0}


##############################################################################
# Get current date and time
#
# TARGET: end users


[docs]def get_current_date_time(i):
    """Get current date and time
       Target audience: end users

    Args:    
              (dict): empty dict

    Returns:
              (dict): Unified CK dictionary:

                return (int): return code =  0, if successful
                                          >  0, if error
                (error) (str): error text if return > 0

                array (dict); dict with date and time

                  - date_year (str)
                  - date_month (str)
                  - date_day (str)
                  - time_hour (str)
                  - time_minute (str)
                  - time_second (str)

                iso_datetime (str): date and time in ISO format
    """

    import datetime

    a = {}

    now1 = datetime.datetime.now()
    now = now1.timetuple()

    a['date_year'] = now[0]
    a['date_month'] = now[1]
    a['date_day'] = now[2]
    a['time_hour'] = now[3]
    a['time_minute'] = now[4]
    a['time_second'] = now[5]

    return {'return': 0, 'array': a, 'iso_datetime': now1.isoformat()}


##############################################################################
###########################################################
# Detect CID in the current directory
#
# TARGET: CK kernel and low-level developers


[docs]def detect_cid_in_current_path(i):
    """Detect CID in the current directory 
       Target audience: CK kernel and low-level developers

    Args:    
              (path) (str): path, or current directory if path==""

    Returns:
              (dict): Unified CK dictionary:

                return (int): return code =  0, if successful
                                          >  0, if error
                (error) (str): error text if return > 0

                repo_uoa (str): CK repo UOA

                repo_uid (str): CK repo UID

                repo_alias (str): CK repo alias

                (module_uoa) (str): CK module UOA

                (module_uid) (str): CK module UID

                (module_alias) (str): CK module alias

                (data_uoa) (str): CK entry (data) UOA

                (data_uid) (str): CK entry (data) UID

                (data_alias) (str): CK entry (data) alias
    """

    p = i.get('path', '')
    if p == '':
        p = os.getcwd()
    p = os.path.normpath(p)

    dirs = []
    p1 = ''
    pr = '*'
    found = False

    while pr != '':
        p1 = os.path.join(p, cfg['repo_file'])

        if os.path.isfile(p1):
            found = True
            break

        p2 = os.path.split(p)
        p = p2[0]
        pr = p2[1]
        dirs.append(pr)

    if not found:
        return {'return': 16, 'error': 'repository is not detected in the current path'}

    # Find info about repo (prepared as return dict)
    r = find_repo_by_path({'path': p})
    if r['return'] > 0:
        return r

    repo_dict = r.get('repo_dict', {})

    # Check info about module
    ld = len(dirs)

    if ld > 0:
        m = dirs[ld-1]

        split_dirs = 0
        rx = find_path_to_entry({'path': p, 'data_uoa': m})
        if rx['return'] > 0 and rx['return'] != 16:
            return rx
        elif rx['return'] == 0:
            r['module_uoa'] = rx['data_uoa']
            r['module_uid'] = rx['data_uid']
            r['module_alias'] = rx['data_alias']

            muid = rx['data_uid']
            muoa = rx['data_uoa']

            # Check if there is a split of directories for this module in local config
            # to handle numerous entries (similar to MediaWiki)
            split_dirs = get_split_dir_number(repo_dict, muid, muoa)

        # Check info about data
        if ld > 1:
            d = dirs[ld-2]
            iii = {}

            if split_dirs != 0:
                d = dirs[ld-3]
                iii['split_dirs'] = split_dirs

            iii['path'] = os.path.join(p, m)
            iii['data_uoa'] = d

            rx = find_path_to_entry(iii)
            if rx['return'] > 0 and rx['return'] != 16:
                return rx
            elif rx['return'] == 0:
                r['data_uoa'] = rx['data_uoa']
                r['data_uid'] = rx['data_uid']
                r['data_alias'] = rx['data_alias']

    return r


# **************************************************************************
# Actions, visible outside through module '*' such as [ck uid] or [ck uid *]
# **************************************************************************

############################################################
# Action: generate CK UID
#
# TARGET: end users


[docs]def uid(i):
    """CK action: generate CK UID
       Target audience: end users

    Args:    
              (dict): empty dict

    Returns:
              (dict): Unified CK dictionary:

                return (int): return code =  0, if successful
                                          >  0, if error
                (error) (str): error text if return > 0

                data_uid (str): UID in string format (16 lowercase characters 0..9,a..f)
    """

    o = i.get('out', '')

    r = gen_uid({})
    if r['return'] > 0:
        return r

    if o == 'con':
        out(r['data_uid'])

    return r


############################################################
# Action: print CK version
#
# TARGET: end users


[docs]def version(i):
    """CK action: print CK version
       Target audience: end users

    Args:    
              (dict): empty dict

    Returns:
              (dict): Unified CK dictionary:

                return (int): return code =  0, if successful
                                          >  0, if error
                (error) (str): error text if return > 0

                version (list): list of sub-versions starting from major version number

                version_str (str): version string

    """

    o = i.get('out', '')

    r = get_version({})
    if r['return'] > 0:
        return r
    version_str = r['version_str']

    if o == 'con':
        out('V'+version_str)

    return r


############################################################
# Action: print python version used by CK
#
# TARGET: end users


[docs]def python_version(i):
    """CK action: print python version used by CK
       Target audience: end users

    Args:    
              (dict): empty dict

    Returns:
              (dict): Unified CK dictionary:

                return (int): return code =  0, if successful
                                          >  0, if error
                (error) (str): error text if return > 0

                version (str): sys.version

                version_info (str): sys.version_info

    """

    import sys

    o = i.get('out', '')

    v1 = sys.version
    v2 = sys.version_info

    if o == 'con':
        out(v1)

    return {'return': 0, 'version': v1, 'version_info': v2}


############################################################
# Action: check CK server status
#
# TARGET: CK kernel and low-level developers


[docs]def status(i):
    """CK action: check CK server status
       Target audience: CK kernel and low-level developers

    Args:    
              (dict): empty dict

    Returns:
              (dict): Unified CK dictionary:

                return (int): return code =  0, if successful
                                          >  0, if error
                (error) (str): error text if return > 0

                outdated (str): if 'yes', newer version exists

    """

    outdated = ''

    o = i.get('out', '')

    try:
        import urllib.request as urllib2
    except:
        import urllib2

    try:
        from urllib.parse import urlencode
    except:
        from urllib import urlencode

    page = ''
    try:
        res = urllib2.urlopen(cfg['status_url'])
        page = res.read()
    except urllib2.HTTPError as e:
        return {'return': 1, 'error': 'Problem accessing server ('+format(e)+')'}
    except urllib2.URLError as e:
        return {'return': 1, 'error': 'Problem accessing server ('+format(e)+')'}

    # Support for Python 3
    if sys.version_info[0] > 2:
        try:
            page = page.decode('utf-8')
        except Exception as e:
            pass

    if page != '':
        s1 = 'version=\''
        i1 = page.find(s1)
        if i1 > 0:
            i2 = page.find('\'', i1+9)
            if i2 > 0:
                lversion_str = page[i1+len(s1):i2].strip()

                rx = check_version({'version': lversion_str})
                if rx['return'] > 0:
                    return rx

                ok = rx['ok']
                version_str = rx['current_version']
                if ok != 'yes':
                    outdated = 'yes'

                    if o == 'con':
                        out('Your version is outdated: V'+version_str)
                        out('New available version   : V'+lversion_str)
                        u = cfg.get('ck_web', '')
                        if u != '':
                            out('')
                            out('If you install CK via pip, upgrade it as follows (prefix with "sudo" on Linux):')
                            out(' $ pip install ck --upgrade')
                            out('')
                            out('If you use GitHub version, update CK kernel (and all other repositories) as follows:')
                            out(' $ ck pull all --kernel')
                            out('')
                            out('Visit '+u+' for more details!')

    if o == 'con':
        if outdated != 'yes':
            out('Your version is up-to-date: V'+version_str)
        elif outdated == '':
            out('Problem checking version ...')

    return {'return': 0, 'outdated': outdated}


############################################################
# Compare a given version with the CK version
#
# TARGET: CK kernel and low-level developers


[docs]def check_version(i):
    """Compare a given version with the CK version
       Target audience: CK kernel and low-level developers

    Args:    
              version (str): your version

    Returns:
              (dict): Unified CK dictionary:

                return (int): return code =  0, if successful
                                          >  0, if error
                (error) (str): error text if return > 0

                ok (str): if 'yes', your CK kernel version is outdated

                current_version (str): your CK kernel version

    """

    ok = 'yes'

    r = get_version({})
    if r['return'] > 0:
        return r
    version = r['version']
    version_str = r['version_str']

    # for compatibility with older versions
    lversion_str = i['version'].replace('dev', '.1')
    lversion = lversion_str.split('.')

    # Comparing
    for q in range(0, len(version)):
        if len(lversion) <= q:
            break

        v = version[q]
        lv = lversion[q]

        # try int first, then try string
        try:
            lv = int(lv)
            v = int(v)
        except Exception as e:
            pass

        if lv > v:
            ok = 'no'
            break

        if lv < v:
            break

    return {'return': 0, 'ok': ok, 'current_version': version_str}


############################################################
# Convert info about CK entry to CID
#
# TARGET: CK kernel and low-level developers


[docs]def convert_entry_to_cid(i):
    """Convert info about CK entry to CID
       Target audience: CK kernel and low-level developers

    Args:    
               (repo_uoa) (str): CK repo UOA
               (repo_uid) (str): CK repo UID
               (module_uoa) (str): CK module UOA
               (module_uid) (str): CK module UID
               (data_uoa) (str): CK entry (data) UOA
               (data_uid) (str): CK entry (data) UID

    Returns:
              (dict): Unified CK dictionary:

                return (int): return code =  0, if successful
                                          >  0, if error
                (error) (str): error text if return > 0

                cuoa (str); module_uoa:data_uoa           (substituted with ? if can't find)

                cid (str): module_uid:data_uid           (substituted with ? if can't find)

                xcuoa (str): repo_uoa:module_uoa:data_uoa  (substituted with ? if can't find)

                xcid (str): repo_uid:module_uid:data_uid  (substituted with ? if can't find)

    """

    xcuoa = ''
    xcid = ''

    if i.get('module_uoa', '') != '':
        cuoa = i['module_uoa']
    else:
        cuoa = '?'
    if i.get('module_uid', '') != '':
        cid = i['module_uid']
    else:
        cid = '?'

    cuoa += ':'
    cid += ':'

    if i.get('data_uoa', '') != '':
        cuoa += i['data_uoa']
    else:
        cuoa += '?'
    if i.get('data_uid', '') != '':
        cid += i['data_uid']
    else:
        cid += '?'

    if i.get('repo_uoa', '') != '':
        xcuoa = i['repo_uoa']+':'+cuoa
    else:
        xcuoa = '?:'+cuoa
    if i.get('repo_uid', '') != '':
        xcid = i['repo_uid']+':'+cid
    else:
        xcid = '?:'+cid

    r = {'return': 0}
    r['cuoa'] = cuoa
    r['cid'] = cid
    r['xcuoa'] = xcuoa
    r['xcid'] = xcid

    return r


# **************************************************************************
# Common actions (if not found in other modules, call these functions here)
# **************************************************************************

############################################################
# Open web browser with the help page for a given CK entry
#
# TARGET: CK kernel and low-level developers


[docs]def webhelp(i):
    """Open web browser with the help page for a given CK entry
       Target audience: CK kernel and low-level developers

    Args:    
               (dict): from the "access" function

    Returns:
              (dict): Unified CK dictionary:

                return (int): return code =  0, if successful
                                          >  0, if error
                (error) (str): error text if return > 0

    """

    a = i.get('repo_uoa', '')
    m = i.get('module_uoa', '')
    duoa = i.get('data_uoa', '')

    url = cfg['wiki_data_web']

    if m != '':
        if duoa == '':
            duoa = m
            m = cfg['module_name']

        r = find_path_to_data(
            {'repo_uoa': a, 'module_uoa': m, 'data_uoa': duoa})
        if r['return'] > 0:
            return r
        p = r['path']

        muoa = r.get('module_uoa', '')
        duoa = r.get('data_uoa', '')

        rx = convert_entry_to_cid(r)
        if rx['return'] > 0:
            return rx

        cuoa = rx['cuoa']
        cid = rx['cid']
        xcuoa = rx['xcuoa']
        xcid = rx['xcid']

        # Prepare URL
        url += muoa+':'+duoa  # cid.replace(':','/')

    out('Opening web page '+url+' ...')

    import webbrowser
    webbrowser.open(url)

    return {'return': 0}


############################################################
# Special function: open webbrowser with discussion wiki page for collaborative R&D
#  URL is taken from default kernel configuration cfg['wiki_data_web']
#
# TARGET: CK kernel and low-level developers


[docs]def wiki(i):
    """Open web browser with the discussion wiki page for a given CK entry
       Target audience: CK kernel and low-level developers

       URL is taken from default kernel configuration cfg['wiki_data_web']

    Args:    
               (repo_uoa) (str): CK repo UOA
               (module_uoa) (str): CK module UOA
               (data_uoa) (str): CK entry (data) UOA

    Returns:
              (dict): Unified CK dictionary:

                return (int): return code =  0, if successful
                                          >  0, if error
                (error) (str): error text if return > 0

    """

    ruoa = i.get('repo_uoa', '')
    muoa = i.get('module_uoa', '')
    duoa = i.get('data_uoa', '')

    url = cfg['wiki_data_web']

    if muoa == '' or duoa == '':
        # Try to detect CID in current path
        rx = detect_cid_in_current_path({})
        if rx['return'] == 0:
            muoa = rx.get('module_uoa', '')
            duoa = rx.get('data_uoa', '')

    if muoa == '' or duoa == '':
        return guide({})  # {'return':1, 'error':'entry is not defined'}

    r = find_path_to_data(
        {'repo_uoa': ruoa, 'module_uoa': muoa, 'data_uoa': duoa})
    if r['return'] > 0:
        return r

    rx = convert_entry_to_cid(r)
    if rx['return'] > 0:
        return rx

    cuoa = rx['cuoa']
    cid = rx['cid']
    xcuoa = rx['xcuoa']
    xcid = rx['xcid']

    # Prepare URL
    url += cid.replace(':', '_')

    out('Opening web page '+url+' ...')

    import webbrowser
    webbrowser.open(url)

    return {'return': 0}


############################################################
# Special function: open web browser with the private discussion wiki page for a given CK entry
#  URL is taken from default kernel configuration cfg['private_wiki_data_web']
#
# TARGET: CK kernel and low-level developers


[docs]def pwiki(i):
    """Open web browser with the private discussion wiki page for a given CK entry
       Target audience: CK kernel and low-level developers

       URL is taken from default kernel configuration cfg['private_wiki_data_web']

    Args:    
               (repo_uoa) (str): CK repo UOA
               (module_uoa) (str): CK module UOA
               (data_uoa) (str): CK entry (data) UOA

    Returns:
              (dict): Unified CK dictionary:

                return (int): return code =  0, if successful
                                          >  0, if error
                (error) (str): error text if return > 0

    """

    ruoa = i.get('repo_uoa', '')
    muoa = i.get('module_uoa', '')
    duoa = i.get('data_uoa', '')

    url = cfg['private_wiki_data_web']

    if muoa == '' or duoa == '':
        # Try to detect CID in current path
        rx = detect_cid_in_current_path({})
        if rx['return'] == 0:
            muoa = rx.get('module_uoa', '')
            duoa = rx.get('data_uoa', '')

    if muoa == '' or duoa == '':
        return {'return': 1, 'error': 'entry is not defined'}

    r = find_path_to_data(
        {'repo_uoa': ruoa, 'module_uoa': muoa, 'data_uoa': duoa})
    if r['return'] > 0:
        return r

    rx = convert_entry_to_cid(r)
    if rx['return'] > 0:
        return rx

    cuoa = rx['cuoa']
    cid = rx['cid']
    xcuoa = rx['xcuoa']
    xcid = rx['xcid']

    # Prepare URL
    url += cid.replace(':', '_')

    out('Opening web page '+url+' ...')

    import webbrowser
    webbrowser.open(url)

    return {'return': 0}


############################################################
# Special function: open webbrowser with API, if exists
#
# TARGET: CK kernel and low-level developers


[docs]def webapi(i):
    """Open web browser with the API page if exists
       Target audience: CK kernel and low-level developers

    Args:    
               (dict): from the "access" function(repo_uoa) (str): CK repo UOA

    Returns:
              (dict): Unified CK dictionary:

                return (int): return code =  0, if successful
                                          >  0, if error
                (error) (str): error text if return > 0

    """

    ruoa = i.get('repo_uoa', '')
    muoa = i.get('module_uoa', '')
    duoa = i.get('data_uoa', '')

    url = cfg['api_web']

    if muoa == '':
        muoa = duoa

    if muoa == '':
        url += 'ck_'+cfg['subdir_kernel']+'_api/html/kernel_8py.html'
    else:
        duoa = muoa
        muoa = cfg['module_name']

        r = load({'repo_uoa': ruoa, 'module_uoa': muoa, 'data_uoa': duoa})
        if r['return'] > 0:
            return r
        muoa = r['data_uoa']

        url += muoa+'/#api'

    out('Opening web page '+url+' ...')

    import webbrowser
    webbrowser.open(url)

    return {'return': 0}


############################################################
# Special function: open webbrowser with API, if exists
#
# TARGET: CK kernel and low-level developers


[docs]def browser(i):
    """Open web browser with the API if exists
       Target audience: CK kernel and low-level developers

    Args:    
              (template) (str): use this web template (CK wfe module)
              (repo_uoa) (str): CK repo UOA
              (module_uoa) (str): CK module UOA
              (data_uoa) (str): CK entry (data) UOA
              (extra_url) (str): Extra URL

    Returns:
              (dict): Unified CK dictionary:

                return (int): return code =  0, if successful
                                          >  0, if error
                (error) (str): error text if return > 0

    """

    # Check if ck-web is installed
    r = find({'module_uoa': 'module',
              'data_uoa': 'wfe'})
    if r['return'] > 0:
        if r['return'] != 16:
            return r

        out('Seems like ck-web repository is not installed (can\'t find wfe module)!')
        out('Please, install it via "ck pull repo:ck-web" and try again!')

        return {'return': 0}

    t = i.get('template', '')

    ruoa = i.get('repo_uoa', '')
    muoa = i.get('module_uoa', '')
    duoa = i.get('data_uoa', '')

    cid = ''
    if duoa != '' or muoa != '' or ruoa != '':
        if ruoa != '':
            cid = ruoa+':'
        if muoa != '':
            cid += muoa+':'
        if duoa != '':
            cid += duoa

    # Starting web service and asking to open page
    return access({'action': 'start', 'module_uoa': 'web', 'browser': 'yes',
                   'template': t, 'cid': cid, 'extra_url': i.get('extra_url', '')})


############################################################
# Special function: open webbrowser with user/developer guide wiki
#
# TARGET: CK kernel and low-level developers


[docs]def guide(i):
    """Open web browser with the user/developer guide wiki
       Target audience: CK kernel and low-level developers

    Args:    
              (dict): empty dict

    Returns:
              (dict): Unified CK dictionary:

                return (int): return code =  0, if successful
                                          >  0, if error
                (error) (str): error text if return > 0

    """

    url = cfg['ck_web_wiki']

    out('Opening web page '+url+' ...')

    import webbrowser
    webbrowser.open(url)

    return {'return': 0}


#########################################################
# Common action: print help for a given module
#
# TARGET: end users


[docs]def help(i):
    """CK action: print help for a given module
       Target audience: end users

    Args:    
              (module_uoa) (str): CK module UOA

    Returns:
              (dict): Unified CK dictionary:

                return (int): return code =  0, if successful
                                          >  0, if error
                (error) (str): error text if return > 0

                help (str): string with the help text

    """

    o = i.get('out', '')

    m = i.get('module_uoa', '')
    if m == '':
        m = '<module_uoa>'

    h = 'Usage: '+cfg['cmd'].replace('$#module_uoa#$', m)+'\n'

    if m == '<module_uoa>':
        h += '\n'
        h += '  Common actions for all CK modules (unless overloaded):\n'

        for q in sorted(cfg['common_actions']):
            s = q
            desc = cfg['actions'][q].get('desc', '')
            if desc != '':
                s += ' - '+desc
            h += '    * '+s+'\n'

        h += '\n'
        h += '  CK kernel actions:\n'

        for q in sorted(cfg['actions']):
            if q not in cfg['common_actions']:
                s = q
                desc = cfg['actions'][q].get('desc', '')
                if desc != '':
                    s += ' - '+desc
                h += '    * '+s+'\n'
    else:
        h += '\n'
        h += '  Available actions:\n\n'

        # Attempt to load
        r = list_actions({'module_uoa': m})
        if r['return'] > 0:
            return r
        actions = r['actions']

        if len(actions) == 0:
            h += '    Not described yet ...\n'
        else:
            for q in sorted(actions.keys()):
                s = q
                desc = actions[q].get('desc', '')
                if desc != '':
                    s += ' - '+desc
                h += '    * '+s+'\n'

        h += '\n'
        h += '  Common actions for this module from the CK kernel:\n'
        h += '    $ ck help\n'

    if m == '<module_uoa>':
        h += '\n'
        h += cfg['help_examples']

    h += '\n'
    h += cfg['help_web']

    if o == 'con':
        out(h)

    return {'return': 0, 'help': h}


#########################################################
# Common action: print short CK help
#
# TARGET: CK kernel and low-level developers


[docs]def short_help(i):
    """Print short CK help
       Target audience: end users

    Args:    
              (dict): empty dict

    Returns:
              (dict): Unified CK dictionary:

                return (int): return code =  0, if successful
                                          >  0, if error
                (error) (str): error text if return > 0

                help (str): string with the help text

    """

    import sys

    o = i.get('out', '')

    r = version({})
    if r['return'] > 0:
        return r

    h = 'CK version: '+r['version_str']+'\n'

    r = python_version({})
    if r['return'] > 0:
        return r

    x = sys.executable
    if x != None and x != '':
        h += '\nPython executable used by CK: '+x+'\n'

    h += '\nPython version used by CK: ' + \
        r['version'].replace('\n', '\n   ')+'\n'

    h += '\nPath to the default repo: '+work['dir_default_repo']+'\n'
    h += 'Path to the local repo:   '+work['dir_local_repo']+'\n'
    h += 'Path to CK repositories:  '+work['dir_repos']+'\n'

    # .replace('   ','')+'\n'
    h += '\n'+cfg['help_web'].replace('\n', '').strip()+'\n'

    h += 'CK Google group:      https://bit.ly/ck-google-group\n'
    h += 'CK Slack channel:     https://cKnowledge.org/join-slack\n'
    h += 'Stable CK components: https://cKnowledge.io'

    if o == 'con':
        out(h)

    return {'return': 0, 'help': h}


#########################################################
# Print input dictionary to screen for debugging
#
# TARGET: CK kernel and low-level developers


[docs]def print_input(i):
    """Print input dictionary to screen for debugging
       Target audience: CK kernel and low-level developers

       Used in console and web applications

    Args:    
              (dict): input

    Returns:
              (dict): Unified CK dictionary:

                return (int): return code =  0, if successful
                                          >  0, if error
                (error) (str): error text if return > 0

                html (str): input as JSON string

    """

    o = i.get('out', '')

    rx = dumps_json({'dict': i, 'sort_keys': 'yes'})
    if rx['return'] > 0:
        return rx

    h = rx['string']

    if o == 'con':
        out(h)

    return {'return': 0, 'html': h}


#########################################################
# Common action: print CK info about a given CK entry
#
# TARGET: end users


[docs]def info(i):
    """CK action: print CK info about a given CK entry
       Target audience: end users

    Args:    
              (repo_uoa) (str): CK repo UOA
              module_uoa (str): CK module UOA
              (data_uoa) (str): CK entry (data) UOA

    Returns:
              (dict): Unified CK dictionary:

                return (int): return code =  0, if successful
                                          >  0, if error
                (error) (str): error text if return > 0

                Keys from the "load" function

    """

    o = i.get('out', '')

    ruoa = i.get('repo_uoa', '')
    muoa = i.get('module_uoa', '')
    duoa = i.get('data_uoa', '')

    if muoa == '':
        return {'return': 1, 'error': 'module UOA is not defined'}

    module_info = False
    if duoa == '':
        module_info = True
        duoa = muoa
        muoa = cfg['module_name']

    ii = {'module_uoa': muoa, 'data_uoa': duoa}
    if ruoa != '':
        ii['repo_uoa'] = ruoa
    r = load(ii)
    if r['return'] > 0:
        return r

    if o == 'con':
        if module_info:
            p = r['path']
            dd = r['dict']

            developer = dd.get('developer', '')
            license = dd.get('license', '')
            desc = dd.get('desc', '')

            # Get user-friendly CID
            rx = convert_entry_to_cid(r)
            if rx['return'] > 0:
                return rx

            cuoa = rx['cuoa']
            cid = rx['cid']
            xcuoa = rx['xcuoa']
            xcid = rx['xcid']

            out('*** CID ***')
            out(cuoa+' ('+cid+')')

            out('')
            out('*** Path ***')
            out(p)

            if desc != '':
                out('')
                out('*** Description ***')
                out(desc)

            if developer != '':
                out('')
                out('*** Developer ***')
                out(developer)

            if license != '':
                out('')
                out('*** License ***')
                out(license)

        else:
            p = r['path']
            duid = r['data_uid']
            dalias = r['data_alias']
            muid = r['module_uid']
            malias = r['module_alias']

            out('Path  =        '+p)
            out('')
            out('Data alias =   '+dalias)
            out('Data UID   =   '+duid)
            out('')
            out('Module alias = '+malias)
            out('Module UID   = '+muid)

    return r


############################################################
# Common action: get CID from the current path
#
# TARGET: end users


[docs]def path(i):
    """CK action: get CID from the current path
       Target audience: end users

    Args:    
              (dict): empty dict

    Returns:
              (dict): Unified CK dictionary:

                return (int): return code =  0, if successful
                                          >  0, if error
                (error) (str): error text if return > 0

                Keys from the "detect_cid_in_current_path" function

    """

    o = i.get('out', '')

    r = detect_cid_in_current_path(i)
    if r['return'] > 0:
        return r

    rx = convert_entry_to_cid(r)
    if rx['return'] > 0:
        return rx

    cuoa = rx['cuoa']
    cid = rx['cid']
    xcuoa = rx['xcuoa']
    xcid = rx['xcid']

    # If console, print CIDs
    if o == 'con':
        out(cuoa)
        out(cid)
        out(xcuoa)
        out(xcid)

    return r


############################################################
# Common action: get CID from the current path or from the input
#
# TARGET: end users


[docs]def cid(i):
    """CK action: get CID from the current path or from the input
       Target audience: end users

    Args:    
              (repo_uoa) (str): CK repo UOA
              (module_uoa) (str): CK module UOA
              (data_uoa) (str): CK entry (data) UOA

              If above is empty, detect CID in the current path !

    Returns:
              (dict): Unified CK dictionary:

                return (int): return code =  0, if successful
                                          >  0, if error
                (error) (str): error text if return > 0

                data_uoa (str): CK entry (data) UOA

                module_uoa (str): CK module UOA

                (repo_uoa) (str): CK repo UOA

    """

    o = i.get('out', '')

    # Check which CID to detect
    ruoa = i.get('repo_uoa', '')
    muoa = i.get('module_uoa', '')
    duoa = i.get('data_uoa', '')

    if ruoa == '' and muoa == '' and duoa == '':
        r = detect_cid_in_current_path(i)
    else:
        r = find({'repo_uoa': ruoa, 'module_uoa': muoa, 'data_uoa': duoa})
    if r['return'] > 0:
        return r

    rx = convert_entry_to_cid(r)
    if rx['return'] > 0:
        return rx

    cid = rx['cid']

    # If console, print CIDs
    if o == 'con':
        out(cid)
        # Try to copy to Clipboard if supported by OS
        rx = copy_to_clipboard({'string': cid})
        # Ignore error

    return r


############################################################
# Copy current path to clipboard (productivity function)
#
# TARGET: CK kernel and low-level developers


[docs]def copy_path_to_clipboard(i):
    """Copy current path to clipboard (productivity function)
       Target audience: CK kernel and low-level developers

    Args:    
              (add_quotes) (str): if 'yes', add quotes

    Returns:
              (dict): Unified CK dictionary:

                return (int): return code =  0, if successful
                                          >  0, if error
                (error) (str): error text if return > 0

    """

    import os
    p = os.getcwd()

    if i.get('add_quotes', '') == 'yes':
        p = '"'+p+'"'

    rx = copy_to_clipboard({'string': p})
    # Ignore error

    return {'return': 0}


#########################################################
# Common action: load meta description from the CK entry
#
# TARGET: end users


[docs]def load(i):
    """CK action: load meta description from the CK entry
       Target audience: should use via ck.kernel.access

    Args:    
              (repo_uoa) (str): CK repo UOA
              module_uoa (str): CK module UOA
              data_uoa (str): CK entry (data) UOA

              (get_lock) (str): if 'yes', lock this entry
              (lock_retries) (int): number of retries to aquire lock (default=5)
              (lock_retry_delay) (float): delay in seconds before trying to aquire lock again (default=10)
              (lock_expire_time) (float): number of seconds before lock expires (default=30)

              (skip_updates) (str): if 'yes', do not load updates
              (skip_desc) (str): if 'yes', do not load descriptions

              (load_extra_json_files) (str): list of files to load from the entry

              (unlock_uid) (str): UID of the lock to release it

              (min) (str): show minimum when output to console (i.e. meta and desc)

              (create_if_not_found) (str): if 'yes', create, if entry is not found - useful to create and lock entries

    Returns:
              (dict): Unified CK dictionary:

                return (int): return code =  0, if successful
                                          >  0, if error
                (error) (str): error text if return > 0

                dict (dict): CK entry meta description

                (info) (dict): CK entry info

                (updates) (dict): CK entry updates

                (desc) (dict): CK entry description


                path (str): path to the CK entry

                path_module (str):  path to the CK module entry for this CK entry

                path_repo (str): path to the CK repository for this CK entry

                repo_uoa (str): CK repo UOA 

                repo_uid (str): CK repo UID

                repo_alias (str): CK repo alias

                module_uoa (str): CK module UOA 

                module_uid (str): CK module UID

                module_alias (str): CK module alias

                data_uoa (str): CK entry (data) UOA

                data_uid (str): CK entry (data) UID

                data_alias (str): CK entry (data) alias

                data_name (str): CK entry user friendly name


                (extra_json_files) (dict): merged dict from JSON files specified by 'load_extra_json_files' key


                (lock_uid) (str): unlock UID, if locked successfully

    """

    o = i.get('out', '')

    a = i.get('repo_uoa', '')
    m = i.get('module_uoa', '')
    d = i.get('data_uoa', '')

    if d == '':
        return {'return': 1, 'error': 'data UOA is not defined'}

    r = find_path_to_data({'repo_uoa': a, 'module_uoa': m, 'data_uoa': d})
    if r['return'] > 0:
        if r['return'] == 16 and i.get('create_if_not_found', '') == 'yes':
            r = add({'repo_uoa': a, 'module_uoa': m, 'data_uoa': d})
            if r['return'] > 0:
                return r
            r = find_path_to_data(
                {'repo_uoa': a, 'module_uoa': m, 'data_uoa': d})
            if r['return'] > 0:
                return r
        else:
            return r

    p = r['path']

    slu = i.get('skip_updates', '')
    sld = i.get('skip_desc', '')

    # Set/check lock
    i['path'] = p
    rx = set_lock(i)
    if rx['return'] > 0:
        return rx

    luid = rx.get('lock_uid', '')

    # Load meta description
    r1 = load_meta_from_path(
        {'path': p, 'skip_updates': slu, 'skip_desc': sld})
    if r1['return'] > 0:
        return r1

    r.update(r1)
    r['path'] = p

    r['data_name'] = r1.get('info', {}).get('data_name', '')

    if luid != '':
        r['lock_uid'] = luid

    # If load extra files
    lejf = i.get('load_extra_json_files', [])
    if len(lejf) > 0:
        ejf = {}
        for ff in lejf:
            rx = load_json_file({'json_file': os.path.join(p, ff)})
            if rx['return'] > 0:
                return rx
            ejf[ff] = rx['dict']
        r['extra_json_files'] = ejf

    # If console mode, print json
    if o == 'con':
        dd = r
        if i.get('min', '') == 'yes':
            dd = {
                'desc': r.get('desc', {}),
                'dict': r.get('dict', {})
            }

        rr = dumps_json({'dict': dd, 'sort_keys': 'yes'})
        if rr['return'] == 0:
            out(rr['string'])

    return r


#########################################################
# Common action: find CK entry via the 'load' function
#
# TARGET: end users


[docs]def find(i):
    """CK action: find CK entry via the 'load' function
       Target audience: should use via ck.kernel.access

    Args:    
              (repo_uoa) (str): CK repo UOA
              module_uoa (str): CK module UOA
              data_uoa (str): CK entry (data) UOA

    Returns:
              (dict): Unified CK dictionary:

                return (int): return code =  0, if successful
                                          >  0, if error
                (error) (str): error text if return > 0

                Output from the 'load' function 

                number_of_entries (int): total number of found entries
    """

    o = i.get('out', '')

    rr = find2(i)
    if rr['return'] > 0:
        if rr['return'] == 16 and cfg.get('download_missing_components', '') == 'yes':
            import copy

            muoa = i.get('module_uoa', '')
            duoa = i.get('data_uoa', '')

#          out('')
#          out('  WARNING: checking missing components "'+muoa+':'+duoa+'" at the CK portal ...')

            ii = copy.deepcopy(i)

            ii['repo_uoa'] = cfg['default_exchange_repo_uoa']
            ii['out'] = 'con'

            # Try to download
            ry = download(ii)
            if ry['return'] > 0:
                return ry

            # Restart local find
            rr = find2(i)

    return rr


#########################################################
# original find (internal function)


[docs]def find2(i):

    o = i.get('out', '')
    i['out'] = ''

    # Check wildcards
    lst = []

    a = i.get('repo_uoa', '')
    m = i.get('module_uoa', '')
    duoa = i.get('data_uoa', '')

    # Check tags
    tags = i.get('tags', '')
    ltags = []
    if tags != '':
        xtags = tags.split(',')
        for q in xtags:
            ltags.append(q.strip())

    if duoa.strip() == '' and len(ltags) > 0:
        duoa='*'        

    if m == '':
        return {'return': 1, 'error': 'module UOA is not defined'}
    if duoa == '':
        return {'return': 1, 'error': 'data UOA is not defined'}

    if a.find('*') >= 0 or a.find('?') >= 0 or m.find('*') >= 0 or m.find('?') >= 0 or duoa.find('*') >= 0 or duoa.find('?') >= 0:
        ii={'repo_uoa': a, 'module_uoa': m, 'data_uoa': duoa}

        if len(ltags) > 0:
            ii['search_dict'] = {'tags':ltags}
            ii['filter_func'] = 'search_filter'

        r = list_data(ii)
        if r['return'] > 0:
            return r

        lst = r['lst']

        r = {'return': 0}

        if len(lst) > 0:
            r.update(lst[0])
        else:
            return {'return': 16, 'error': 'entry was not found'}

    else:
        # Find path to data
        r = find_path_to_data(i)
        if r['return'] > 0:
            return r

        p = r['path']
        ruoa = r.get('repo_uoa', '')
        ruid = r.get('repo_uid', '')
        muoa = r.get('module_uoa', '')
        muid = r.get('module_uid', '')
        duid = r.get('data_uid', '')
        duoa = r.get('data_alias', '')
        if duoa == '':
            duoa = duid

        lst.append({'path': p, 'repo_uoa': ruoa, 'repo_uid': ruid,
                    'module_uoa': muoa, 'module_uid': muid,
                    'data_uoa': duoa, 'data_uid': duid})

    if o == 'con':
        pf = ''
        for q in lst:
            p = q['path']
            out(p)
            if pf == '':
                pf = p

    i['out'] = o

    r['number_of_entries'] = len(lst)

    return r


#########################################################
# Common action: print 'cd {path to CID}'
#
# TARGET: end users


[docs]def cd(i):
    """CK action: print 'cd {path to CID}'
       Target audience: end users

    Args:    
              (repo_uoa) (str): CK repo UOA
              module_uoa (str): CK module UOA
              data_uoa (str): CK entry (data) UOA
                 or
              cid (str): CK CID

    Returns:
              (dict): Unified CK dictionary:

                return (int): return code =  0, if successful
                                          >  0, if error
                (error) (str): error text if return > 0

                Output from the 'load' function 

                string (str): prepared string 'cd {path to entry}'
    """

    o = i.get('out', '')

    i['out'] = ''
    r = find(i)
    i['out'] = o

    if r['return'] > 0:
        return r

    noe = r.get('number_of_entries', '')
    if noe == '':
        noe = 0

    if noe > 1 and o == 'con':
        out('CK warning: '+str(noe)+' entries found! Selecting the first one ...')
        out('')

    p = r.get('path', '')
    if p != '':
        rx = get_os_ck({})
        if rx['return'] > 0:
            return rx

        plat = rx['platform']

        s = 'cd '
        if plat == 'win':
            s += '/D '

        if p.find(' ') > 0:
            p = '"'+p+'"'
        s += p

        out(s)

        r['string'] = s

        import platform
        import subprocess

        out('')
        out('Warning: you are in a new shell with a reused environment. Enter "exit" to return to the original one!')

        if platform.system().lower().startswith('win'):  # pragma: no cover
            p = subprocess.Popen(["cmd", "/k", s], shell=True, env=os.environ)
            p.wait()

        else:
            rx = gen_tmp_file({})
            if rx['return'] > 0:
                return rx
            fn = rx['file_name']

            rx = save_text_file({'text_file': fn, 'string': s})
            if rx['return'] > 0:
                return rx

            os.system("bash --rcfile "+fn)

    return r


#########################################################
# Common action: print 'cd {path to CID}' and copy to clipboard
#
# TARGET: end users


[docs]def cdc(i):  # pragma: no cover
    """CK action: print 'cd {path to CID}' and copy to clipboard
       Target audience: end users

    Args:    
              (repo_uoa) (str): CK repo UOA
              module_uoa (str): CK module UOA
              data_uoa (str): CK entry (data) UOA
                 or
              cid (str): CK CID

    Returns:
              (dict): Unified CK dictionary:

                return (int): return code =  0, if successful
                                          >  0, if error
                (error) (str): error text if return > 0

                Output from the 'load' function 

    """

    r = cd(i)
    if r['return'] > 0:
        return r

    s = r.get('string', '')
    if s != '':
        rx = copy_to_clipboard({'string': s})
        if rx['return'] > 0:
            return rx

    return r


##############################################################################
# Common action: create CK entry with a given meta-description in a CK repository
#
# TARGET: end users


[docs]def add(i):
    """CK action: create CK entry with a given meta-description in a CK repository
       Target audience: should use via ck.kernel.access

    Args:    
              (repo_uoa) (str): CK repo UOA
              module_uoa (str): CK module UOA
              data_uoa (str): CK entry (data) UOA
              (data_uid) (str): CK entry (data) UID (if UOA is an alias)
              (data_name) (str): User-friendly name of this entry

              (dict) (dict): meta description for this entry (will be recorded to meta.json)

              (update) (str): if == 'yes' and CK entry exists, update it

              (substitute) (str): if 'yes' and update=='yes' substitute dictionaries, otherwise merge!

              (dict_from_cid) (str): if !="", merge dict to meta description from this CID (analog of copy)
              (dict_from_repo_uoa) (str): merge dict from this CK repo UOA
              (dict_from_module_uoa) (str): merge dict from this CK module UOA
              (dict_from_data_uoa) (str): merge dict from this CK entry UOA 

              (desc) (dict): under development - defining SPECs for meta description in the CK flat format

              (extra_json_files) (dict): dict with extra json files to save to this CK entry 
                                         (keys in this dictionary are filenames)

              (tags) (str): list or comma separated list of tags to add to entry

              (info) (dict): entry info to record - normally, should not use it!
              (extra_info) (dict): enforce extra info such as

                                          - author
                                          - author_email
                                          - author_webpage
                                          - license
                                          - copyright

                                       If not specified then take it from the CK kernel (prefix 'default_')

              (updates) (dict): entry updates info to record - normally, should not use it!
              (ignore_update) (str): if 'yes', do not add info about update

              (ask) (str): if 'yes', ask questions, otherwise silent

              (unlock_uid) (str): unlock UID if was previously locked

              (sort_keys) (str): by default, 'yes'

              (share) (str): if 'yes', try to add via GIT

              (skip_indexing) (str): if 'yes', skip indexing even if it is globally on

              (allow_multiple_aliases) (str):  if 'yes', allow multiple aliases for the same UID 
                                               (needed for cKnowledge.io to publish
                                               renamed components with the same UID)


    Returns:
              (dict): Unified CK dictionary:

                return (int): return code =  0, if successful
                                          >  0, if error
                (error) (str): error text if return > 0

                Output from the 'create_entry' function

    """

    o = i.get('out', '')

    t = 'added'

    ra = i.get('repo_uoa', '')
    m = i.get('module_uoa', '')
    d = i.get('data_uoa', '')
    di = i.get('data_uid', '')
    dn = i.get('data_name', '')

    # Experimental functionality for cKnowledge.io
    ama = (i.get('allow_multiple_aliases', '') == 'yes')

    if cfg.get('allowed_entry_names', '') != '':
        import re

        anames = cfg.get('allowed_entry_names', '')

        if not re.match(anames, ra) or \
           not re.match(anames, m) or \
           not re.match(anames, d) or \
           not re.match(anames, di):
            return {'return': 1, 'error': 'found disallowed characters in names (allowed: "'+anames+'")'}

    if cfg.get('force_lower', '') == 'yes':
        ra = ra.lower()
        m = m.lower()
        d = d.lower()
        di = di.lower()

    uuid = i.get('unlock_uid', '')

    up = i.get('update', '')

    ask = i.get('ask', '')

    # Get repo path
    r = find_path_to_repo({'repo_uoa': ra})
    if r['return'] > 0:
        return r
    pr = r['path']

    ruoa = r['repo_uoa']
    ruid = r['repo_uid']
    ralias = r['repo_alias']

    rd = r['dict']
    rshared = rd.get('shared', '')
    rsync = rd.get('sync', '')

    if i.get('share', '') == 'yes':
        rsync = 'yes'

    # Check if writing is allowed
    ii = {'module_uoa': m, 'repo_uoa': r['repo_uoa'],
          'repo_uid': r['repo_uid'], 'repo_dict': rd}
    r = check_writing(ii)
    if r['return'] > 0:
        return r

    # Load info about module
    r = load({'module_uoa': cfg['module_name'],
              'data_uoa': m})
    if r['return'] > 0:
        return r
    elif r['return'] == 16:
        return {'return': 8, 'error': 'can\'t find path to module "'+m+'"'}
    muoa = r['data_uoa']
    muid = r['data_uid']
    malias = r['data_alias']
    pm = r['path']

    uid = r['data_uid']
    alias = r['data_alias']
    if alias == '':
        alias = uid
    module_desc = r['dict']

    # Check if there is a split of directories for this module in local config
    # to handle numerous entries (similar to MediaWiki)
    split_dirs = get_split_dir_number(rd, muid, muoa)

    # Ask additional questions
    if o == 'con' and ask == 'yes':
        # Asking for alias
        if d == '' or is_uid(d):
            r = inp({'text': 'Enter an alias (or Enter to skip it): '})
            d = r['string']

        # Asking for user-friendly name
        if dn == '' and up != 'yes':
            r = inp(
                {'text': 'Enter a user-friendly name of this entry (or Enter to reuse alias): '})
            dn = r['string']

    # Load dictionary from other entry if needed
    dfcid = i.get('dict_from_cid', '')
    dfruoa = i.get('dict_from_repo_uoa', '')
    dfmuoa = i.get('dict_from_module_uoa', '')
    dfduoa = i.get('dict_from_data_uoa', '')

    if dfcid != '':
        r = parse_cid({'cid': dfcid})
        if r['return'] > 0:
            return r
        dfruoa = r.get('repo_uoa', '')
        dfmuoa = r.get('module_uoa', '')
        dfduoa = r.get('data_uoa', '')

    if d != '' and not is_uoa(d):
        return {'return': 1, 'error': 'alias has disallowed characters'}

    if dfduoa != '':
        if dfmuoa == '':
            dfmuoa = m

        ii = {'module_uoa': dfmuoa, 'data_uoa': dfduoa}
        if dfruoa != '':
            ii['repo_uoa'] = dfruoa

        r = load(ii)
        if r['return'] > 0:
            return r

        df = r.get('dict', {})

    # Create first level entry (module)
    r = create_entry({'path': pr, 'data_uoa': alias, 'data_uid': uid})
    if r['return'] > 0 and r['return'] != 16:
        return r
    p1 = r['path']

    # Create second level entry (data)
    i1 = {'path': p1}
    if split_dirs != 0:
        i1['split_dirs'] = split_dirs
    pdd = ''
    if di != '':
        i1['data_uid'] = di
    if d != '':
        i1['data_uoa'] = d
    if ama:
        i1['allow_multiple_aliases'] = 'yes'

    rr = create_entry(i1)
    if rr['return'] > 0 and rr['return'] != 16:
        return rr

    duid = rr['data_uid']
    pdd = rr['data_uoa']
    dalias = rr['data_alias']

    # Preparing meta-description
    a = {}
    info = {}
    updates = {}
    desc = {}

    p2 = rr['path']
    p3 = os.path.join(p2, cfg['subdir_ck_ext'])
    p4 = os.path.join(p3, cfg['file_meta'])
    p4i = os.path.join(p3, cfg['file_info'])
    p4u = os.path.join(p3, cfg['file_updates'])
    p4d = os.path.join(p3, cfg['file_desc'])

    # If last entry exists
    if rr['return'] == 16:
        if up == 'yes':
            t = 'updated'

            # Check if locked
            rl = check_lock({'path': p2, 'unlock_uid': uuid})
            if rl['return'] > 0:
                if rl['return'] == 32:
                    rl['data_uoa'] = pdd
                    rl['data_uid'] = duid
                return rl

            # Entry exists, load configuration if update
            r2 = load_meta_from_path({'path': p2})
            if r2['return'] > 0:
                return r2
            a = r2['dict']
            info = r2.get('info', {})
            updates = r2.get('updates', {})
            desc = r2.get('desc', {})

            if dn == '':
                dn = info.get('data_name', '')
        else:
            return {'return': 16, 'error': 'entry already exists in path ('+p2+')'}
    else:
        # Create configuration directory
        if not os.path.isdir(p3):
            try:
                os.mkdir(p3)
            except Exception as e:
                return {'return': 1, 'error': format(e)}

    if dn == '' and not is_uid(d):
        dn = d

    if dfduoa != '':
        r = merge_dicts({'dict1': a, 'dict2': df})
        if r['return'] > 0:
            return r

    # If dict, info and updates are in input, try to merge ...
    cma = i.get('dict', {})
    cmad = i.get('desc', {})
    if i.get('substitute', '') == 'yes':
        a = cma
        desc = cmad
    else:
        r = merge_dicts({'dict1': a, 'dict2': cma})
        if r['return'] > 0:
            return r
        r = merge_dicts({'dict1': desc, 'dict2': cmad})
        if r['return'] > 0:
            return r

    # Check tags
    xtags = a.get('tags', [])

    tags = i.get('tags', '')
    if tags == '':
        tags = []
    elif type(tags) != list:
        tags = tags.split(',')

    for l in range(0, len(tags)):
        ll = tags[l].strip()
        if ll not in xtags:
            xtags.append(ll)

    if len(xtags) > 0:
        a['tags'] = xtags

    # Process info
    cminfo = i.get('info', {})
    if len(cminfo) != 0:
        info = cminfo
#       r=merge_dicts({'dict1':info, 'dict2':cminfo})
#       if r['return']>0: return r

    cmupdates = i.get('updates', {})
    if len(cmupdates) != 0:
        updates = cmupdates
#       r=merge_dicts({'dict1':updates, 'dict2':cmupdates})
#       if r['return']>0: return r

    # If name exists, add
    info['backup_module_uoa'] = muoa
    info['backup_module_uid'] = muid
    info['backup_data_uid'] = duid
    if dn != '':
        info['data_name'] = dn

    # Add control info
    ri = prepare_special_info_about_entry({})
    if ri['return'] > 0:
        return ri
    x = ri['dict']

    # Check if pre-set control params such as author, copyright, license
    ei = i.get('extra_info', {})
    if len(ei) != 0:
        x.update(ei)

    y = info.get('control', {})

    if i.get('ignore_update', '') != 'yes':
        if len(y) == 0:
            info['control'] = x
        else:
            y = updates.get('control', [])
            y.append(x)
            updates['control'] = y

    sk = i.get('sort_keys', '')
    if sk == '':
        sk = 'yes'

    if len(updates) > 0:
        # Record updates
        rx = save_json_to_file(
            {'json_file': p4u, 'dict': updates, 'sort_keys': sk})
        if rx['return'] > 0:
            return rx

    # Record meta description
    rx = save_json_to_file({'json_file': p4, 'dict': a, 'sort_keys': sk})
    if rx['return'] > 0:
        return rx

    # Record info
    rx = save_json_to_file({'json_file': p4i, 'dict': info, 'sort_keys': sk})
    if rx['return'] > 0:
        return rx

    # Record desc
    rx = save_json_to_file({'json_file': p4d, 'dict': desc, 'sort_keys': sk})
    if rx['return'] > 0:
        return rx

    # Record extra files if there
    ejf = i.get('extra_json_files', {})
    if len(ejf) > 0:
        for ff in ejf:
            dff = ejf[ff]
            rz = save_json_to_file(
                {'json_file': os.path.join(p2, ff), 'dict': dff, 'sort_keys': sk})
            if rz['return'] > 0:
                return rz

    if o == 'con':
        out('Entry '+d+' ('+duid+', '+p2+') '+t+' successfully!')

    # Check if needs to be synced
    if rshared != '' and rsync == 'yes':
        ppp = os.getcwd()

        os.chdir(pr)
        if os.path.isdir(cfg['subdir_ck_ext']):
            ss = cfg['repo_types'][rshared]['add'].replace(
                '$#path#$', pr).replace('$#files#$', cfg['subdir_ck_ext'])
            rx = os.system(ss)

        os.chdir(p1)
        if os.path.isdir(cfg['subdir_ck_ext']):
            ss = cfg['repo_types'][rshared]['add'].replace(
                '$#path#$', pr).replace('$#files#$', cfg['subdir_ck_ext'])
            rx = os.system(ss)

        ss = cfg['repo_types'][rshared]['add'].replace(
            '$#path#$', pr).replace('$#files#$', pdd)
        rx = os.system(ss)

        os.chdir(ppp)

    # Prepare output
    rr = {'return': 0,
          'dict': a,
          'info': info,
          'updates': updates,
          'path': p2,
          'path_module': pm,
          'path_repo': pr,
          'repo_uoa': ruoa,
          'repo_uid': ruid,
          'repo_alias': ralias,
          'module_uoa': muoa,
          'module_uid': muid,
          'module_alias': malias,
          'data_uoa': pdd,
          'data_uid': duid,
          'data_alias': dalias,
          'data_name': dn}

    # Check if need to add index
    if i.get('skip_indexing', '') != 'yes' and cfg.get('use_indexing', '') == 'yes':
        muid = rr['module_uid']
        if index_module(muid, ruid):
            duid = rr['data_uid']
            path = '/'+muid+'/'+duid+'/1'
            ri = access_index_server({'request': 'DELETE', 'path': path})
            if ri['return'] > 0:
                return ri
            ri = access_index_server(
                {'request': 'PUT', 'path': path, 'dict': rr})
            if ri['return'] > 0:
                return ri

    # Remove lock after update if needed
    if uuid != '':
        pl = os.path.join(p2, cfg['subdir_ck_ext'], cfg['file_for_lock'])
        if os.path.isfile(pl):
            os.remove(pl)

    rr['return'] = 0

    return rr


##############################################################################
# Common action: update CK entry meta-description
#
# TARGET: end users


[docs]def update(i):
    """CK action: update CK entry meta-description
       Target audience: should use via ck.kernel.access

    Args:    
              (repo_uoa) (str): CK repo UOA
              module_uoa (str): CK module UOA
              data_uoa (str): CK entry (data) UOA
              (data_uid) (str): CK entry (data) UID (if UOA is an alias)
              (data_name) (str): User-friendly name of this entry

              (dict) (dict): meta description for this entry (will be recorded to meta.json)

              (substitute) (str): if 'yes' and update=='yes' substitute dictionaries, otherwise merge!

              (dict_from_cid) (str): if !="", merge dict to meta description from this CID (analog of copy)
              (dict_from_repo_uoa) (str): merge dict from this CK repo UOA
              (dict_from_module_uoa) (str): merge dict from this CK module UOA
              (dict_from_data_uoa) (str): merge dict from this CK entry UOA 

              (desc) (dict): under development - defining SPECs for meta description in the CK flat format

              (extra_json_files) (dict): dict with extra json files to save to this CK entry 
                                         (keys in this dictionary are filenames)

              (tags) (str): list or comma separated list of tags to add to entry

              (info) (dict): entry info to record - normally, should not use it!
              (extra_info) (dict): enforce extra info such as

                                          - author
                                          - author_email
                                          - author_webpage
                                          - license
                                          - copyright

                                       If not specified then take it from the CK kernel (prefix 'default_')

              (updates) (dict): entry updates info to record - normally, should not use it!
              (ignore_update) (str): if 'yes', do not add info about update

              (ask) (str): if 'yes', ask questions, otherwise silent

              (unlock_uid) (str): unlock UID if was previously locked

              (sort_keys) (str): by default, 'yes'

              (share) (str): if 'yes', try to add via GIT

              (skip_indexing) (str): if 'yes', skip indexing even if it is globally on

              (allow_multiple_aliases) (str):  if 'yes', allow multiple aliases for the same UID 
                                               (needed for cKnowledge.io to publish
                                               renamed components with the same UID)


    Returns:
              (dict): Unified CK dictionary:

                return (int): return code =  0, if successful
                                          >  0, if error
                (error) (str): error text if return > 0


                Output from the "add" function (the last "add" in case of wildcards)

    """

    # Check if global writing is allowed
    r = check_writing({})
    if r['return'] > 0:
        return r

    # Try to load entry, if doesn't exist, add entry
    dd = {}

    o = i.get('out', '')
    i['out'] = ''

    # Check wildcards
    lst = []

    a = i.get('repo_uoa', '')
    m = i.get('module_uoa', '')
    duoa = i.get('data_uoa', '')

    if duoa == '':
        duoa = '*'

    single_not_found = False  # If no wild cards and entry not found, then add

    if a.find('*') >= 0 or a.find('?') >= 0 or m.find('*') >= 0 or m.find('?') >= 0 or duoa.find('*') >= 0 or duoa.find('?') >= 0:
        r = list_data({'repo_uoa': a, 'module_uoa': m, 'data_uoa': duoa})
        if r['return'] > 0:
            return r

        lst = r['lst']
    else:
        # Find path to data
        r = find_path_to_data(i)
        if r['return'] > 0:
            single_not_found = True
        else:
            p = r['path']
            ruoa = r.get('repo_uoa', '')
            ruid = r.get('repo_uid', '')
            muoa = r.get('module_uoa', '')
            muid = r.get('module_uid', '')
            duid = r.get('data_uid', '')
            duoa = r.get('data_alias', '')
            if duoa == '':
                duoa = duid

            lst.append({'path': p, 'repo_uoa': ruoa, 'repo_uid': ruid,
                        'module_uoa': muoa, 'module_uid': muid,
                        'data_uoa': duoa, 'data_uid': duid})

    # Update entries
    i['out'] = o

    r = {'return': 0}
    if single_not_found:
        r = add(i)
    else:
        i['update'] = 'yes'

        for q in lst:
            ii = {}
            ii.update(i)
            ii.update(q)
            r = add(ii)
            if r['return'] > 0:
                return r

    return r


##############################################################################
# Common action: edit data meta-description through external editor
#
# TARGET: end users


[docs]def edit(i):  # pragma: no cover
    """CK action: edit data meta-description through external editor
       Target audience: should use via ck.kernel.access

    Args: 
              (repo_uoa) (str): repo UOA
              module_uoa (str): module UOA
              data_uoa (str): data UOA

              (ignore_update) (str): (default==yes) if 'yes', do not add info about update
              (sort_keys) (str): (default==yes) if 'yes', sort keys

              (edit_desc) (str): if 'yes', edit description rather than meta 
                                       (useful for compiler descriptions)

    Returns:
              (dict): Unified CK dictionary:

                return (int): return code =  0, if successful
                                          >  0, if error
                (error) (str): error text if return > 0

    """

    o = i.get('out', '')

    ruoa = i.get('repo_uoa', '')
    muoa = i.get('module_uoa', '')
    duoa = i.get('data_uoa', '')

    iu = i.get('ignore_update', '')
    if iu == '':
        iu = 'yes'

    ed = i.get('edit_desc', '')

    sk = i.get('sort_keys', '')
    if sk == '':
        sk = 'yes'

    ii = {'action': 'load',
          'repo_uoa': ruoa,
          'module_uoa': muoa,
          'data_uoa': duoa,
          'common_func': 'yes'}
    r = access(ii)
    if r['return'] > 0:
        return r

    desc = r.get('desc', {})
    meta = r['dict']

    # Record to tmp file
    import tempfile
    # suffix is important - CK will delete such file!
    fd, fn = tempfile.mkstemp(suffix='.tmp', prefix='ck-')
    os.close(fd)
    os.remove(fn)

    if ed == 'yes':
        dd = desc
    else:
        dd = meta

    r = save_json_to_file({'json_file': fn, 'dict': dd, 'sort_keys': sk})
    if r['return'] > 0:
        return r

    # Get OS
    r = get_os_ck({})
    if r['return'] > 0:
        return r
    plat = r['platform']

    x = cfg['external_editor'][plat].replace('$#filename#$', fn)

    os.system(x)

    # Load file
    r = load_json_file({'json_file': fn})
    if r['return'] > 0:
        return r

    if ed == 'yes':
        desc = r['dict']
    else:
        meta = r['dict']

    # Update entry to finish sync/indexing
    ii = {'action': 'update',
          'repo_uoa': ruoa,
          'module_uoa': muoa,
          'data_uoa': duoa,
          'common_func': 'yes',
          'ignore_update': iu,
          'dict': meta,
          'desc': desc,
          'substitute': 'yes',
          'sort_keys': sk,
          'out': o}
    r = access(ii)

    # Delete tmp file
    if os.path.isfile(fn):
        os.remove(fn)

    return r


##############################################################################
# Common action: delete CK entry or CK entries
#
# TARGET: should use via ck.kernel.access


[docs]def rm(i):
    """CK action: delete CK entry or CK entries
       Target audience: should use via ck.kernel.access

    Args:    
              (repo_uoa) (str): CK repo UOA
              module_uoa (str): CK module UOA
              data_uoa (str): CK entry (data) UOA

              (force) (str): if 'yes', force deleting without questions
                 or
              (f) (str): to be compatible with rm -f 

              (share) (str): if 'yes', try to remove via GIT

              (tags) (str): use these tags in format tags=x,y,z to prune rm
                   or
              (search_string) (str); prune entries with expression *?


    Returns:
              (dict): Unified CK dictionary:

                return (int): return code =  0, if successful
                                          >  0, if error
                (error) (str): error text if return > 0

    """

    a = i.get('repo_uoa', '')

    # Check if global writing is allowed
    r = check_writing({'repo_uoa': a, 'delete': 'yes'})
    if r['return'] > 0:
        return r

    o = i.get('out', '')

    m = i.get('module_uoa', '')
    duoa = i.get('data_uoa', '')

    if duoa == '':
        return {'return': 1, 'error': 'data UOA is not defined'}

    lst = []

    tags = i.get('tags', '')
    ss = i.get('search_string', '')

    # Check wildcards
    if a.find('*') >= 0 or a.find('?') >= 0 or m.find('*') >= 0 or m.find('?') >= 0 or duoa.find('*') >= 0 or duoa.find('?') >= 0:
        if tags == '' and ss == '':
            r = list_data({'repo_uoa': a, 'module_uoa': m, 'data_uoa': duoa})
            if r['return'] > 0:
                return r
        else:
            r = search({'repo_uoa': a, 'module_uoa': m,
                        'data_uoa': duoa, 'tags': tags, 'search_string': ss})
            if r['return'] > 0:
                return r

        lst = r['lst']
    else:
        # Find path to data
        r = find_path_to_data(
            {'repo_uoa': a, 'module_uoa': m, 'data_uoa': duoa})
        if r['return'] > 0:
            return r

        p = r['path']

        ruoa = r.get('repo_uoa', '')
        ruid = r.get('repo_uid', '')

        muoa = r.get('module_uoa', '')
        muid = r.get('module_uid', '')

        duid = r.get('data_uid', '')
        duoa = r.get('data_alias', '')

        if duoa == '':
            duoa = duid

        uu = {'path': p, 'repo_uoa': ruoa, 'repo_uid': ruid,
              'module_uoa': muoa, 'module_uid': muid,
              'data_uoa': duoa, 'data_uid': duid}
        lst.append(uu)

    force = i.get('force', '')
    if force == '':
        force = i.get('f', '')

    first = True
    for ll in lst:
        p = ll['path']
        pm = os.path.split(p)[0]

        muid = ll['module_uid']
        muoa = ll['module_uoa']
        duid = ll['data_uid']
        duoa = ll['data_uoa']

        if duoa != duid:
            dalias = duoa
        else:
            dalias = ''

        # Get user-friendly CID
        x = muoa+':'+duoa
        if o == 'con':
            # Try to check if has data name (useful for env)
            p2 = os.path.join(p, cfg['subdir_ck_ext'], cfg['file_info'])
            if os.path.isfile(p2):
                r2 = load_json_file({'json_file': p2})
                if r2['return'] == 0:
                    x2 = r2['dict'].get('data_name', '')
                    if x2 != '' and x2 != None:
                        x = '"'+x2+'"\n    '+x

        xcuoa = x+' ('+muid+':'+duid+')'

        # Check repo/module writing
        ii = {'module_uoa': m,
              'repo_uoa': ll['repo_uoa'], 'repo_uid': ll['repo_uid']}
        r = check_writing(ii)
        if r['return'] > 0:
            return r

        rd = r.get('repo_dict', {})
        rshared = rd.get('shared', '')
        rsync = rd.get('sync', '')

        # Check if there is a split of directories for this module in local config
        # to handle numerous entries (similar to MediaWiki)
        split_dirs = get_split_dir_number(rd, muid, muoa)
        if split_dirs != 0:
            pm = os.path.split(pm)[0]

        shr = i.get('share', '')
        if shr == 'yes':
            rshared = 'git'
            rsync = 'yes'

        # If interactive
        to_delete = True
        if o == 'con' and force != 'yes':
            r = inp({'text': 'Are you sure to delete CK entry '+xcuoa+' ? (y/N): '})
            c = r['string'].lower()
            if c != 'y' and c != 'yes':
                to_delete = False

        # If deleting
        if to_delete:
            # First remove alias if exists
            if dalias != '':
                # Delete alias
                r = delete_alias({'path': pm, 'data_alias': dalias,
                                  'data_uid': duid, 'repo_dict': rd, 'share': shr})
                if r['return'] > 0:
                    return r

            if rshared != '':
                pp = os.path.split(p)
                pp0 = pp[0]
                pp1 = pp[1]

                ppp = os.getcwd()
                os.chdir(pp0)

                ss = cfg['repo_types'][rshared]['rm'].replace('$#files#$', pp1)
                rx = os.system(ss)

            # Delete directory
            r = {'return': 0}
            if os.path.isdir(p):
                r = delete_directory({'path': p})

            if rshared != '':
                os.chdir(ppp)

            if r['return'] > 0:
                return r

            # Check if need to delete index
            if cfg.get('use_indexing', '') == 'yes' and index_module(muid, ll['repo_uid']):
                path = '/'+muid+'/'+duid+'/1'
                ri = access_index_server({'request': 'DELETE', 'path': path})
                if ri['return'] > 0:
                    return ri

            if o == 'con':
                out('   Entry '+xcuoa+' was successfully deleted!')

    return {'return': 0}


##############################################################################
# Common action: delete CK entry or CK entries
#
# TARGET: should use via ck.kernel.access


[docs]def remove(i):
    """CK action: delete CK entry or CK entries
       Target audience: should use via ck.kernel.access

    Args:    
              See "rm" function

    Returns:
              See "rm" function

    """

    return rm(i)


##############################################################################
# Common action: delete CK entry or CK entries
#
# TARGET: should use via ck.kernel.access


[docs]def delete(i):
    """CK action: delete CK entry or CK entries
       Target audience: should use via ck.kernel.access

    Args:    
              See "rm" function

    Returns:
              See "rm" function

    """

    return rm(i)


##############################################################################
# Common action: rename CK entry
#
# TARGET: should use via ck.kernel.access


[docs]def ren(i):
    """CK action: rename CK entry
       Target audience: should use via ck.kernel.access

    Args:    
              (repo_uoa) (str): CK repo UOA
              module_uoa (str): CK module UOA
              data_uoa (str): CK entry (data) UOA

              new_data_uoa (str): new CK entry (data) alias
                 or
              new_data_uid (str): new CK entryt (data) UID (leave empty to keep the old one)
                 or
              xcids (list): take new CK entry UOA from xcids[0]['data_uoa']

              (new_uid) (str): if 'yes', generate new UID

              (remove_alias) (str): if 'yes', remove alias

              (add_uid_to_alias) (str): if 'yes', add UID to alias

              (share) (str): if 'yes', try to remove the old entry via GIT and add the new one

    Returns:
              (dict): Unified CK dictionary:

                return (int): return code =  0, if successful
                                          >  0, if error
                (error) (str): error text if return > 0

    """

    # Check if global writing is allowed
    r = check_writing({'delete': 'yes'})
    if r['return'] > 0:
        return r

    o = i.get('out', '')

    ruoa = i.get('repo_uoa', '')
    muoa = i.get('module_uoa', '')
    duoa = i.get('data_uoa', '')

    if muoa == '':
        return {'return': 1, 'error': 'module UOA is not defined'}
    if duoa == '':
        return {'return': 1, 'error': 'data UOA is not defined'}

    # Attempt to load original entry meta
    ii = {'module_uoa': muoa, 'data_uoa': duoa}
    if ruoa != '':
        ii['repo_uoa'] = ruoa
    r = load(ii)
    if r['return'] > 0:
        return r
    rdd = r

    muid = r['module_uid']
    pr = r['path_repo']
    ddi = r['info']

    duoa = r['data_uoa']
    duid = r['data_uid']
    dalias = r['data_alias']

    change_data_name = (ddi.get('data_name', '') == dalias)

    p = r['path']
    pm = r['path_module']

    p1 = os.path.join(pm, cfg['subdir_ck_ext'])
    pn = p

    # Check if writing is allowed
    ruid = r['repo_uid']
    ii = {'module_uoa': muoa, 'module_uid': muid,
          'repo_uoa': ruoa, 'repo_uid': ruid}
    r = check_writing(ii)
    if r['return'] > 0:
        return r

    rd = r.get('repo_dict', {})
    rshared = rd.get('shared', '')
    rsync = rd.get('sync', '')

    shr = i.get('share', '')
    if shr == 'yes':
        rshared = 'git'
        rsync = 'yes'

    # Check if index -> delete old index
    if cfg.get('use_indexing', '') == 'yes' and index_module(muid, ruid):
        path = '/'+muid+'/'+duid+'/1'
        ri = access_index_server({'request': 'DELETE', 'path': path})
        if ri['return'] > 0:
            return ri

    # Check new data UOA
    nduoa = i.get('new_data_uoa', '')
    nduid = i.get('new_data_uid', '')

    if nduid == '' and i.get('new_uid', '') == 'yes':
        rx = gen_uid({})
        if rx['return'] > 0:
            return rx
        nduid = rx['data_uid']

    xcids = i.get('xcids', [])
    if len(xcids) > 0:
        xcid = xcids[0]
        nduoa = xcid.get('data_uoa', '')

    if i.get('remove_alias', '') == 'yes':
        nduoa = duid

    if nduoa == '':
        nduoa = duoa

    if cfg.get('allowed_entry_names', '') != '':
        import re

        anames = cfg.get('allowed_entry_names', '')

        if not re.match(anames, nduoa) or \
           not re.match(anames, nduid):
            return {'return': 1, 'error': 'found disallowed characters in names (allowed: "'+anames+'")'}

    if cfg.get('force_lower', '') == 'yes':
        nduoa = nduoa.lower()
        nduid = nduid.lower()

    if nduid != duid:
        # Check that new UID doesn't exist
        p2 = os.path.join(p1, cfg['file_alias_u'] + nduid)
        if os.path.isfile(p2):
            return {'return': 1, 'error': 'new UID already exists'}

    # Check if adding UID to alias
    if i.get('add_uid_to_alias', '') == 'yes':
        x = nduid
        if x == '':
            x = duid
        nduoa += '-'+x

    if nduoa != duoa:
        if not is_uoa(nduoa):
            return {'return': 1, 'error': 'alias has disallowed characters'}

        # Need to rename directory
        if os.path.isdir(nduoa):
            return {'return': 1, 'error': 'new alias already exists'}

        # Check if there is a split of directories for this module in local config
        # to handle numerous entries (similar to MediaWiki)
        split_dirs = get_split_dir_number(rd, muid, muoa)

        if split_dirs != 0:
            sd1, sd2 = split_name(nduoa, split_dirs)
            pm1 = pm
            if sd2 != '':  # otherwise name is smaller than the split number
                pm1 = os.path.join(pm, sd1)
                if not os.path.isdir(pm1):
                    os.mkdir(pm1)

            pn = os.path.join(pm1, nduoa)
        else:
            pn = os.path.join(pm, nduoa)

        if rshared != '' and rsync == 'yes':
            import shutil

            shutil.copytree(p, pn)

            ppp = os.getcwd()

            pp = os.path.split(pn)
            pp0 = pp[0]
            pp1 = pp[1]

            os.chdir(pp0)
            ss = cfg['repo_types'][rshared]['add'].replace('$#files#$', pp1)
            rx = os.system(ss)

            pp = os.path.split(p)
            pp0 = pp[0]
            pp1 = pp[1]

            ss = cfg['repo_types'][rshared]['rm'].replace('$#files#$', pp1)
            rx = os.system(ss)

            os.chdir(ppp)

            if os.path.isdir(p):
                shutil.rmtree(p, onerror=rm_read_only)

        else:
            os.rename(p, pn)

    if nduid != '' or change_data_name:
        # Change backup_data_uid in info file
        ppi = os.path.join(pn, cfg['subdir_ck_ext'], cfg['file_info'])

        if nduid != '':
            ddi['backup_data_uid'] = nduid

        if change_data_name:
            ddi['data_name'] = nduoa

        rx = save_json_to_file(
            {'json_file': ppi, 'dict': ddi, 'sort_keys': 'yes'})
        if rx['return'] > 0:
            return rx

    if nduid == '':
        nduid = duid

    # Remove old alias disambiguator
    if not is_uid(duoa):
        r = delete_alias({'path': pm, 'data_uid': duid,
                          'data_alias': duoa, 'share': shr})
        if r['return'] > 0:
            return r

    # Add new disambiguator, if needed
    if not is_uid(nduoa):
        if not os.path.isdir(p1):
            # Create .cm directory
            try:
                os.mkdir(p1)
            except Exception as e:
                return {'return': 1, 'error': format(e)}

        # Write UOA disambiguator
        p3 = os.path.join(p1, cfg['file_alias_a'] + nduoa)

        ru = save_text_file({'text_file': p3, 'string': nduid+'\n'})
        if ru['return'] > 0:
            return ru

        # Write UID disambiguator
        p2 = os.path.join(p1, cfg['file_alias_u'] + nduid)

        ru = save_text_file({'text_file': p2, 'string': nduoa+'\n'})
        if ru['return'] > 0:
            return ru

        if rshared != '' and rsync == 'yes':
            ppp = os.getcwd()

            pp = os.path.split(p1)
            pp0 = pp[0]
            pp1 = pp[1]

            os.chdir(pp0)
            ss = cfg['repo_types'][rshared]['add'].replace('$#files#$', pp1)
            rx = os.system(ss)

            os.chdir(ppp)

    # Check if index and add new
    if cfg.get('use_indexing', '') == 'yes' and index_module(muid, ruid):

        # Need to reload to get new dictionary with updated aliases/UIDs
        rdd = load({'repo_uoa': ruid,
                    'module_uoa': muid,
                    'data_uoa': nduid})
        if rdd['return'] > 0:
            return rdd

        if is_uid(nduoa):
            nduid = nduoa
        path = '/'+muid+'/'+nduid+'/1'
        ri = access_index_server({'request': 'DELETE', 'path': path})
        if ri['return'] > 0:
            return ri
        ri = access_index_server({'request': 'PUT', 'path': path, 'dict': rdd})
        if ri['return'] > 0:
            return ri

    if o == 'con':
        out('Entry was successfully renamed!')

    return {'return': 0}


##############################################################################
# Common action: rename CK entry
#
# TARGET: should use via ck.kernel.access


[docs]def rename(i):
    """CK action: rename CK entry
       Target audience: should use via ck.kernel.access

    Args:    
              See "ren" function

    Returns:
              See "ren" function

    """

    return ren(i)


##############################################################################
# Common action: copy or move CK entry
#
# TARGET: should use via ck.kernel.access


[docs]def cp(i):
    """CK action: copy or move CK entry
       Target audience: should use via ck.kernel.access

    Args:    
              (repo_uoa) (str): CK repo UOA
              module_uoa (str): CK module UOA
              data_uoa (str): CK entry (data) UOA

              xcids (list): use original name from xcids[0] and new name from xcids[1] ({'repo_uoa', 'module_uoa', 'data_uoa'})
                 or
              (new_repo_uoa) (str): new CK repo UOA
              (new_module_uoa) (str): new CK module UOA
              new_data_uoa (str): new CK data alias
              (new_data_uid) (str): new CK entry (data) UID (leave empty to generate the new one)

              (move) (str): if 'yes', remove the old entry
              (keep_old_uid) (str): if 'yes', keep the old UID

              (without_files) (str): if 'yes', do not move/copy files

    Returns:
              (dict): Unified CK dictionary:

                return (int): return code =  0, if successful
                                          >  0, if error
                (error) (str): error text if return > 0

                Output from the "add" function

    """

    move = i.get('move', '')

    # Check if global writing is allowed
    r = check_writing({})
    if r['return'] > 0:
        return r

    import shutil

    o = i.get('out', '')

    ruoa = i.get('repo_uoa', '')
    muoa = i.get('module_uoa', '')
    duoa = i.get('data_uoa', '')

    if muoa == '':
        return {'return': 1, 'error': 'module UOA is not defined'}
    if duoa == '':
        return {'return': 1, 'error': 'data UOA is not defined'}

    # Attempt to load
    ii = {'module_uoa': muoa, 'data_uoa': duoa}
    if ruoa != '':
        ii['repo_uoa'] = ruoa
    r = load(ii)
    if r['return'] > 0:
        return r
    rdd = r
    muid = r['module_uid']

    duoa = r['data_uoa']
    duid = r['data_uid']

    p = r['path']

    dd = r.get('dict', {})
    di = r.get('info', {})
    du = r.get('updates', {})
    dx = r.get('desc', {})

    if move != 'yes':
        control = di.get('control', {})

        control['version'] = cfg['version']

        rdt = get_current_date_time({})
        control['iso_datetime'] = rdt['iso_datetime']

        di['control'] = control

    # Check if writing is allowed
    ruid = r['repo_uid']
    ii = {'module_uoa': muoa,
          'module_uid': r['module_uid'], 'repo_uoa': ruoa, 'repo_uid': ruid}
    r = check_writing(ii)
    if r['return'] > 0:
        return r

    # Check new CID
    nruoa = i.get('new_repo_uoa', '')
    nmuoa = i.get('new_module_uoa', '')
    nduoa = i.get('new_data_uoa', '')
    nduid = i.get('new_data_uid', '')

    xcids = i.get('xcids', [])
    if len(xcids) > 0:
        xcid = xcids[0]
        nduoa = xcid.get('data_uoa', '')

        if nduoa == '':
            nduoa = duoa

        x = xcid.get('module_uoa', '')
        if x != '':
            nmuoa = x

        x = xcid.get('repo_uoa', '')
        if x != '':
            nruoa = x

    if i.get('keep_old_uid', '') == 'yes':
        nduid = duid

    if nmuoa == '':
        nmuoa = muoa
    if nruoa == '':
        nruoa = ruoa

    if cfg.get('allowed_entry_names', '') != '':
        import re

        anames = cfg.get('allowed_entry_names', '')

        if not re.match(anames, nduoa) or \
           not re.match(anames, nduid):
            return {'return': 1, 'error': 'found disallowed characters in names (allowed: "'+anames+'")'}

    if cfg.get('force_lower', '') == 'yes':
        nduoa = nduoa.lower()
        nduid = nduid.lower()
        nmuoa = nmuoa.lower()
        nruoa = nruoa.lower()

    # Adding new entry
    if nruoa == ruoa and nmuoa == muoa and nduid == duid:
        return {'return': 1, 'error': 'moving within the same directory - use "rename" instead'}

    # Check if writing is allowed to the new repo
    ii = {'repo_uoa': nruoa}
    r = check_writing(ii)
    if r['return'] > 0:
        return r

    rd = r.get('repo_dict', {})
    rshared = rd.get('shared', '')
    rsync = rd.get('sync', '')

    ii = {'module_uoa': nmuoa, 'data_uoa': nduoa, 'dict': dd, 'info': di,
          'updates': du, 'desc': dx, 'ignore_update': 'yes'}
    if nduid != '':
        ii['data_uid'] = nduid
    if nruoa != '':
        ii['repo_uoa'] = nruoa
    r = add(ii)
    if r['return'] > 0:
        return r
    pn = r['path']
    nmuid = r['module_uid']

    # Recursively copying all files (except .cm)
    if i.get('without_files', '') != 'yes':
        rx = list_all_files({'path': p, 'all': 'yes'})
        if rx['return'] > 0:
            return rx

        for q in rx['list']:
            if q.startswith('.cm'):
                continue

            p1 = os.path.join(p, q)
            pn1 = os.path.join(pn, q)

            # Create if dir
            pn1d = os.path.dirname(pn1)
            if not os.path.isdir(pn1d):
                os.makedirs(pn1d)

            shutil.copy(p1, pn1)

    if rshared != '' and rsync == 'yes':
        ppp = os.getcwd()

        pp = os.path.split(pn)
        pp0 = pp[0]
        pp1 = pp[1]

        os.chdir(pp0)
        ss = cfg['repo_types'][rshared]['add'].replace('$#files#$', pp1)
        rx = os.system(ss)

        os.chdir(ppp)

    tt = 'copied'
    # If move, remove old one
    if move == 'yes':
        tt = 'moved'

        ii = {'module_uoa': muoa, 'data_uoa': duoa}
        if ruoa != '':
            ii['repo_uoa'] = ruoa
        rx = rm(ii)
        if rx['return'] > 0:
            return rx

    # Check if index and add new
    if cfg.get('use_indexing', '') == 'yes' and index_module(muid, ruid):
        if is_uid(nduoa):
            nduid = nduoa
        path = '/'+nmuid+'/'+nduid+'/1'
        ri = access_index_server({'request': 'DELETE', 'path': path})
        if ri['return'] > 0:
            return ri
    if cfg.get('use_indexing', '') == 'yes' and index_module(muid, nruoa):
        ri = access_index_server({'request': 'PUT', 'path': path, 'dict': rdd})
        if ri['return'] > 0:
            return ri

    if o == 'con':
        out('Entry '+muoa+':'+duoa+' was successfully '+tt+'!')

    return r


##############################################################################
# Common action: copy or move CK entry
#
# TARGET: should use via ck.kernel.access


[docs]def copy(i):
    """CK action: copy or move CK entry
       Target audience: should use via ck.kernel.access

    Args:    
              See "cp" function

    Returns:
              See "cp" function

    """

    return cp(i)


##############################################################################
# Common action: move CK entry to another CK repository
#
# TARGET: should use via ck.kernel.access


[docs]def mv(i):
    """CK action: move CK entry to another CK repository
       Target audience: should use via ck.kernel.access

    Args:    
              (repo_uoa) (str): CK repo UOA
              module_uoa (str): CK module UOA
              data_uoa (str): CK entry (data) UOA

              xcids (list): use original name from xcids[0] and new name from xcids[1] ({'repo_uoa', 'module_uoa', 'data_uoa'})
                 or
              (new_repo_uoa) (str): new CK repo UOA
              (new_module_uoa) (str): new CK module UOA
              (new_data_uoa) (str): new CK data alias
              (new_data_uid) (str): new CK entry (data) UID (leave empty to generate the new one)

    Returns:
              (dict): Unified CK dictionary:

                return (int): return code =  0, if successful
                                          >  0, if error
                (error) (str): error text if return > 0

                Output from the "copy" function

    """

    # Check if global writing is allowed
    r = check_writing({'delete': 'yes'})
    if r['return'] > 0:
        return r

    # Check if wild cards
    ruoa = i.get('repo_uoa', '')
    muoa = i.get('module_uoa', '')
    duoa = i.get('data_uoa', '')
    nduoa = i.get('new_data_uoa', '')
    nduid = i.get('new_data_uid', '')

    xcids = i.get('xcids', [])
    if len(xcids) > 0:
        xcid = xcids[0]
        nduoa = xcid.get('data_uoa', '')

    if (duoa.find('*') >= 0 or duoa.find('?') >= 0) and nduoa == '' and nduid == '':
        r = list_data({'repo_uoa': ruoa, 'module_uoa': muoa, 'data_uoa': duoa})
        if r['return'] > 0:
            return r

        lst = r['lst']
    else:
        lst = [{'repo_uoa': ruoa, 'module_uoa': muoa, 'data_uoa': duoa}]

    i['move'] = 'yes'
    i['keep_old_uid'] = 'yes'

    r = {'return': 0}
    for ll in lst:
        i['repo_uoa'] = ll['repo_uoa']
        i['module_uoa'] = ll['module_uoa']
        i['data_uoa'] = ll['data_uoa']
        r = copy(i)
        if r['return'] > 0:
            return r

    return r


##############################################################################
# Common action: move CK entry to another CK repository
#
# TARGET: should use via ck.kernel.access


[docs]def move(i):
    """CK action: move CK entry to another CK repository
       Target audience: should use via ck.kernel.access

    Args:    
              See "mv" function

    Returns:
              See "mv" function

    """

    return mv(i)


##############################################################################
# delete file from the CK entry
#
# TARGET: CK kernel and low-level developers


[docs]def delete_file(i):
    """Delete file from the CK entry
       Target audience: CK kernel and low-level developers

    Args:    
              (repo_uoa) (str): CK repo UOA
              module_uoa (str): CK module UOA
              data_uoa (str): CK entry (data) UOA

              filename (str): filename to delete including relative path
              (force) (str): if 'yes', force deleting without questions

    Returns:
              (dict): Unified CK dictionary:

                return (int): return code =  0, if successful
                                          >  0, if error
                (error) (str): error text if return > 0

    """

    # Check if global writing is allowed
    r = check_writing({'delete': 'yes'})
    if r['return'] > 0:
        return r

    o = i.get('out', '')

    ruoa = i.get('repo_uoa', '')
    muoa = i.get('module_uoa', '')
    duoa = i.get('data_uoa', '')

    # Check file
    fn = i.get('filename', '')
    if fn == '':
        x = i.get('cids', [])
        if len(x) > 0:
            fn = x[0]

    if fn == '':
        return {'return': 1, 'error': 'filename is empty'}

    if duoa == '':
        return {'return': 1, 'error': 'data UOA is not defined'}

    if fn == '':
        return {'return': 1, 'error': 'filename is not defined'}

    # Get info about entry
    r = load({'repo_uoa': ruoa, 'module_uoa': muoa, 'data_uoa': duoa})
    if r['return'] > 0:
        return r

    p = r['path']

    ruoa = r['repo_uoa']
    ruid = r['repo_uid']

    # Check repo/module writing
    ii = {'module_uoa': muoa, 'repo_uoa': ruoa, 'repo_uid': ruid}
    r = check_writing(ii)
    if r['return'] > 0:
        return r

    rd = r.get('repo_dict', {})
    rshared = rd.get('shared', '')
    rsync = rd.get('sync', '')

    p1 = os.path.normpath(os.path.join(p, fn))
    px = os.path.normpath(os.path.join(p, cfg['subdir_ck_ext']))

    if p1.startswith(px):
        return {'return': 1, 'error': 'path points to the special directory with meta info'}

    if not p1.startswith(p):
        return {'return': 1, 'error': 'path is outside entry'}

    if not os.path.isfile(p1) and not os.path.isdir(p1):
        return {'return': 1, 'error': 'file or directory is not found'}

    p2 = os.path.split(p1)
    px0 = p2[0]
    px1 = p2[1]

    if rshared != '':
        ppp = os.getcwd()
        os.chdir(px0)

        ss = cfg['repo_types'][rshared]['rm'].replace('$#files#$', px1)
        rx = os.system(ss)

    if os.path.isfile(p1):
        os.remove(p1)

    if os.path.isdir(p1):
        import shutil
        shutil.rmtree(p1, onerror=rm_read_only)

    if rshared != '':
        os.chdir(ppp)

    return {'return': 0}


##############################################################################
# Common action: list CK entries
#
# TARGET: CK kernel and low-level developers


[docs]def list_data(i):
    """List CK entries
       Target audience: CK kernel and low-level developers

    Args:    
              (repo_uoa) (str): CK repo UOA with wildcards
              (module_uoa) (str): CK module UOA with wildcards
              (data_uoa) (str): CK entry (data) UOA with wildcards

              (repo_uoa_list) (list): list of CK repos to search
              (module_uoa_list) (list): list of CK modules to search
              (data_uoa_list) (list): list of CK entries to search

              (filter_func) (str): name of the filter function to customize search
              (filter_func_addr) (obj): Python address of the filter function

              (add_if_date_before) (str): add only entries with date before this date 
              (add_if_date_after) (str): add only entries with date after this date
              (add_if_date) (str): add only entries with this date

              (ignore_update) (str): if 'yes', do not add info about update (when updating in filter)

              (search_by_name) (str): search by name

              (search_dict) (dict): search if this dict is a part of the entry

              (ignore_case) (str): ignore string case when searching!

              (print_time) (str): if 'yes', print elapsed time at the end

              (do_not_add_to_lst) (str): if 'yes', do not add entries to lst

              (time_out) (float): in secs, default=30 (if -1, no timeout)

              (limit_size) (int): if >0, limit the number of returned entries

              (print_full) (str): if 'yes', show CID (repo_uoa:module_uoa:data_uoa)
                  or
              (all) (str): the same as above

              (print_uid) (str): if 'yes', print UID in brackets

              (print_name) (str): if 'yes', print name (and add info to the list)
                  or
              (name) (str): the same as above

              (add_info) (str): if 'yes', add info about entry to the list
              (add_meta) (str): if 'yes', add meta about entry to the list


    Returns:
              (dict): Unified CK dictionary:

                return (int): return code =  0, if successful
                                          >  0, if error
                (error) (str): error text if return > 0

                lst (list): [{'repo_uoa', 'repo_uid',
                              'module_uoa', 'module_uid', 
                              'data_uoa','data_uid',
                              'path' 
                              (,meta) 
                              (,info) ...
                             }]

                elapsed_time (float): elapsed time in string

                (timed_out) (str): if 'yes', timed out or limited by size
            }

    """

    import time
    start_time = time.time()

    xls = i.get('limit_size', '')
    if xls == '':
        xls = '0'
    ls = int(xls)
    ils = 0

    lst = []

    o = i.get('out', '')

    debug = (cfg.get('debug', '').lower() ==
             'yes' or cfg.get('debug', '').lower() == '1')

    iu = i.get('ignore_update', '')

    prf = i.get('print_full', '')
    if prf == '':
        prf = i.get('all', '')
    iprf = (prf == 'yes')

    prn = i.get('print_name', '')
    if prn == '':
        prn = i.get('name', '')
    iprn = (prn == 'yes')

    ipru = (i.get('print_uid', '') == 'yes')

    # Add info about entry to the final list
    # (particularly when searching by special keywords,
    # such as name or date of creation

    iaf = (i.get('add_info', '') == 'yes')

    iam = (i.get('add_meta', '') == 'yes')

    aidb = i.get('add_if_date_before', '')
    aida = i.get('add_if_date_after', '')
    aid = i.get('add_if_date', '')

    # Support ISO and human readable time
    aidb = aidb.strip().replace(' ', 'T')
    aida = aida.strip().replace(' ', 'T')
    aid = aid.strip().replace(' ', 'T')

    oaidb = None
    oaida = None
    oaid = None

    sn = i.get('search_by_name', '')

    if aidb != '' or aida != '' or aid != '':

        import datetime
        if aidb != '':
            rx = convert_iso_time({'iso_datetime': aidb})
            if rx['return'] > 0:
                return rx
            oaidb = rx['datetime_obj']
        if aida != '':
            rx = convert_iso_time({'iso_datetime': aida})
            if rx['return'] > 0:
                return rx
            oaida = rx['datetime_obj']
        if aid != '':
            rx = convert_iso_time({'iso_datetime': aid})
            if rx['return'] > 0:
                return rx
            oaid = rx['datetime_obj']

    if oaidb != None or oaida != None or oaid != None or sn != '':
        iaf = True

    dnatl = i.get('do_not_add_to_lst', '')
    idnatl = False
    if dnatl == 'yes':
        idnatl = True

    ruoa = i.get('repo_uoa', '')
    muoa = i.get('module_uoa', '')
    muid = i.get('module_uid', '')
    duoa = i.get('data_uoa', '')

    lruoa = i.get('repo_uoa_list', [])
    lmuoa = i.get('module_uoa_list', [])
    lduoa = i.get('data_uoa_list', [])

    # Check if need to force lower case for all entries
    if cfg.get('force_lower', '') == 'yes':
        ruoa = ruoa.lower()
        muoa = muoa.lower()
        muid = muid.lower()
        duoa = duoa.lower()

        lruoa = lower_list(lruoa)
        lmuoa = lower_list(lmuoa)
        lduoa = lower_list(lduoa)

    to = float(i.get('time_out', '30'))
    elapsed_time = 0

    if duoa == '':
        duoa = '*'
    if muoa == '' and muid == '':
        muoa = '*'
    if ruoa == '':
        ruoa = '*'

    sff = i.get('filter_func', '')
    ff = i.get('filter_func_addr', None)
    if sff != '':
        ff = getattr(sys.modules[__name__], sff)
    if ff != None:
        sd = i.get('search_dict', {})
        ic = i.get('ignore_case', '')
        ss = i.get('search_string', '')
        if ic == 'yes':
            ss = ss.lower()

    # Check if wild cards present (only repo or data)
    wr = ''
    wm = ''
    wd = ''

    if ruoa.find('*') >= 0 or ruoa.find('?') >= 0:
        wr = ruoa
    if muoa.find('*') >= 0 or muoa.find('?') >= 0:
        wm = muoa
    if duoa.find('*') >= 0 or duoa.find('?') >= 0:
        wd = duoa

    if wr != '' or wm != '' or wd != '':
        import fnmatch

    zr = {}

    fixed_repo = False
    if ruoa != '' and wr == '':
        # Try to load a given repository
        r = access({'action': 'load',
                    'module_uoa': cfg['repo_name'],
                    'data_uoa': ruoa,
                    'common_func': 'yes'})
        if r['return'] > 0:
            return r
        duid = r['data_uid']

        zr[duid] = r
        fixed_repo = True
    else:
        # Prepare all repositories
        r = reload_repo_cache({})  # Ignore errors
        if r['return'] > 0:
            return r
        zr = cache_repo_info

    # Start iterating over repositories
    ir = 0
    iir = True
    zrk = list(zr.keys())
    lr = len(zrk)
    finish = False
    while iir:
        skip = False
        repo_dict = {}

        if fixed_repo:
            if ir > 0:
                skip = True
                iir = False
            else:
                ruid = zrk[0]
                d = zr[ruid]
                dd = d.get('dict', {})
                repo_dict = dd
                remote = dd.get('remote', '')
                if remote == 'yes':
                    skip = True
                else:
                    ruoa = d.get('data_uoa', '')
                    p = dd.get('path', '')
                    if ruid == cfg['repo_uid_default']:
                        p = work.get('dir_default_repo', '')
                    elif ruid == cfg['repo_uid_local']:
                        p = work.get('dir_local_repo', '')
        elif ir == 0:
            ruoa = cfg['repo_name_default']
            ruid = cfg['repo_uid_default']
            p = work.get('dir_default_repo', '')
        elif ir == 1:
            ruoa = cfg['repo_name_local']
            ruid = cfg['repo_uid_local']
            p = work.get('dir_local_repo', '')
            if p == '':
                skip = True
        else:
            if ir < lr+2:
                ruid = zrk[ir-2]
                d = zr[ruid]
                dd = d.get('dict', {})
                repo_dict = dd
                remote = dd.get('remote', '')
                if remote == 'yes':
                    skip = True
                else:
                    ruoa = d.get('data_uoa', '')
                    p = dd.get('path', '')
            else:
                skip = True
                iir = False

        # Check if wild cards
        if not skip and p != '' and wr != '':
            if len(lruoa) > 0 and (ruoa not in lruoa and ruid not in lruoa):
                skip = True
            elif wr == '*':
                pass
            elif is_uid(ruoa):
                skip = True  # If have wildcards, but not alias
            elif not fnmatch.fnmatch(ruoa, wr):
                skip = True

        # Check if got proper path
        if not skip and p != '':
            # Prepare modules in the current directory
            xm = []

            if muoa != '' and wm == '':
                xm.append(muoa)
            else:
                # Now iterate over modules inside a given path
                try:
                    lm = os.listdir(p)
                except Exception as e:
                    None
                else:
                    for fn in lm:
                        if os.path.isdir(os.path.join(p, fn)) and fn not in cfg['special_directories']:
                            xm.append(fn)

            # Iterate over modules
            for mu in xm:
                r = find_path_to_entry({'path': p, 'data_uoa': mu})
                if r['return'] == 0:
                    mp = r['path']
                    muid = r['data_uid']
                    muoa = r['data_uoa']

                    # Check if there is a split of directories for this module in local config
                    # to handle numerous entries (similar to MediaWiki)
                    split_dirs = get_split_dir_number(repo_dict, muid, muoa)

                    mskip = False

                    if wm != '':
                        if len(lmuoa) > 0 and (muoa not in lmuoa and muid not in lmuoa):
                            mskip = True
                        elif wm == '*':
                            pass
                        elif is_uid(muoa):
                            mskip = True  # If have wildcards, but not alias
                        elif not fnmatch.fnmatch(muoa, wm):
                            mskip = True

                    if not mskip:
                        # Prepare data in the current directory
                        xd = []

                        if duoa != '' and wd == '':
                            iii = {'path': mp, 'data_uoa': duoa}
                            if split_dirs != 0:
                                iii['split_dirs'] = split_dirs
                            r = find_path_to_entry(iii)
                            if r['return'] == 0:
                                xd.append(duoa)
                        else:
                            # Now iterate over data inside a given path
                            try:
                                ld = os.listdir(mp)
                            except Exception as e:
                                None
                            else:
                                for fn in ld:
                                    if os.path.isdir(os.path.join(mp, fn)) and fn not in cfg['special_directories']:
                                        if split_dirs != 0:
                                            mp2 = os.path.join(mp, fn)
                                            try:
                                                ld2 = os.listdir(mp2)
                                            except Exception as e:
                                                None

                                            for fn in ld2:
                                                if os.path.isdir(os.path.join(mp2, fn)) and fn not in cfg['special_directories']:
                                                    xd.append(fn)
                                        else:
                                            xd.append(fn)

                        # Iterate over data
                        if len(lduoa) > 0:
                            xd = lduoa

                        for du in xd:
                            iii = {'path': mp, 'data_uoa': du}
                            if split_dirs != 0:
                                iii['split_dirs'] = split_dirs
                            r = find_path_to_entry(iii)
                            if r['return'] != 0:
                                continue

                            dp = r['path']
                            dpcfg = os.path.join(dp, cfg['subdir_ck_ext'])
                            dpinfo = os.path.join(
                                dp, cfg['subdir_ck_ext'], cfg['file_info'])
                            dpmeta = os.path.join(
                                dp, cfg['subdir_ck_ext'], cfg['file_meta'])
                            tduid = r['data_uid']
                            tduoa = r['data_uoa']

                            if os.path.isdir(dpcfg):  # Check if really CK data entry
                                dskip = False

                                if wd != '':
                                    if len(lduoa) > 0 and (tduoa not in lduoa and tduid not in lduoa):
                                        dskip = True
                                    elif wd == '*':
                                        pass
#                              elif is_uid(tduoa):
#                                 dskip=True # If have wildcards, but not alias
                                    elif not fnmatch.fnmatch(tduoa, wd):
                                        dskip = True

                                if not dskip:
                                    # Iterate over data
                                    ll = {'repo_uoa': ruoa, 'repo_uid': ruid,
                                          'module_uoa': muoa, 'module_uid': muid,
                                          'data_uoa': tduoa, 'data_uid': tduid,
                                          'path': dp}

                                    # Need to load info?
                                    if iaf or iprn:
                                        if os.path.isfile(dpinfo):
                                            y = load_json_file(
                                                {'json_file': dpinfo})
                                            if y['return'] > 0:
                                                if not debug:
                                                    continue
                                                return y
                                            ll['info'] = y['dict']

                                    # Need to load meta?
                                    if iam:
                                        if os.path.isfile(dpmeta):
                                            y = load_json_file(
                                                {'json_file': dpmeta})
                                            if y['return'] > 0:
                                                if not debug:
                                                    continue
                                                return y
                                            ll['meta'] = y['dict']

                                    # Call filter
                                    fskip = False

                                    if ff != None and ff != '':
                                        ll['out'] = o
                                        ll['search_dict'] = sd
                                        ll['search_string'] = ss
                                        ll['ignore_case'] = ic
                                        ll['ignore_update'] = iu

                                        if oaidb != None:
                                            ll['obj_date_before'] = oaidb
                                        if oaida != None:
                                            ll['obj_date_after'] = oaida
                                        if oaid != None:
                                            ll['obj_date'] = oaid
                                        if sn != None:
                                            ll['search_by_name'] = sn

                                        rx = ff(ll)
                                        if rx['return'] > 0:
                                            if not debug:
                                                continue
                                            return rx

                                        if rx.get('skip', '') == 'yes':
                                            fskip = True

                                    # Append
                                    if not fskip:
                                        ils += 1

                                        if not idnatl:
                                            lst.append(ll)

                                            if log_ck_entries:
                                                lce = cfg.get(
                                                    'log_ck_entries', '')
                                                if lce != '':
                                                    rl = save_text_file({'text_file': lce,
                                                                         'string': '"action":"list", "repo_uoa":"' +
                                                                         ll.get('repo_uoa', '')+'", "repo_uid":"' +
                                                                         ll.get('repo_uid', '')+'", "module_uoa":"' +
                                                                         ll.get('module_uoa', '')+'", "module_uid":"' +
                                                                         ll.get('module_uid', '')+'", "data_uoa":"' +
                                                                         ll.get('data_uoa', '')+'", "data_uid":"' +
                                                                         ll.get(
                                                                             'data_uid', '')+'"\n',
                                                                         'append': 'yes'})
                                                    if rl['return'] > 0:
                                                        return rl

                                        if o == 'con':
                                            x = ''
                                            if iprf:
                                                x = ruoa+':'+muoa+':'
                                            if sys.version_info[0] < 3:
                                                y = tduoa
                                                try:
                                                    y = y.decode(
                                                        sys.stdin.encoding)
                                                except Exception as e:
                                                    try:
                                                        y = y.decode('utf8')
                                                    except Exception as e:
                                                        pass
                                                x += y
                                            else:
                                                x += tduoa
                                            if ipru:
                                                x += ' ('+tduid+')'
                                            if iprn:
                                                name = ll.get('info', {}).get(
                                                    'data_name', '')
                                                if name != '':
                                                    x = name+' ('+x+')'
                                            out(x)

                                    # Check timeout
                                    elapsed_time = time.time() - start_time
                                    if to != -1 and elapsed_time > to:
                                        finish = True
                                        break

                                    # Check size
                                    if ls > 0 and ils == ls:
                                        finish = True
                                        break

                        if finish:
                            break
            if finish:
                break

        # Finish iteration over repositories
        ir += 1

    if o == 'con' and i.get('print_time', '') == 'yes':
        out('Elapsed time: '+str(elapsed_time) +
            ' sec., number of entries: '+str(ils))

    rr = {'return': 0, 'lst': lst, 'elapsed_time': str(elapsed_time)}
    if finish:
        rr['timed_out'] = 'yes'

    return rr


##############################################################################
# List data with search (internal)


[docs]def list_data2(i):

    o = i.get('out', '')

    rr = list_data(i)

    lst = rr['lst']
    if len(lst) == 0 and cfg.get('download_missing_components', '') == 'yes':
        # Search on cKnowledge.org
        import copy

        oo = ''
        if o == 'con':
            oo = o

        muoa = i.get('module_uoa', '')
        duoa = i.get('data_uoa', '')
        tags = i.get('download_tags', '')

#       out('')
#       out('  WARNING: checking missing components "'+muoa+':'+duoa+'" at the CK portal ...')

        # Try to download missing action/module
        ry = download({'module_uoa': muoa,
                       'data_uoa': duoa,
                       'tags': tags,
                       'out': 'con'})
        if ry['return'] > 0:
            return ry

        # Restart local search
        rr = list_data(i)

    return rr


##############################################################################
# Common action: list tags in found entries
#
# TARGET: should use via ck.kernel.access


[docs]def list_tags(i):
    """CK action: list tags in found CK entries (uses search function)
       Target audience: should use via ck.kernel.access

    Args:    
              The same as in "search" function

    Returns:
              (dict): Unified CK dictionary:

                return (int): return code =  0, if successful
                                          >  0, if error
                (error) (str): error text if return > 0

                tags (list): sorted list of all found tags

                The same as from "search" function
            }

    """

    o = i.get('out', '')

    i['out'] = ''
    i['add_meta'] = 'yes'  # Need it to get tags from meta from CK entries

    rr = search2(i)
    if rr['return'] > 0:
        return rr

    lst = rr['lst']

    all_tags = []

    # Extract tags
    for l in lst:
        meta = l['meta']
        tags = meta.get('tags', [])

        for t in tags:
            if t not in all_tags:
                all_tags.append(t)

    # Sort tags
    all_tags = sorted(all_tags)
    rr['tags'] = all_tags

    # Print
    if o == 'con':
        for t in all_tags:
            out(t)

    return rr


##############################################################################
# Common action: search entries
#
# TARGET: should use via ck.kernel.access


[docs]def search(i):
    """CK action: search CK entries
       Target audience: should use via ck.kernel.access

    Args:    
              (repo_uoa) (str): CK repo UOA with wildcards
              (module_uoa) (str): CK module UOA with wildcards
              (data_uoa) (str): CK entry (data) UOA with wildcards

              (repo_uoa_list) (list): list of CK repos to search
              (module_uoa_list) (list): list of CK modules to search
              (data_uoa_list) (list): list of CK entries to search

              (filter_func) (str): name of the filter function to customize search
              (filter_func_addr) (obj): Python address of the filter function

              (add_if_date_before) (str): add only entries with date before this date 
              (add_if_date_after) (str): add only entries with date after this date
              (add_if_date) (str): add only entries with this date

              (ignore_update) (str): if 'yes', do not add info about update (when updating in filter)

              (search_by_name) (str): search by name

              (search_dict) (dict): search if this dict is a part of the entry

              (ignore_case) (str): ignore string case when searching!

              (print_time) (str): if 'yes', print elapsed time at the end

              (do_not_add_to_lst) (str): if 'yes', do not add entries to lst

              (time_out) (float): in secs, default=30 (if -1, no timeout)

              (print_full) (str): if 'yes', show CID (repo_uoa:module_uoa:data_uoa)
                  or
              (all) (str): the same as above

              (print_uid) (str): if 'yes', print UID in brackets

              (print_name) (str): if 'yes', print name (and add info to the list)
                  or
              (name) (str): the same as above

              (add_info) (str): if 'yes', add info about entry to the list
              (add_meta) (str): if 'yes', add meta about entry to the list

              (internal) (str): if 'yes', use internal search even if indexing is on

              (limit_size) (int): limit the number of returned entries. Use 5000 by default or set to -1 if no limit
              (start_from) (int): start from a specific entry (only for ElasticSearch)

              (debug) (str): if 'yes', print debug info

    Returns:
              (dict): Unified CK dictionary:

                return (int): return code =  0, if successful
                                          >  0, if error
                (error) (str): error text if return > 0

                lst (list): [{'repo_uoa', 'repo_uid',
                              'module_uoa', 'module_uid', 
                              'data_uoa','data_uid',
                              'path' 
                              (,meta) 
                              (,info) ...
                             }]

                elapsed_time (float): elapsed time in string

                (timed_out) (str): if 'yes', timed out or limited by size
            }

    """

    o = i.get('out', '')

    rr = search2(i)
    if rr['return'] > 0:
        return rr

    lst = rr['lst']
    if len(lst) == 0 and cfg.get('download_missing_components', '') == 'yes':
        # Search on cKnowledge.org
        import copy

        oo = ''
        if o == 'con':
            oo = o

        muoa = i.get('module_uoa', '')
        duoa = i.get('data_uoa', '')
        tags = i.get('tags', '')

#       out('')
#       out('  WARNING: checking missing components "'+muoa+':'+duoa+'" at the CK portal ...')

        ry = download({'module_uoa': muoa,
                       'data_uoa': duoa,
                       'tags': tags,
                       'out': 'con'})
        if ry['return'] > 0:
            return ry

        # Restart local search
        rr = search2(i)

    return rr


##############################################################################
# Original search (internal)

[docs]def search2(i):

    o = i.get('out', '')

    ss = i.get('search_string', '')
    sd = i.get('search_dict', {})

    ls = i.get('limit_size', '5000')

    rr = {'return': 0}

    # Check tags
    tags = i.get('tags', '')
    if tags != '':
        xtags = tags.split(',')
        xtags1 = []
        for q in xtags:
            xtags1.append(q.strip())
        sd['tags'] = xtags1

    # Check if index
    if i.get('internal', '') == 'yes' or cfg.get('use_indexing', '') != 'yes' or (i.get('module_uoa', '') != '' and not index_module(i['module_uoa'], i.get('repo_uoa', ''))):
        if ss != '':
            i['filter_func'] = 'search_string_filter'
        else:
            sfd = i.get('search_flat_dict', {})

            if len(sfd) > 0:
                r = restore_flattened_dict({'dict': sfd})
                if r['return'] > 0:
                    return r

                nd = r['dict']

                sd.update(nd)

                del (i['search_flat_dict'])

            i['filter_func'] = 'search_filter'

        i['search_dict'] = sd

        pf = i.get('print_full', '')
        if pf == '':
            pf = 'yes'
        i['print_full'] = pf

        rr = list_data(i)
    else:
        import time
        start_time = time.time()

        b_add_meta = (i.get('add_meta', '') == 'yes')
        b_add_info = (i.get('add_info', '') == 'yes')

        # Check if using ElasticSearch via Python client
        eec = False
        if cfg.get('index_use_curl', '') == 'yes' or cfg.get('index_use_web', '') == 'yes':
            eec = True

        dss = {}  # Used with python ElasticSearch client

        ruoa = i.get('repo_uoa', '')
        muoa = i.get('module_uoa', '')
        duoa = i.get('data_uoa', '')

        lruoa = i.get('repo_uoa_list', [])
        lmuoa = i.get('module_uoa_list', [])
        lduoa = i.get('data_uoa_list', [])

        if ruoa != '':
            lruoa.append(ruoa)
        if muoa != '':
            lmuoa.append(muoa)
        if duoa != '':
            lduoa.append(duoa)

        if len(lruoa) > 0:
            if ss != '':
                ss += ' AND '
            ss += ' ('
            first = True
            for x in lruoa:
                if first:
                    first = False
                else:
                    ss += ' OR '

                xx1 = '"'
                if x.find('*') >= 0 or x.find('?') >= 0:
                    xx1 = ''

                ss += '(repo_uid:'+xx1+x+xx1+') OR (repo_uoa:'+xx1+x+xx1+')'
            ss += ')'

        if len(lmuoa) > 0:
            if ss != '':
                ss += ' AND '
            ss += '('
            first = True
            for x in lmuoa:
                if first:
                    first = False
                else:
                    ss += ' OR '

                xx1 = '"'
                if x.find('*') >= 0 or x.find('?') >= 0:
                    xx1 = ''

                ss += '(module_uid:'+xx1+x+xx1 + \
                    ') OR (module_uoa:'+xx1+x+xx1+')'
            ss += ')'

        if len(lduoa) > 0:
            if ss != '':
                ss += ' AND '
            ss += '('
            first = True
            for x in lduoa:
                if first:
                    first = False
                else:
                    ss += ' OR '

                xx1 = '"'
                if x.find('*') >= 0 or x.find('?') >= 0:
                    xx1 = ''

                ss += '(data_uid:'+xx1+x+xx1+') OR (data_uoa:'+xx1+x+xx1+')'
            ss += ')'

        # Check search keys
        first = True
        for u in sd:
            v = sd[u]

            if first:
                first = False
                if ss == '':
                    ss += '('
                else:
                    ss += ' AND ('
            else:
                ss += ' AND '

            if type(v) == list:
                first1 = True
                for lk in v:
                    if first1:
                        first1 = False
                    else:
                        ss += ' AND '

                    x = str(lk)

                    xx1 = '"'
                    if x.find('*') >= 0 or x.find('?') >= 0:
                        xx1 = ''

                    ss += u+':'+xx1+x+xx1
            else:
                x = str(v)

                xx1 = '"'
                if x.find('*') >= 0 or x.find('?') >= 0:
                    xx1 = ''

                ss += u+':'+xx1+x+xx1

        # Check special parameters
        aidb = i.get('add_if_date_before', '')
        aida = i.get('add_if_date_after', '')
        aid = i.get('add_if_date', '')

        # Support ISO and human readable time
        aidb = aidb.strip().replace(' ', 'T')
        aida = aida.strip().replace(' ', 'T')
        aid = aid.strip().replace(' ', 'T')

        sn = i.get('search_by_name', '')

        if sn != '':
            if first:
                first = False
                if ss == '':
                    ss += '('
                else:
                    ss += ' AND ('
            else:
                ss += ' AND '

            xx1 = '"'
            if sn.find('*') >= 0 or sn.find('?') >= 0:
                xx1 = ''

            ss += 'data_name:'+xx1+sn+xx1

        if aidb != '' or aida != '' or aid != '':
            if first:
                first = False
                if ss == '':
                    ss += '('
                else:
                    ss += ' AND ('
            else:
                ss += ' AND '

            ss += 'iso_datetime:'

            if aid != '':
                ss += '"'+aid+'"'
            else:
                ss += '['
                if aida != '':
                    ss += '"'+aida+'"'
                else:
                    ss += '*'
                if aidb != '':
                    ss += ' TO "'+aidb+'"'
                ss += '] '

        # Finish query
        if not first:
            ss += ')'

        # Prepare ElasticSearch query
        try:
            import urllib.parse as ur
        except Exception as e:
            import urllib as ur

        path = '/_search?'
        if ss != '':
            path += 'q='+ur.quote_plus(ss.encode('utf-8'))
        if ls != '':
            path += '&size='+ls

#       dss={'query':{'filtered':{'filter':{'terms':sd}}}}
        dss = {}

        if i.get('debug', '') == 'yes':
            out('Query string: '+ss)
            out('')

        ri = access_index_server({'request': 'GET',
                                  'path': path,
                                  'dict': dss,
                                  'original_string': ss,
                                  'limit_size': ls,
                                  'start_from': i.get('start_from', '')})
        if ri['return'] > 0:
            return ri

        dd = ri['dict'].get('hits', {}).get('hits', [])

        lst = []
        for qx in dd:
            q = qx.get('_source', {})
            ruoa = q.get('repo_uoa', '')
            ruid = q.get('repo_uid', '')
            muoa = q.get('module_uoa', '')
            muid = q.get('module_uid', '')
            duoa = q.get('data_uoa', '')
            duid = q.get('data_uid', '')
            path = q.get('path', '')

            to_add = {'repo_uoa': ruoa, 'repo_uid': ruid,
                      'module_uoa': muoa, 'module_uid': muid,
                      'data_uoa': duoa, 'data_uid': duid,
                      'path': path}

            if b_add_meta:
                to_add['meta'] = q.get('dict')
            if b_add_info:
                to_add['info'] = q.get('dict')

            lst.append(to_add)

            if log_ck_entries:
                lce = cfg.get('log_ck_entries', '')
                if lce != '':
                    rl = save_text_file({'text_file': lce,
                                         'string': '"action":"find", "repo_uoa":"' +
                                         ruoa+'", "repo_uid":"' +
                                         ruid+'", "module_uoa":"' +
                                         muoa+'", "module_uid":"' +
                                         muid+'", "data_uoa":"' +
                                         duoa+'", "data_uid":"' +
                                         duid+'"\n',
                                         'append': 'yes'})
                    if rl['return'] > 0:
                        return rl

            if o == 'con':
                x = ruoa+':'+muoa+':'
                if sys.version_info[0] < 3:
                    y = duoa
                    try:
                        y = y.decode(sys.stdin.encoding)
                    except Exception as e:
                        try:
                            y = y.decode('utf8')
                        except Exception as e:
                            pass
                    x += y
                else:
                    x += duoa
                out(x)

        rr['lst'] = lst
        rr['elapsed_time'] = str(time.time() - start_time)

        if o == 'con' and i.get('print_time', '') == 'yes':
            out('Elapsed time: '+rr['elapsed_time'] +
                ' sec., number of entries: '+str(len(lst)))

    return rr



##############################################################################
# Search filter
#
# TARGET: CK kernel and low-level developers

[docs]def search_filter(i):
    """Search filter
       Target audience: CK kernel and low-level developers

    Args:    
              repo_uoa (str): CK repo UOA 
              module_uoa (str): CK module UOA
              data_uoa (str): CK entry (data) UOA

              path (str): path to the current entry  

              (search_dict) (dict): check if this dict is a part of the entry meta description
              (ignore_case) (str): if 'yes', ignore case of letters

    Returns:
              (dict): Unified CK dictionary:

                return (int): return code =  0, if successful
                                          >  0, if error
                (error) (str): error text if return > 0

                skip (str): if 'yes', skip this entry from search

    """

    ic = i.get('ignore_case', '')

    # Check special info
    info = i.get('info', {})
    if len(info) != '':
        oaidb = i.get('obj_date_before', None)
        oaida = i.get('obj_date_after', None)
        oaid = i.get('obj_date', None)
        sn = i.get('search_by_name', '')

        # Check dates
        if oaidb != None or oaida != None or oaid != None:
            idt = info.get('control', {}).get('iso_datetime', '')
            if idt != '':
                rx = convert_iso_time({'iso_datetime': idt})
                if rx['return'] > 0:
                    return rx
                oidt = rx['datetime_obj']

                if oaidb != None and oidt > oaidb:
                    return {'return': 0, 'skip': 'yes'}
                if oaida != None and oidt < oaida:
                    return {'return': 0, 'skip': 'yes'}
                if oaid != None and oidt != oaid:
                    return {'return': 0, 'skip': 'yes'}

        # Check if search by name
        if sn != '':
            ro = find_string_in_dict_or_list({'dict': {'string': info.get('data_name', '')},
                                              'search_string': sn,
                                              'ignore_case': ic})
            if ro['return'] > 0:
                return ro
            if ro['found'] != 'yes':
                return {'return': 0, 'skip': 'yes'}

    # To be fast, load directly
    p = i['path']

    skip = 'yes'

    sd = i.get('search_dict', {})

    p1 = os.path.join(p, cfg['subdir_ck_ext'], cfg['file_meta'])
    if not os.path.isfile(p1):
        p1 = os.path.join(p, cfg['subdir_ck_ext'], cfg['file_meta_old'])
        if not os.path.isfile(p1):
            return {'return': 0, 'skip': 'yes'}

    r = load_json_file({'json_file': p1})
    if r['return'] > 0:
        return r
    d = r['dict']

    # Check directly
    rx = compare_dicts({'dict1': d, 'dict2': sd, 'ignore_case': ic})
    if rx['return'] > 0:
        return rx
    equal = rx['equal']
    if equal == 'yes':
        skip = 'no'

    return {'return': 0, 'skip': skip}


##############################################################################
# Compare two dictionaries recursively
#
# TARGET: end users


[docs]def compare_dicts(i):
    """Compare two dictionaries recursively
       Target audience: end users

       Note that if dict1 and dict2 has lists, the results will be as follows:

       * dict1={"key":['a','b','c']}
         dict2={"key":['a','b']}
         EQUAL

       * dict1={"key":['a','b']}
         dict2={"key":['a','b','c']}
         NOT EQUAL

    Args:    
              dict1 (dict): dictionary 1
              dict2 (dict): dictionary 2
              (ignore_case) (str): if 'yes', ignore case of letters

    Returns:
              (dict): Unified CK dictionary:

                return (int): return code =  0, if successful
                                          >  0, if error
                (error) (str): error text if return > 0

                equal (str); if 'yes' then dictionaries are equal

    """

    d1 = i.get('dict1', {})
    d2 = i.get('dict2', {})

    equal = 'yes'

    bic = False
    ic = i.get('ignore_case', '')
    if ic == 'yes':
        bic = True

    for q2 in d2:
        v2 = d2[q2]
        if type(v2) == dict:
            if q2 not in d1:
                equal = 'no'
                break

            v1 = d1[q2]

            rx = compare_dicts({'dict1': v1, 'dict2': v2, 'ignore_case': ic})
            if rx['return'] > 0:
                return rx
            equal = rx['equal']
            if equal == 'no':
                break
        elif type(v2) == list:
            # For now can check only values in list
            if q2 not in d1:
                equal = 'no'
                break

            v1 = d1[q2]

            if type(v1) != list:
                equal = 'no'
                break

            for m in v2:
                if m not in v1:
                    equal = 'no'
                    break

            if equal == 'no':
                break
        else:
            if q2 not in d1:
                equal = 'no'
                break

            if equal == 'no':
                break

            v1 = d1[q2]

            if bic and type(v1) != int and type(v1) != float and type(v1) != bool:
                v1 = v1.lower()
                v2 = v2.lower()

            if v2 != v1:
                equal = 'no'
                break

    return {'return': 0, 'equal': equal}


##############################################################################
# Compare two CK flat dictionaries
#
# TARGET: end users


[docs]def compare_flat_dicts(i):
    """Compare two CK flat dictionaries
       Target audience: end users

    Args:    
              dict1 (dict): dictionary 1
              dict2 (dict): dictionary 2
              (ignore_case) (str): if 'yes', ignore case of letters
              (space_as_none) (str): if 'yes', consider "" as None
              (keys_to_ignore) (list): list of keys to ignore (can be wildcards)

    Returns:
              (dict): Unified CK dictionary:

                return (int): return code =  0, if successful
                                          >  0, if error
                (error) (str): error text if return > 0

                equal (str); if 'yes' then dictionaries are equal

    """

    d1 = i.get('dict1', {})
    d2 = i.get('dict2', {})

    equal = 'yes'

    ic = False
    x = i.get('ignore_case', '')
    if x == 'yes':
        ic = True

    san = None
    x = i.get('space_as_none', '')
    if x == 'yes':
        san = ''

    # Create common set of keys
    keys = list(d1.keys())
    for q in d2:
        if q not in keys:
            keys.append(q)

    # If keys to ignore
    kti = i.get('keys_to_ignore', [])
    if len(kti) > 0:
        import fnmatch

        x = []
        for q in keys:
            skip = False
            for k in kti:
                if fnmatch.fnmatch(q, k):
                    skip = True
            if not skip:
                x.append(q)
        keys = x

    # Compare all keys
    for q in keys:
        v1 = d1.get(q, san)
        v2 = d2.get(q, san)

        if ic and type(v1) != int and type(v1) != float and type(v1) != bool:
            v1 = v1.lower()
            v2 = v2.lower()

        if v1 != v2:
            equal = 'no'
            break

    return {'return': 0, 'equal': equal}


##############################################################################
# Find a string in a dict or list
#
# TARGET: end users


[docs]def find_string_in_dict_or_list(i):
    """Find a string in a dict or list
       Target audience: end users

    Args:    
              dict (dict or list): dict or list to search
              (search_string) (str): search string
              (ignore_case) (str): if 'yes' then ignore case of letters

    Returns:
              (dict): Unified CK dictionary:

                return (int): return code =  0, if successful
                                          >  0, if error
                (error) (str): error text if return > 0

                found (str): if 'yes', string found
    """

    d = i.get('dict', {})

    found = 'no'

    wc = False
    ss = i.get('search_string', '')
    if ss.find('*') >= 0 or ss.find('?') >= 0:
        wc = True
        import fnmatch

    bic = False
    ic = i.get('ignore_case', '')
    if ic == 'yes':
        bic = True
        ss = ss.lower()

    for q in d:
        if type(d) == dict:
            v = d[q]
        elif type(d) == list:
            v = q
        else:
            v = str(q)

        if type(v) == dict or type(v) == list:
            rx = find_string_in_dict_or_list(
                {'dict': v, 'search_string': ss, 'ignore_case': ic})
            if rx['return'] > 0:
                return rx
            found = rx['found']
            if found == 'yes':
                break
        else:
            try:
                v = str(v)
            except Exception as e:
                pass

            if bic:
                v = v.lower()

            if (wc and fnmatch.fnmatch(v, ss)) or v == ss:
                found = 'yes'
                break

    return {'return': 0, 'found': found}


##############################################################################
# Search filter
#
# TARGET: CK kernel and low-level developers


[docs]def search_string_filter(i):
    """Search filter
       Target audience: CK kernel and low-level developers

    Args:    
              repo_uoa (str): CK repo UOA
              module_uoa (str): CK module UOA
              data_uoa (str): CK data UOA
              path (str): path to the current CK entry

              (search_string)      - search with expressions *?

    Returns:
              (dict): Unified CK dictionary:

                return (int): return code =  0, if successful
                                          >  0, if error
                (error) (str): error text if return > 0

                skip (str): if 'yes' then skip this entry from search

    """

    # To be fast, load directly
    p = i['path']

    skip = 'yes'

    ss = i.get('search_string', '')
    if ss == '':
        skip = 'no'
    else:
        ic = i.get('ignore_case', '')

        p1 = os.path.join(p, cfg['subdir_ck_ext'], cfg['file_meta'])
        if not os.path.isfile(p1):
            p1 = os.path.join(p, cfg['subdir_ck_ext'], cfg['file_meta_old'])
            if not os.path.isfile(p1):
                return {'return': 0, 'skip': 'yes'}

        r = load_json_file({'json_file': p1})
        if r['return'] > 0:
            return r
        d = r['dict']

        # Check directly
        rx = find_string_in_dict_or_list(
            {'dict': d, 'search_string': ss, 'ignore_case': ic})
        if rx['return'] > 0:
            return rx
        found = rx['found']
        if found == 'yes':
            skip = 'no'

    return {'return': 0, 'skip': skip}


##############################################################################
# Access index server (usually ElasticSearch)
#
# TARGET: CK kernel and low-level developers


[docs]def access_index_server(i):
    """Access index server (usually ElasticSearch)
       Target audience: CK kernel and low-level developers

    Args:    
              request (str): request type ('PUT' | 'DELETE' | 'TEST' | 'GET')
              (path) (str): ES "path" with indexing info
              (dict) (dict): send this query as dict
              (limit_size) (int): limit queries using this number (if 'GET')
              (start_from) (int): start from a given entry in a query

    Returns:
              (dict): Unified CK dictionary:

                return (int): return code =  0, if successful
                                          >  0, if error
                (error) (str): error text if return > 0

                dict (dict): dictionary from ElasticSearch with all entries

    """

    request = i['request']

    # Prepare URL
    host = cfg.get('index_host', '')
    if host == '':
        return {'return': 1, 'error': 'index host is not defined in configuration'}

    url = host
    port = cfg.get('index_port', '')
    if port != '':
        url += ':'+port

    path = i.get('path', '')
    xpath = path.split('/')

    dd = i.get('dict', {})
    ddo = {}

    if cfg.get('index_use_curl', '') == 'yes':
        url += path

        import tempfile

        fd1, fn1 = tempfile.mkstemp(suffix='.tmp', prefix='ck-')
        os.close(fd1)
        os.remove(fn1)

        fd2, fn2 = tempfile.mkstemp(suffix='.tmp', prefix='ck-')
        os.close(fd2)
        os.remove(fn2)

        r = save_json_to_file({'json_file': fn1, 'dict': dd})
        if r['return'] > 0:
            return r

        cmd = 'curl -X'+request+' '+url+' -d @'+fn1+' -s -o '+fn2
        os.system(cmd)

        # Read output
        if not os.path.isfile(fn2):
            return {'return': 1, 'error': 'problem accessing indexing server - maybe indexing server is down?'}

        r = load_json_file({'json_file': fn2})

        if os.path.isfile(fn1):
            os.remove(fn1)
        if os.path.isfile(fn2):
            os.remove(fn2)

        if r['return'] > 0:
            return r
        ddo = r['dict']
    elif cfg.get('index_use_web', '') == 'yes':
        url += path

        try:
            import urllib.request as urllib2
        except:
            import urllib2

        try:
            from urllib.parse import urlencode
        except:
            from urllib import urlencode

        # Prepare post variables
        r = dumps_json({'dict': dd, 'skip_indent': 'yes'})
        if r['return'] > 0:
            return r
        s = r['string'].encode('utf8')

        rq = urllib2.Request(url, s)
        if request == 'DELETE':
            rq.get_method = lambda: request

        not_found = False
        try:
            f = urllib2.urlopen(rq)
        except urllib2.URLError as e:
            se = format(e)
            if request == 'DELETE' and se.find('404') > 0:
                not_found = True
            else:
                return {'return': 1, 'error': 'problem accessing indexing server ('+se+')'}

        if not not_found:
            try:
                s = f.read()
                f.close()
            except Exception as e:
                return {'return': 1, 'error': 'can\'t parse output during indexing ('+format(e)+')'}

            if sys.version_info[0] > 2:
                s = s.decode('utf8')

            r = convert_json_str_to_dict(
                {'str': s, 'skip_quote_replacement': 'yes'})
            if r['return'] > 0:
                return {'return': 1, 'error': 'can\'t parse output from index server ('+r['error']+')'}
            ddo = r['dict']
    else:
        # Check that elastic search client is installed
        found_elasticsearch = True
        try:
            import elasticsearch
        except Exception as e:
            found_elasticsearch = False
            pass

        if not found_elasticsearch:
            return {'return': 1, 'error': 'Python elasticsearch client library was not found; try to install it via "pip install elasticsearch"'}

        # Init ElasticSearch
        try:
            es = elasticsearch.Elasticsearch([url])
        except elasticsearch.ElasticsearchException as e:
            return {'return': 1, 'error': 'problem initializing ElasticSearch ('+format(e)+')'}

        es_index = 'ck'
        es_doc_type = '_doc'

        # Check commands
        if request == 'TEST':
            # Normally we already connected fine above

            ddo = es.info()
            ddo['health'] = es.cluster.health()
            ddo['status'] = 200

        else:
            es_id = ''
            if len(xpath) > 1:
                es_id += xpath[1]
            if len(xpath) > 2:
                es_id += '_'+xpath[2]

            if request == 'GET':
                lsize = i.get('limit_size', '')
                if lsize != '' and lsize != None:
                    lsize = int(lsize)
                else:
                    lsize = 1000

                start_from = i.get('start_from', '')
                if start_from != '' and start_from != None:
                    start_from = int(start_from)
                else:
                    start_from = 0

                s = i.get('original_string', '')
                try:
                    ddo = es.search(index="ck",
                                    body={"query": {
                                        "query_string": {
                                          "query": s,
                                          "analyze_wildcard": True
                                          }
                                    },
                                        "from": start_from,
                                        "size": lsize})
                except elasticsearch.ElasticsearchException as e:
                    se = format(e)
                    return {'return': 33, 'error': 'problem 33 accessing indexing server ('+se+')'}
            elif request == 'DELETE':
                if path == '/_all':
                    try:
                        ddo = es.indices.delete(
                            index=es_index, ignore=[400, 404])
                    except elasticsearch.ElasticsearchException as e:
                        se = format(e)
                        return {'return': 2, 'error': 'problem 2 accessing indexing server ('+se+')'}
                else:
                    exists = True
                    try:
                        ddo = es.get(index=es_index,
                                     doc_type=es_doc_type, id=es_id)
                    except elasticsearch.ElasticsearchException as e:
                        es_status = e.info.get('status', 0)
                        if es_status == 404 or e.info.get('found') == False:
                            exists = False

                    if exists:
                        try:
                            ddo = es.delete(
                                index=es_index, doc_type=es_doc_type, id=es_id)
                        except elasticsearch.ElasticsearchException as e:
                            se = format(e)
                            return {'return': 3, 'error': 'problem 3 accessing indexing server ('+se+')'}

            elif request == 'PUT':
                try:
                    ddo = es.index(
                        index=es_index, doc_type=es_doc_type, id=es_id, body=dd)
                except elasticsearch.ElasticsearchException as e:
                    se = format(e)
                    return {'return': 4, 'error': 'problem 4 accessing indexing server ('+se+')'}

    return {'return': 0, 'dict': ddo}


##############################################################################
# Add a new action to the given CK module
#
# TARGET: should use via ck.kernel.access


[docs]def add_action(i):
    """Add a new action to the given CK module
       Target audience: should use via ck.kernel.access

    Args:    
              (repo_uoa) (str): CK repo UOA
              module_uoa (str): must be "module"
              data_uoa (str): UOA of the module for the new action

              func (str): action name
              (desc) (str): action description

              (for_web) (str): if 'yes', make it compatible with the CK web API, i.e. allow an access to this function in the CK server

              (skip_appending_dummy_code) (str): if 'yes', do not append code

    Returns:
              (dict): Unified CK dictionary:

                return (int): return code =  0, if successful
                                          >  0, if error
                (error) (str): error text if return > 0

                Output from the 'update' function for the given CK module
    """

    # Check if global writing is allowed
    r = check_writing({})
    if r['return'] > 0:
        return r

    o = i.get('out', '')

    ruoa = i.get('repo_uoa', '')
    muoa = i.get('module_uoa', '')
    duoa = i.get('data_uoa', '')

    func = i.get('func', '').strip()

    desc = i.get('desc', '')

    fweb = i.get('for_web', '')

    if muoa == '':
        return {'return': 1, 'error': 'module UOA is not defined'}

    if duoa != '':
        muoa = duoa
        duoa = ''

    # Find path to module
    ii = {'module_uoa': cfg['module_name'],
          'data_uoa': muoa}
    if ruoa != '':
        ii['repo_uoa'] = ruoa
    r = load(ii)
    if r['return'] > 0:
        return r

    pp = r['path']
    dd = r['dict']

    actions = dd.get('actions', {})
    actions_redirect = dd.get('actions_redirect', {})

    # Check func and desc
    if o == 'con':
        if func == '':
            r = inp({'text': 'Add action function (or Enter to stop): '})
            func = r['string']

        if func != '':
            #          if fweb=='':
            #             r1=inp({'text':'Support web (y/N):                         '})
            #             fweb=r1['string'].lower()
            #             if fweb=='y' or fweb=='yes': fweb='yes'
            #             else: fweb=''

            if desc == '':
                r1 = inp({'text': 'Add action description:                 '})
                desc = r1['string']

    # Check if empty
    if func == '':
        return {'return': 1, 'error': 'action (function) is not defined'}

    if len(func) > 0 and func[0].isdigit():
        return {'return': 1, 'error': 'action name should not start from a number'}

    if cfg.get('allowed_action_names', '') != '':
        import re

        anames = cfg.get('allowed_action_names', '')

        if not re.match(anames, func):
            return {'return': 1, 'error': 'found disallowed characters in the action name (allowed: "'+anames+'")'}

    if func == 'init':
        func1 = 'new_'+func
        if func1 in actions:
            return {'return': 1, 'error': 'action (function) "'+func1+'" already exists in the module'}
        actions_redirect[func] = func1

    if func in actions:
        return {'return': 1, 'error': 'action (function) already exists in the module'}

    for x in actions_redirect:
        if actions_redirect[x] == func:
            return {'return': 1, 'error': 'redirected action (function) already exists in the module'}

    if '-' in func:
        func1 = func.replace('-', '_')
        actions_redirect[func] = func1

    # Adding actions
    actions[func] = {}
    if desc != '':
        actions[func]['desc'] = desc
    if fweb != '':
        actions[func]['for_web'] = fweb

    dd['actions'] = actions
    dd['actions_redirect'] = actions_redirect

    if i.get('skip_appending_dummy_code', '') != 'yes':
        ii = {'module_uoa': cfg['module_name'],
              'data_uoa': cfg['module_name']}
        r = load(ii)
        if r['return'] > 0:
            return r

        px = r['path']
        pd = r['dict']

        pma = os.path.join(px, pd['dummy_module_action'])

        # Load module action dummy
        r = load_text_file({'text_file': pma})
        if r['return'] > 0:
            return r
        spma = r['string']

        # Load current module
        pmx = os.path.join(pp, cfg['module_full_code_name'])
        r = load_text_file({'text_file': pmx})
        if r['return'] > 0:
            return r
        spm = r['string']

        # Update
        if func in actions_redirect:
            func = actions_redirect[func]
        spm += '\n'+spma.replace('$#action#$', func).replace('$#desc#$', desc)

        # Write current module
        rx = save_text_file({'text_file': pmx, 'string': spm})
        if rx['return'] > 0:
            return rx

    # Update data entry
    if o == 'con':
        out('')
    ii = {'module_uoa': cfg['module_name'],
          'data_uoa': muoa,
          'dict': dd,
          'out': o,
          'sort_keys': 'yes'}
    if ruoa != '':
        ii['repo_uoa'] = ruoa
    r = update(ii)
    if r['return'] > 0:
        return r

    return r


##############################################################################
# Remove an action from the given module
#
# TARGET: should use via ck.kernel.access


[docs]def remove_action(i):
    """Remove an action from the given module
       Target audience: should use via ck.kernel.access

    Args:    
              (repo_uoa) (str): CK repo UOA
              module_uoa (str): must be "module"
              data_uoa (str): UOA of the module for the new action

              func (str): action name

    Returns:
              (dict): Unified CK dictionary:

                return (int): return code =  0, if successful
                                          >  0, if error
                (error) (str): error text if return > 0

                Output from the 'update' function for the given CK module
    """

    # Check if global writing is allowed
    r = check_writing({})
    if r['return'] > 0:
        return r

    o = i.get('out', '')

    ruoa = i.get('repo_uoa', '')
    muoa = i.get('module_uoa', '')
    duoa = i.get('data_uoa', '')

    func = i.get('func', '')

    if muoa == '':
        return {'return': 1, 'error': 'module UOA is not defined'}

    if duoa != '':
        muoa = duoa
        duoa = ''

    # Find path to module
    ii = {'module_uoa': cfg['module_name'],
          'data_uoa': muoa}
    if ruoa != '':
        ii['repo_uoa'] = ruoa
    r = load(ii)
    if r['return'] > 0:
        return r

    pp = r['path']
    dd = r['dict']

    actions = dd.get('actions', {})

    # Check func and desc
    if o == 'con':
        if func == '':
            r = inp({'text': 'Enter function to be removed (or Enter to quit) - note that we remove only reference to this function from the module meta: '})
            func = r['string']

    # Check if empty
    if func == '':
        return {'return': 1, 'error': 'action (function) is not defined'}

    if func not in actions:
        return {'return': 1, 'error': 'action (function) is not found in the module'}

    del (actions[func])

    dd['actions'] = actions

    # Update data entry
    if o == 'con':
        out('')
    ii = {'module_uoa': cfg['module_name'],
          'data_uoa': muoa,
          'dict': dd,
          'substitute': 'yes',
          'sort_keys': 'yes',
          'out': o}
    if ruoa != '':
        ii['repo_uoa'] = ruoa
    r = update(ii)
    if r['return'] > 0:
        return r

    if o == 'con':
        out('')
        out('Reference to the function "'+func +
            '" was removed from module meta. Function body was not removed from the python code')

    return r


##############################################################################
# List actions in the given CK module
#
# TARGET: should use via ck.kernel.access


[docs]def list_actions(i):
    """List actions in the given CK module
       Target audience: should use via ck.kernel.access

    Args:    
              (repo_uoa) (str): CK repo UOA
              module_uoa (str): must be "module"
              data_uoa (str): UOA of the module for the new action

    Returns:
              (dict): Unified CK dictionary:

                return (int): return code =  0, if successful
                                          >  0, if error
                (error) (str): error text if return > 0

                actions (dict): dict with actions in the given CK module

    """

    o = i.get('out', '')

    ruoa = i.get('repo_uoa', '')
    muoa = i.get('module_uoa', '')
    duoa = i.get('data_uoa', '')

    if muoa != '':
        if duoa != '':
            muoa = duoa
            duoa = ''

        # Find path to module 'module' to get dummies
        ii = {'action': 'load',
              'module_uoa': cfg['module_name'],
              'data_uoa': muoa,
              'common_func': 'yes'}
        if ruoa != '':
            ii['repo_uoa'] = ruoa

        r = access(ii)
        if r['return'] > 0:
            return r

        dd = r['dict']

        actions = dd.get('actions', {})
    else:
        actions = cfg['actions']

    # If console, print actions
    if o == 'con':
        for q in sorted(actions.keys()):
            s = q

            desc = actions[q].get('desc', '')
            if desc != '':
                s += ' - '+desc

            out(s)

    return {'return': 0, 'actions': actions}


##############################################################################
# Pull CK entries from the CK server
#
# TARGET: CK kernel and low-level developers


[docs]def pull(i):
    """Pull CK entries from the CK server
       Target audience: CK kernel and low-level developers

    Args:    
              (repo_uoa) (str): CK repo UOA
              module_uoa (str): must be "module"
              data_uoa (str): UOA of the module for the new action

              (filename) (str): filename (with path) (if empty, set archive to 'yes').
                                If empty, create an archive of the entry
                  or
              (cid[0]) (str):

              (archive) (str): if 'yes' pull whole entry as zip archive using filename or ck_archive.zip
              (all) (str): if 'yes' and archive, add even special directories (.cm, .svn, .git, etc)


              (out) (str): if 'json' or 'json_file', encode file and return in r
              (skip_writing) (str): if 'yes', do not write file (not archive) to current directory

              (pattern) (str): return only files with this pattern
              (patterns) (str): multiple patterns (useful to pack mutiple points in experiments)

              (encode_file) (str): if 'yes', encode file

              (skip_tmp) (str): if 'yes', skip tmp files and directories

    Returns:
              (dict): Unified CK dictionary:

                return (int): return code =  0, if successful
                                          >  0, if error
                (error) (str): error text if return > 0

                actions (dict): dict with actions in the given CK module

                (file_content_base64) (str): if i['to_json']=='yes', encoded file

                (filename) (str): filename to record locally

    """

    o = i.get('out', '')

    tj = False
    if o == 'json' or o == 'json_file' or i.get('encode_file', '') == 'yes':
        tj = True

    st = i.get('skip_tmp', '')

    ruoa = i.get('repo_uoa', '')
    muoa = i.get('module_uoa', '')
    duoa = i.get('data_uoa', '')

    pat = i.get('pattern', '')
    pats = i.get('patterns', [])
    if pat != '':
        pats.append(pat)

    fn = i.get('filename', '')
    if fn == '':
        x = i.get('cids', [])
        if len(x) > 0:
            fn = x[0]

    # Attempt to load data (to find path, etc)
    r = load({'repo_uoa': ruoa, 'module_uoa': muoa, 'data_uoa': duoa})
    if r['return'] > 0:
        return r

    p = r['path']
    muoa = r['module_uoa']
    duoa = r['data_uoa']
    dd = r['dict']

    # How output
    sw = i.get('skip_writing', '')

    # Prepare output
    rr = {'return': 0}

    # Check what to pull
    pfn = ''

    if fn == '':
        i['archive'] = 'yes'

    delete_file = ''

    if i.get('archive', '') != 'yes':
        # Get file
        pfn = os.path.normpath(os.path.join(p, fn))

        # Check that file is not getting outside paths ...
        if not pfn.startswith(p):
            return {'return': 1, 'error': 'path of file is outside entry'}

        if not os.path.isfile(pfn):
            return {'return': 1, 'error': 'file not found'}

        if not tj and sw != 'yes':
            # Copy file to current directory
            if os.path.isfile(fn):
                return {'return': 1, 'error': 'file already exists in the current directory'}

            # Copy file
            import shutil
            shutil.copyfile(pfn, fn)

        py = os.path.split(fn)
        rr['filename'] = py[1]

    else:
        # Prepare archive name
        if fn != '':
            # Check that file is not getting outside paths ...
            fn = os.path.normpath(os.path.join(os.getcwd(), fn))
            if not pfn.startswith(os.getcwd()):
                return {'return': 1, 'error': 'archive filename should not have path'}

        else:
            if tj:
                # Generate tmp file
                import tempfile
                # suffix is important - CK will delete such file!
                fd, fn = tempfile.mkstemp(suffix='.tmp', prefix='ck-')
                os.close(fd)
                os.remove(fn)
                delete_file = fn
            else:
                fn = cfg['default_archive_name']
        pfn = fn

        if os.path.isfile(pfn):
            return {'return': 1, 'error': 'archive file already exists in the current directory'}

        # Prepare archive
        import zipfile

        zip_method = zipfile.ZIP_DEFLATED

        gaf = i.get('all', '')

        fl = {}

        if len(pats) > 0:
            for q in pats:
                r = list_all_files({'path': p, 'all': gaf, 'pattern': q})
                if r['return'] > 0:
                    return r

                flx = r['list']

                for k in flx:
                    fl[k] = flx[k]
        else:
            r = list_all_files({'path': p, 'all': gaf})
            if r['return'] > 0:
                return r

            fl = r['list']

        # Write archive
        try:
            f = open(pfn, 'wb')
            z = zipfile.ZipFile(f, 'w', zip_method)
            for fn in fl:
                if st != 'yes' or not fn.startswith('tmp'):
                    p1 = os.path.join(p, fn)
                    z.write(p1, fn, zip_method)
            z.close()
            f.close()

        except Exception as e:
            return {'return': 1, 'error': 'failed to prepare archive ('+format(e)+')'}

    # If add to JSON
    if tj:
        r = convert_file_to_upload_string({'filename': pfn})
        if r['return'] > 0:
            return r

        rr['file_content_base64'] = r['file_content_base64']

        if delete_file != '':
            os.remove(delete_file)

    return rr


##############################################################################
# Push CK entry to the CK server
#
# TARGET: CK kernel and low-level developers


[docs]def push(i):
    """Push CK entry to the CK server
       Target audience: CK kernel and low-level developers

    Args:    
              (repo_uoa) (str): CK repo UOA
              module_uoa (str): must be "module"
              data_uoa (str): UOA of the module for the new action

              (filename) (str): filename (with path) (if empty, set archive to 'yes').
                                If empty, create an archive of the entry
                  or
              (cid[0]) (str):

              (extra_path) (str): extra path inside entry (create if doesn't exist)

              (file_content_base64) (str): if !='', take its content and record into filename

              (archive) (str): if 'yes' push to entry and unzip ...

              (overwrite) (str); if 'yes', overwrite files

    Returns:
              (dict): Unified CK dictionary:

                return (int): return code =  0, if successful
                                          >  0, if error
                (error) (str): error text if return > 0

    """

    # Check if global writing is allowed
    r = check_writing({})
    if r['return'] > 0:
        return r

    o = i.get('out', '')

    ruoa = i.get('repo_uoa', '')
    muoa = i.get('module_uoa', '')
    duoa = i.get('data_uoa', '')

    # Check file
    fn = i.get('filename', '')
    if fn == '':
        x = i.get('cids', [])
        if len(x) > 0:
            fn = x[0]

    if fn == '':
        return {'return': 1, 'error': 'filename is empty'}

    fcb = False
    if 'file_content_base64' in i:
        import base64

        # convert from unicode to str since base64 works on strings
        bin = base64.urlsafe_b64decode(i['file_content_base64'].encode('utf8'))
        # should be safe in Python 2.x and 3.x
        fcb = True
    else:
        if not os.path.isfile(fn):
            return {'return': 1, 'error': 'file '+fn+' not found'}

    # Attempt to load data (to find path, etc)
    rx = load({'repo_uoa': ruoa, 'module_uoa': muoa, 'data_uoa': duoa})
    if rx['return'] > 0:
        return rx

    p = rx['path']
    muoa = rx['module_uoa']
    duoa = rx['data_uoa']
    dd = rx['dict']

    px = os.path.normpath(os.path.join(p, cfg['subdir_ck_ext']))

    ruoa = rx['repo_uoa']
    ruid = rx['repo_uid']

    # Check repo/module writing
    ii = {'module_uoa': muoa, 'repo_uoa': ruoa, 'repo_uid': ruid}
    r = check_writing(ii)
    if r['return'] > 0:
        return r
    rd = r.get('repo_dict', {})

    rshared = rd.get('shared', '')
    rsync = rd.get('sync', '')

    # Prepare path
    p1 = i.get('extra_path', '')
    if p1 != '':
        p2 = os.path.normpath(os.path.join(p, p1))
        if not p2.startswith(p):
            return {'return': 1, 'error': 'extra path is outside entry'}

        p = p2

    # Create missing dirs
    if not os.path.isdir(p):
        os.makedirs(p)

    overwrite = i.get('overwrite', '')

    # Copy or record file
    p3 = os.path.normpath(os.path.join(p, fn))
    if not p3.startswith(p3):
        return {'return': 1, 'error': 'extra path is outside entry'}

    if p3.startswith(px):
        return {'return': 1, 'error': 'path points to the special directory with meta info'}

    if os.path.isfile(p3) and overwrite != 'yes':
        return {'return': 1, 'error': 'file already exists in the entry'}

    if fcb:
        try:
            f = open(p3, 'wb')
            f.write(bin)
            f.close()
        except Exception as e:
            return {'return': 1, 'error': 'problem writing text file='+p3+' ('+format(e)+')'}
    else:
        import shutil
        shutil.copyfile(fn, p3)

    # Process if archive
    y = ''
    if i.get('archive', '') == 'yes':
        rx = unzip_file({'archive_file': p3,
                         'path': p,
                         'overwrite': overwrite,
                         'delete_after_unzip': 'yes'})
        if rx['return'] > 0:
            return rx
        y = 'and unziped '

    if rshared != '':
        ppp = os.getcwd()

        pp = os.path.split(p)
        pp0 = pp[0]
        pp1 = pp[1]

        os.chdir(pp0)

        ss = cfg['repo_types'][rshared]['add'].replace('$#files#$', pp1)
        rx = os.system(ss)

        os.chdir(ppp)

    if o == 'con':
        out('File was pushed '+y+'successfully!')

    return {'return': 0}


##############################################################################
# Unizip archive file to a given path
#
# TARGET: end users


[docs]def unzip_file(i):
    """Unizip archive file to a given path
       Target audience: end users

    Args:    
              archive_file (str): full path to a zip file  
              (path) (str): path where to unzip (use current path if empty)
              (overwrite) (str): if 'yes', overwrite existing files
              (delete_after_unzip) (str); if 'yes', delete original zip file after unzipping

    Returns:
              (dict): Unified CK dictionary:

                return (int): return code =  0, if successful
                                          >  0, if error
                (error) (str): error text if return > 0

                skipped (list): list of files that were not overwritten

    """

    import zipfile

    p = i.get('path', '')
    if p == '':
        p = os.getcwd()

    p3 = i['archive_file']

    overwrite = i.get('overwrite', '')

    dau = i.get('delete_after_unzip', '')

    s = []

    f = open(p3, 'rb')
    z = zipfile.ZipFile(f)
    for d in z.namelist():
        if not d.startswith('.') and not d.startswith('/') and not d.startswith('\\'):
            pp = os.path.join(p, d)
            if d.endswith('/'):
                # create directory
                if not os.path.exists(pp):
                    os.makedirs(pp)
            else:
                ppd = os.path.dirname(pp)
                if not os.path.exists(ppd):
                    os.makedirs(ppd)

                # extract file
                if os.path.isfile(pp) and overwrite != 'yes':
                    s.append(d)
                else:
                    fo = open(pp, 'wb')
                    fo.write(z.read(d))
                    fo.close()
    f.close()

    if dau == 'yes':
        os.remove(p3)

    return {'return': 0, 'skipped': s}


##############################################################################
# List files in a given CK entry
#
# TARGET: end users


[docs]def list_files(i):
    """List files in a given CK entry
       Target audience: end users

    Args:    
              (repo_uoa) (str): CK repo UOA
              (module_uoa) (str): CK module UOA
              (data_uoa): CK entry (data) UOA

              See other keys for the "list_all_files" function

    Returns:
              (dict): Unified CK dictionary:

                return (int): return code =  0, if successful
                                          >  0, if error
                (error) (str): error text if return > 0

                Output from the "list_al_files" function

    """

    o = i.get('out', '')

    ruoa = i.get('repo_uoa', '')
    muoa = i.get('module_uoa', '')
    duoa = i.get('data_uoa', '')

    # Get info about entry
    r = load({'repo_uoa': ruoa, 'module_uoa': muoa, 'data_uoa': duoa})
    if r['return'] > 0:
        return r

    p = r['path']

    # Get files
    ii = {'path': p}
    if i.get('limit', '') != '':
        ii['limit'] = i['limit']
    if i.get('number', '') != '':
        ii['number'] = i['number']
    if i.get('all', '') != '':
        ii['all'] = i['all']

    r = list_all_files(ii)
    if r['return'] > 0:
        return r

    if o == 'con':
        for q in r.get('list', []):
            out(q)

    return r


##############################################################################
# Internal function to convert old Collective Mind entries
# to the CK entries
#
# TARGET: internal


[docs]def convert_cm_to_ck(i):  # pragma: no cover
    """List files in a given CK entry
       Target audience: internal

    Args:    
              (repo_uoa) (str): CK repo UOA with wild cards
              (module_uoa) (str): CK module UOA with wild cards
              (data_uoa) (str): CK entry (data) UOA with wild cards

              (print_full) (str): if 'yes', show CID (repo_uoa:module_uoa:data_uoa)

              (print_time) (str): if 'yes'. print elapse time at the end

              (ignore_update) (str): if 'yes', do not add info about update

              (time_out) (float): time out in sec. (default -1, i.e. no timeout)

    Returns:
              (dict): Unified CK dictionary:

                return (int): return code =  0, if successful
                                          >  0, if error
                (error) (str): error text if return > 0

    """

    import sys

    o = i.get('out', '')

    # Check wildcards
    lst = []

    to = i.get('time_out', '')
    if to == '':
        to = '-1'

    ruoa = i.get('repo_uoa', '')
    muoa = i.get('module_uoa', '')
    duoa = i.get('data_uoa', '')

    if ruoa == '':
        ruoa = '*'
    if muoa == '':
        muoa = '*'
    if duoa == '':
        duoa = '*'

    pf = i.get('print_full', '')
    if pf == '':
        pf = 'yes'

    ii = {}
    ii['out'] = o
    ii['repo_uoa'] = ruoa
    ii['module_uoa'] = muoa
    ii['data_uoa'] = duoa
    ii['filter_func_addr'] = getattr(
        sys.modules[__name__], 'filter_convert_cm_to_ck')
    ii['do_not_add_to_lst'] = 'yes'
    ii['print_time'] = i.get('print_time', '')
    ii['print_time'] = i.get('print_time', '')
    ii['print_full'] = pf
    ii['time_out'] = to
    ii['ignore_update'] = i.get('ignore_update', '')
    return list_data(ii)


##############################################################################
# convet cm to ck filter
#
# TARGET: internal use


[docs]def filter_convert_cm_to_ck(i):  # pragma: no cover

    o = i.get('out', '')
    i['out'] = ''
    rx = load(i)
    i['out'] = o

    if rx['return'] > 0:
        return rx

    ruid = rx['repo_uid']
    muid = rx['module_uid']
    duid = rx['data_uid']

    d = rx['dict']
    info = rx.get('info', {})

    # Converting
    if 'cm_access_control' in d:
        if 'cm_outdated' not in info:
            info['cm_outdated'] = {}
        info['cm_outdated']['cm_access_control'] = d['cm_access_control']
        del (d['cm_access_control'])

    if 'cm_display_as_alias' in d:
        info['data_name'] = d['cm_display_as_alias']
        del(d['cm_display_as_alias'])

    if 'powered_by' in d:
        if 'cm_outdated' not in info:
            info['cm_outdated'] = {}
        info['cm_outdated']['powered_by'] = d['powered_by']
        del(d['powered_by'])

    if 'cm_description' in d:
        info['description'] = d['cm_description']
        del(d['cm_description'])

    if 'cm_updated' in d:
        dcu = d['cm_updated'][0]
        cidate = dcu.get('cm_iso_datetime', '')
        cuoa = dcu.get('cm_user_uoa', '')

        if 'control' not in info:
            info['control'] = {}

        if cidate != '':
            info['control']['iso_datetime'] = cidate

        if cuoa != '':
            info['control']['author_uoa'] = cuoa

        info['control']['engine'] = 'CM'
        info['control']['version'] = []

        del(d['cm_updated'])

    if 'version' in info:
        del(info['version'])

    # Saving
    ii = {'action': 'update',
          'repo_uoa': ruid,
          'module_uoa': muid,
          'data_uoa': duid,
          'substitute': 'yes',
          'dict': d,
          'info': info,
          'ignore_update': i.get('ignore_update', '')
          }
    rx = update(ii)
    return rx


##############################################################################
# Index CK entries using ElasticSearch or similar tools
#
# TARGET: CK kernel and low-level developers


[docs]def add_index(i):
    """Index CK entries using ElasticSearch or similar tools
       Target audience: CK kernel and low-level developers

    Args:    
              (repo_uoa) (str): CK repo UOA with wild cards
              (module_uoa) (str): CK module UOA with wild cards
              (data_uoa) (str): CK entry (data) UOA with wild cards

              (print_full) (str): if 'yes', show CID (repo_uoa:module_uoa:data_uoa)

              (print_time) (str): if 'yes'. print elapse time at the end

              (time_out) (float): time out in sec. (default -1, i.e. no timeout)

    Returns:
              (dict): Unified CK dictionary:

                return (int): return code =  0, if successful
                                          >  0, if error
                (error) (str): error text if return > 0
    """

    import sys

    o = i.get('out', '')

    # Check wildcards
    lst = []

    to = i.get('time_out', '')
    if to == '':
        to = '-1'

    ruoa = i.get('repo_uoa', '')
    muoa = i.get('module_uoa', '')
    duoa = i.get('data_uoa', '')

    if ruoa == '':
        ruoa = '*'
    if muoa == '':
        muoa = '*'
    if duoa == '':
        duoa = '*'

    pf = i.get('print_full', '')
    if pf == '':
        pf = 'yes'

    ii = {}
    ii['out'] = o
    ii['repo_uoa'] = ruoa
    ii['module_uoa'] = muoa
    ii['data_uoa'] = duoa
    ii['filter_func_addr'] = getattr(sys.modules[__name__], 'filter_add_index')
    ii['do_not_add_to_lst'] = 'yes'
    ii['print_time'] = i.get('print_time', '')
    ii['print_full'] = pf
    ii['time_out'] = to

    return list_data(ii)


##############################################################################
# Zip CK entries
#
# TARGET: CK kernel and low-level developers


[docs]def zip(i):
    """Zip CK entries
       Target audience: CK kernel and low-level developers

    Args:    
              (repo_uoa) (str): CK repo UOA with wild cards
              (module_uoa) (str): CK module UOA with wild cards
              (data_uoa) (str): CK entry (data) UOA with wild cards

              (archive_path) (str): if '' create inside repo path

              (archive_name) (str): if !='' use it for zip name
              (auto_name) (str): if 'yes', generate name name from data_uoa: ckr-<repo_uoa>.zip
              (bittorent) (str): if 'yes', generate zip name for BitTorrent: ckr-<repo_uid>-YYYYMMDD.zip

              (overwrite) (str): if 'yes', overwrite zip file
              (store) (str): if 'yes', store files instead of packing

    Returns:
              (dict): Unified CK dictionary:

                return (int): return code =  0, if successful
                                          >  0, if error
                (error) (str): error text if return > 0
    """

    if i.get('data_uoa', '') != '':
        del(i['data_uoa'])

    ruoa = i.get('repo_uoa', '')
    if ruoa != '':
        if ruoa.find('*') < 0 and ruoa.find('?') < 0:
            i['data_uoa'] = ruoa
        else:
            del(i['repo_uoa'])

    i['module_uoa'] = cfg['module_repo_name']
    i['data'] = i.get('cid', '')

    if i.get('cid', '') != '':
        del(i['cid'])

    return access(i)


##############################################################################
# Add index filter
#
# TARGET: internal


[docs]def filter_add_index(i):

    o = i.get('out', '')
    i['out'] = ''
    rx = load(i)
    i['out'] = o

    if rx['return'] > 0:
        return rx

    muid = rx['module_uid']
    duid = rx['data_uid']
    path = '/'+muid+'/'+duid+'/1'

    r = access_index_server({'request': 'DELETE', 'path': path})
    if r['return'] > 0:
        return r

    r = access_index_server({'request': 'PUT', 'path': path, 'dict': rx})

    return r


##############################################################################
# Delete index for a given CK entry in the ElasticSearch or a similar services
#
# TARGET: CK kernel and low-level developers


[docs]def delete_index(i):
    """Delete index for a given CK entry in the ElasticSearch or a similar services
       Target audience: CK kernel and low-level developers

    Args:    
              (repo_uoa) (str): CK repo UOA with wild cards
              (module_uoa) (str): CK module UOA with wild cards
              (data_uoa) (str): CK entry (data) UOA with wild cards

              (print_time) (str): if 'yes'. print elapse time at the end

              (time_out) (float): in sec. (default -1, i.e. no timeout)

    Returns:
              (dict): Unified CK dictionary:

                return (int): return code =  0, if successful
                                          >  0, if error
                (error) (str): error text if return > 0
    """

    import sys

    o = i.get('out', '')

    # Check wildcards
    lst = []

    ruoa = i.get('repo_uoa', '')
    muoa = i.get('module_uoa', '')
    duoa = i.get('data_uoa', '')

    if ruoa == '':
        ruoa = '*'
    if muoa == '':
        muoa = '*'
    if duoa == '':
        duoa = '*'

    ii = {}
    ii['out'] = o
    ii['repo_uoa'] = ruoa
    ii['module_uoa'] = muoa
    ii['data_uoa'] = duoa
    ii['filter_func_addr'] = getattr(
        sys.modules[__name__], 'filter_delete_index')
    ii['do_not_add_to_lst'] = 'yes'

    return list_data(ii)


##############################################################################
# Delete index filter
#
# TARGET: internal


[docs]def filter_delete_index(i):

    o = i.get('out', '')
    i['out'] = ''
    r = load(i)
    i['out'] = o

    if r['return'] > 0:
        return r

    muid = r['module_uid']
    duid = r['data_uid']

    path = '/'+muid+'/'+duid+'/1'

    return access_index_server({'request': 'DELETE', 'path': path})


##############################################################################
# Remove files and dirs even if read only
#
# TARGET: internal use


[docs]def rm_read_only(f, p, e):
    import os
    import stat
    import errno

    ex = e[1]

    os.chmod(p, stat.S_IRWXU | stat.S_IRWXG | stat.S_IRWXO)
    f(p)

    return


############################################################################
# Universal access to all CK actions with unified I/O as dictionaries
#
# TARGET: end users


[docs]def access(i):
    """Universal access to all CK actions with unified I/O as dictionaries
       Target audience: end users

          NOTE: If input is a string and it will be converted to the dictionary as follows (the same as CK command line):

                key1=value1 -> converted to {key1:value1}

                -key10 -> converted to {key10:"yes"}

                -key11=value11 -> converted to {key11:value11}

                --key12 -> converted to {key12:"yes"}

                --key13=value13 -> converted to {key13:value13}

                @file_json -> JSON from this file will be merged with INPUT

                @@ -> CK will ask user ot enter manually JSON from console and merge with INPUT

                @@key -> Enter JSON manually from console and merge with INPUT under this key

                @@@cmd_json -> convert string to JSON (special format) and merge with INPUT

                -- xyz -> add everything after -- to "unparsed_cmd" key in INPUT

                When string is converted to INPUT dictionary, "cmd" variable is set to True

    Args:    
              Unified input as dictionary or string (converted to dict)

                 action (str): automation action

                 module_uoa (str): CK module UOA for the automation action
                   or
                 (cid1) (str): if doesn't have = and doesn't start from -- or - or @ -> appended to cids[]
                 (cid2) (str): if doesn't have = and doesn't start from -- or - or @ -> appended to cids[]
                 (cid3) (str): if doesn't have = and doesn't start from -- or - or @ -> appended to cids[]

                 (repo_uoa) (str): CK repo UOA if action is applied to some CK entry
                 (data_uoa) (str): CK entry name(s)

                 (out) (str): output for a given action
                               - if '', none
                               - if 'con', console interaction (if from CMD, default)
                               - if 'json', print return dict as json to console
                               - if 'json_with_sep', separation line and return dict as json to console
                               - if 'json_file', save return dict to JSON file

                 (out_file) (str): Name of the file to save return dict if 'out'=='json_file'

                 (con_encoding) (str): force encoding for I/O
                 (ck_profile) (str): if 'yes', profile CK 

                 Keys for a given CK automation action

    Returns:
              (dict): Unified CK dictionary:

                return (int): return code =  0, if successful
                                          >  0, if error
                (error) (str): error text if return > 0

                Output from the given CK automation action

    """

    global con_encoding

#    # Set fresh configuration for each access - very costly
#    if cfg.get('loading_config','') == '':
#        cfg['loading_config'] = 'yes'
#        r=access({'action':'load',
#                  'repo_uoa':cfg['repo_name_default'],
#                  'module_uoa':cfg['subdir_kernel'],
#                  'data_uoa':cfg['subdir_kernel_default']})
#        if r['return']==0:
#           cfg.update(r['dict'])
#
#        r=access({'action':'load',
#                  'repo_uoa':cfg['repo_name_local'],
#                  'module_uoa':cfg['subdir_kernel'],
#                  'data_uoa':cfg['subdir_kernel_default']})
#        if r['return']==0:
#           cfg.update(r['dict'])
#        cfg['loading_config'] = ''

    rr = {'return': 0}
    ii = {}
    cmd = False
    o = ''

    # If input is string, split into list and process in the next condition
    if type(i) == str:
        cmd = True
        x = i.split(' ')
        i = x

    # If input is a list
    if type(i) == list:
        if len(i) == 1 and i[0].strip() == 'test_install':
            return rr  # installation test

        cmd = True
        rr = convert_ck_list_to_dict(i)
        if rr['return'] == 0:
            i = rr.get('ck_dict', {})

            if i.get('out', '') == '':
                i['out'] = 'con'  # Default output is console
                # if called from CMD or with string

    o = ''
    if rr['return'] == 0:
        # Check output mode
        o = i.get('out', '')

        # If profile
        cp = i.get('ck_profile', '')
        if cp == 'yes':
            import time
            start_time = time.time()

        ### Process request ######################################

        if i.get('con_encoding', '') != '':
            con_encoding = i['con_encoding']

        ### Process action ###################################
        rr = init({})
        if rr['return'] == 0:
            # Run module with a given action
            rr = perform_action(i)
            if rr.get('out', '') != '':
                o = rr['out']

        if cp == 'yes':
            elapsed_time = time.time()-start_time
            rr['ck_profile_time'] = elapsed_time
            if o == 'con':
                out('CK profile time: '+str(elapsed_time)+' sec.')

    # Finalize call (check output) ####################################
    if o == 'json' or o == 'json_with_sep':
        if o == 'json_with_sep':
            out(cfg['json_sep'])

        rr1 = dumps_json({'dict': rr})
        if rr1['return'] == 0:
            s = rr1['string']
            out(s)

    elif o == 'json_file':
        fn = i.get('out_file', '')
        if fn == '':
            rr['return'] = 1
            rr['error'] = 'out==json_file but out_file is not defined in kernel access function'
        else:
            rr1 = save_json_to_file({'json_file': fn, 'dict': rr})
            if rr1['return'] > 0:
                rr['return'] = 1
                rr['error'] = rr1['error']

    # If error and CMD, output error to console
    if cmd:
        if rr['return'] > 0:
            x = ''
            if type(i) == dict:
                x = i.get('module_uoa', '')
                if x != '':
                    x = '['+x+'] '
            # FGG added this to fix temporal error with ElasticSearch indexing when index is empty
            out(str(cfg['error'])+x+str(rr['error'])+'!')

    return rr



##############################################################################
[docs]def cli():
    r = access(sys.argv[1:])

    if 'return' not in r:
        raise Exception(
            'CK access function should always return key \'return\'!')

    exit(int(r['return']))



##############################################################################
if __name__ == "__main__":
    cli()
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  Source code for ck.net

#
# Collective Knowledge (CK)
#
# See CK LICENSE.txt for licensing details
# See CK COPYRIGHT.txt for copyright details
#
# Developer: Grigori Fursin
#

import urllib
import json
import sys

try:
    from urllib.parse import urlencode
    from urllib.parse import quote_plus
except:
    from urllib import urlencode
    from urllib import quote_plus

try:
    import urllib.request as urllib2
except:
    import urllib2

##########################################################################


[docs]def request(i):
    """Web request to cKnowledge.org server
       Target audience: CK kernel and low-level developers

    Args:    
              get (dict): GET parameters
              post (dict): POST parameters

    Returns:
              (dict): Unified CK dictionary:

                return (int): return code =  0, if successful
                                          >  0, if error
                (error) (str): error text if return > 0

                string (str): returned string from the server
                dict (dict): JSON string converted to dict (if possible)

    """

    url = 'https://cKnowledge.org/api.php?'

    # Prepare dict to send to remote server
    ii = i.get('get', {})

    started = False
    for k in ii:
        v = ii[k]
        if started:
            url += '&'
        started = True
        url += k+'='+quote_plus(v)

    # Request
    request = urllib2.Request(url)

    # Connect
    try:
        f = urllib2.urlopen(request)
    except Exception as e:
        return {'return': 1, 'error': 'Access to cKnowledge.org failed ('+format(e)+')'}

    # Read
    try:
        s = f.read()
    except Exception as e:
        return {'return': 1, 'error': 'Failed to read stream from cKnowledge.org ('+format(e)+')'}

    # CLose
    try:
        f.close()
    except Exception as e:
        return {'return': 1, 'error': 'Failed to close stream from cKnowledge.org ('+format(e)+')'}

    # Check UTF
    try:
        s = s.decode('utf8')
    except Exception as e:
        pass

    # Check output
    d = {}

    # Try to convert output to dictionary
    try:
        d = json.loads(s)
    except Exception as e:
        pass

    return {'return': 0, 'string': s, 'dict': d}



##########################################################################
[docs]def access_ck_api(i):
    """Universal web request to the CK server (usually cKnowledge.io)
       Target audience: CK kernel and low-level developers

    Args:    
              url (str): URL API
              (dict) (dict): dict to send to above URL

    Returns:
              (dict): Unified CK dictionary:

                return (int): return code =  0, if successful
                                          >  0, if error
                (error) (str): error text if return > 0

                dict (dict): dictionary from the CK server

    """

    import ck.strings

    url = i['url']
    d = i.get('dict', {})

    # Import modules compatible with Python 2.x and 3.x
    import urllib

    try:
        import urllib.request as urllib2
    except:
        import urllib2

    try:
        from urllib.parse import urlencode
    except:
        from urllib import urlencode

    # Prepare post variables
    r = ck.strings.dump_json({'dict': d, 'skip_indent': 'yes'})
    if r['return'] > 0:
        return r

    s = r['string']
    if sys.version_info[0] > 2:
        s = s.encode('utf8')

    # Prepare request
    request = urllib2.Request(url, s, {'Content-Type': 'application/json'})

    # Connect
    try:
        f = urllib2.urlopen(request)
    except Exception as e:
        return {'return': 1, 'error': 'Access to the CK portal failed ('+format(e)+')'}

    # Read from Internet
    try:
        s = f.read()
        f.close()
    except Exception as e:
        return {'return': 1, 'error': 'Failed reading stream from the CK portal ('+format(e)+')'}

    # Check output
    try:
        s = s.decode('utf8')
    except Exception as e:
        pass

    # Try to convert output to dictionary
    r = ck.strings.convert_json_str_to_dict(
        {'str': s, 'skip_quote_replacement': 'yes'})
    if r['return'] > 0:
        return {'return': 1, 'error': 'can\'t parse output from the CK portal ('+r['error']+'):\n'+s[:256]+'\n\n...)'}

    d = r['dict']

    if 'return' in d:
        d['return'] = int(d['return'])
    else:
        return {'return': 99, 'error': 'repsonse doesn\'t follow the CK API standard'}

    return {'return': 0, 'dict': d}
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  Source code for ck.strings

#
# Collective Knowledge (CK)
#
# See CK LICENSE.txt for licensing details
# See CK COPYRIGHT.txt for copyright details
#
# Developer: Grigori Fursin
#

import sys

##############################################################################


[docs]def dump_json(i):
    """Dump dictionary (json) to a string
       Target audience: end users

    Args:    
              dict (dict) : dictionary to convert to a string
              (skip_indent) (str): if 'yes', skip indent
              (sort_keys) (str): if 'yes', sort keys

    Returns:
              (dict): Unified CK dictionary:

                return (int): return code =  0, if successful
                                          >  0, if error
                (error) (str): error text if return > 0

                string (str): JSON string

    """

    import json

    d = i['dict']
    si = i.get('skip_indent', '')

    sk = False
    if i.get('sort_keys', '') == 'yes':
        sk = True

    try:
        if sys.version_info[0] > 2:
            if si == 'yes':
                s = json.dumps(d, ensure_ascii=False, sort_keys=sk)
            else:
                s = json.dumps(d, indent=2, ensure_ascii=False, sort_keys=sk)
        else:
            if si == 'yes':
                s = json.dumps(d, ensure_ascii=False,
                               encoding='utf8', sort_keys=sk)
            else:
                s = json.dumps(d, indent=2, ensure_ascii=False,
                               encoding='utf8', sort_keys=sk)
    except Exception as e:
        return {'return': 1, 'error': 'problem converting dict to json ('+format(e)+')'}

    return {'return': 0, 'string': s}



##############################################################################
[docs]def copy_to_clipboard(i):  # pragma: no cover
    """Copy string to clipboard if supported by OS (requires Tk or pyperclip)
       Target audience: end users

    Args:    
              string (str): string to copy

    Returns:
              (dict): Unified CK dictionary:

                return (int): return code =  0, if successful
                                          >  0, if error
                (error) (str): error text if return > 0

    """

    s = i['string']

    failed = False
    ee = ''

    # Try to load pyperclip (seems to work fine on Windows)
    try:
        import pyperclip
    except Exception as e:
        ee = format(e)
        failed = True
        pass

    if not failed:
        pyperclip.copy(s)
    else:
        failed = False

        # Try to load Tkinter
        try:
            from Tkinter import Tk
        except ImportError as e:
            ee = format(e)
            failed = True
            pass

        if failed:
            failed = False
            try:
                from tkinter import Tk
            except ImportError as e:
                ee = format(e)
                failed = True
                pass

        if failed:
            return {'return': 1, 'error': 'none of pyperclip/Tkinter/tkinter packages is installed'}

        # Copy to clipboard
        try:
            r = Tk()
            r.withdraw()
            r.clipboard_clear()
            r.clipboard_append(s)
            r.destroy()
        except Exception as e:
            return {'return': 1, 'error': 'problem copying string to clipboard ('+format(e)+')'}

    return {'return': 0}



##############################################################################
[docs]def convert_json_str_to_dict(i):
    """Convert string in a special format to dict (JSON)
       Target audience: end users

    Args:    
              str (str): string (use ' instead of ", i.e. {'a':'b'} to avoid issues in CMD in Windows and Linux!)

    Returns:
              (dict): Unified CK dictionary:

                return (int): return code =  0, if successful
                                          >  0, if error
                (error) (str): error text if return > 0

                dict (dict): dict from json file

    """

    import json

    s = i['str']

    if i.get('skip_quote_replacement', '') != 'yes':
        s = s.replace('"', '\\"')
        s = s.replace('\'', '"')

    try:
        d = json.loads(s, encoding='utf8')
    except Exception as e:
        return {'return': 1, 'error': 'problem converting text to json ('+format(e)+')'}

    return {'return': 0, 'dict': d}
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MLPerf inference benchmark automation guide

This document is prepared by the MLCommons™ community [https://mlcommons.org]
to make it easier to reproduce MLPerf™ benchmark results and automate new submissions
using the open-source CK workflow framework [https://github.com/ctuning/ck].


	Prepare your platform


	Install CK framework


	Install CK virtual environment (optional)


	Use adaptive CK container






	Prepare and run native MLPerf™


	Integrate CK workflows with CI platforms


	Analyze MLPerf inference results


	Example of CK dashboards for ML Systems DSE






	Reproduce MLPerf™ results and DSE


	Use CK with MLCube™


	Test models with a webcam


	Explore ML Systems designs (AutoDSE)


	Submit to MLPerf™


	Related tools


	Further improvements:


	Standardization of MLPerf™ workflows


	More automation


	CK2 ideas








Please feel free to contribute to this collaborative doc by sending your PR here [https://github.com/ctuning/ck/pulls]! Thank you!



Feedback

Contact Grigori Fursin [https://cKnowledge.io/@gfursin] (OctoML.ai [https://octoml.ai], MLCommons™ member [https://mlcommons.org])
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	COCO 2017


	ImageNet 2012


	CK datasets from the community - must be cleaned and unified [https://cknowledge.io/?q=module_uoa%3A%22package%22+AND+dataset]






          

      

      

    

  

  
    

    Install COCO 2017 val dataset (5000 images)
    

    

    
 
  

    
      
          
            
  
Install COCO 2017 val dataset (5000 images)


fursin@ck:~$ ck install package --ask --tags=dataset,coco,val,2017,full



Convert COCO to 300x300

ck install package --tags=dataset,object-detection,preprocessed,full,side.300,using-pillow






Install models compatible with processed COCO 300x300


TF SSD Mobilenet-v1 non-quantized

Install the non-quantized model directly

ck install package --tags=model,tflite,object-detection,ssd-mobilenet,non-quantized





Note that opencv provides faster conversion and can give better accuracy than pillow but may fail on some platforms.





Convert COCO to 1200x1200

ck install package --tags=dataset,object-detection,preprocessed,full,side.1200





You can add flag –ask to select the path where to install this dataset to be able to reuse it later:

ck install package --tags=dataset,object-detection,preprocessed,full,side.1200 --ask
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  ImageNet 2012 validation set is no longer publicly available
and this CK meta-package cannot automatically download it!

If you already have it installed on your machine, you can detect
and register it to work with CK workflows as described further.

However, we prepared a CK package with a reduced Imagenet dataset (500 images)
to let you test CK-MLPerf workflows.

Select ImageNet 2012 variation:


	Reduced dataset with the first 500 images (for tests)


	Full dataset with 50,000 images





Install CK with ML repository

python3 -m pip install ck
ck pull repo:octoml@mlops







Install reduced ImageNet 2012 val dataset with the first 500 images

If you do not have the full ImageNet val dataset, you can install its reduced version via CK
with the first 500 images just for a test:

ck install package --tags=imagenet,2012,val,min,non-resized
ck install package --tags=imagenet,2012,aux,from.berkeley






Prepare CK for ImageNet preprocessing


Set up CK environment

ck detect platform.os --platform_init_uoa=generic-linux-dummy
ck detect soft:compiler.python
ck detect soft:compiler.gcc --full_path=`which gcc`







Install common CK packages

You will need cmake to build MLPerf™ loadgen. First, attempt to detect if you already have it installed:

ck detect soft --tags=tool,cmake





Note that you need version >= 3.16

CK will register your version if it manages to detect it:

ck show env

Env UID:         Target OS: Bits: Name: Version: Tags:

2aa2c857e2be84a4   linux-64    64 cmake 3.16.3   64bits,cmake,host-os-linux-64,target-os-linux-64,tool,v3,v3.16,v3.16.3





If you do not have cmake installed or CK did not manage to detect it, you can use a CK package to build it for your system:

ck install package --tags=tool,cmake,src







Install Python dependencies via CK

You can now install other dependencies via CK:

ck install package --tags=lib,python-package,absl
ck install package --tags=lib,python-package,numpy
ck install package --tags=lib,python-package,cython
ck install package --tags=lib,python-package,pillow
ck install package --tags=lib,python-package,opencv-python-headless







Preprocess using OpenCV (better accuracy but may fail on some machines)

time ck install package --dep_add_tags.dataset-source=min \
          --tags=dataset,imagenet,val,full,preprocessed,using-opencv,side.224 \
          --version=2012







Preprocess using Pillow (slightly worse accuracy but works most of the time)

time ck install package --dep_add_tags.dataset-source=min \
          --tags=dataset,imagenet,val,full,preprocessed,using-pillow,side.224 \
          --version=2012









Install (detect) full ImageNet 2012 val dataset with 50000 images

ImageNet 2012 validation set is no longer publicly available.
If you already have it installed on your machine, you can detect
and register it to work with CK workflows using this command:

ck detect soft:dataset.imagenet.val --force_version=2012 \
            --extra_tags=full --search_dir={directory where the dataset is installed}





You can download it via Academic Torrents [https://academictorrents.com/details/5d6d0df7ed81efd49ca99ea4737e0ae5e3a5f2e5]
and then register in the CK using the above command.


Preprocess using OpenCV (better accuracy but may fail on some machines)

time ck install package --dep_add_tags.dataset-source=full \
          --tags=dataset,imagenet,val,full,preprocessed,using-opencv,side.224 \
          --version=2012





Processing time: ~30 min.



Preprocessing using pillow (slightly worse accuracy but works most of the time)

time ck install package --dep_add_tags.dataset-source=full \
          --tags=dataset,imagenet,val,full,preprocessed,using-pillow,side.224 \
          --version=2012





Processing time: ~26 min.



Preprocess ImageNet for other models with different resolutions


	CK-ML repo docs [https://github.com/ctuning/ck-ml/blob/main/program/image-classification-tflite-loadgen/README]
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Automated design space exploration of ML/SW/HW stacks

TBD



CK based object detection DSE


	Jupyter notebook [https://nbviewer.jupyter.org/urls/dl.dropbox.com/s/f28u9epifr0nn09/ck-dse-demo-object-detection.ipynb]


	CK dashboard [https://cknowledge.io/result/crowd-benchmarking-mlperf-inference-classification-mobilenets-all]






ACM ASPLOS REQUEST DSE tournament


	event and report [https://cknowledge.io/c/event/repro-request-asplos2018]


	CK dashboard [https://cknowledge.io/c/result/pareto-efficient-ai-co-design-tournament-request-acm-asplos-2018]




To run locally:

ck pull repo:ck-request-asplos18-results





Start CK dashboard with local CK web server

ck dashboard request.asplos18
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Misc MLPerf™ inference notes


[20210430]

ONNX models: current models use OPSET-8 that prevents many run-time optimizations
Suggestion to allow the use of Opset 11,12 or 13? Haven’t decided yet…
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  BeyondCloud commented:

Hi,
I am trying to reproduce the resnet50 benchmark result shows on mlperf.org [https://mlperf.org/inference-results-0-7] (edged/closed division row 4). Currently I can achieve 2.4ms latency on Jetson Xavier AGX SingleStream scenario . However, I use trtexec [https://github.com/NVIDIA/TensorRT/tree/master/samples/opensource/trtexec] to generate the int8 engine file from resnet50_v1.onnx and trtexec does not support calibration (it uses random weight instead). Could you tell me how did you convert resnet50_v1.onnx to int8 engine file (or plan file)  you use in this this repo [https://github.com/ctuning/ck-mlperf/tree/master/program/image-classification-tensorrt-loadgen-py/]?

psyhtest commented:

To obtain the TensorRT plans, we followed NVIDIA’s instructions [https://github.com/mlcommons/inference_results_v0.5/tree/master/closed/NVIDIA] from their MLPerf™ Inference v0.5 submission. This happened between the v0.5 and v0.7 submission rounds, i.e. between October 2019 - September 2020. we submitted the results to v0.7 (without DLA support).

After v0.7, we reproduced [https://github.com/ctuning/ck-ml/blob/master/jnotebook/mlperf-inference-v0.7-reproduce-xavier/] some of the results with JetPack 4.5, while resolving [https://github.com/mlcommons/inference_results_v0.7/issues/15] a few issues along the way. We did not create CK packages for the new plans though.

When the v1.0 results are out on 21 April 2021, I’d encourage you to reproduce them in the same way and share your experience with the community!
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  import tensorflow as tf

graph_def_file = "resnet50_v1.pb"
input_arrays = ["input_tensor"]
output_arrays = ["softmax_tensor"]

converter = tf.contrib.lite.TFLiteConverter.from_frozen_graph(
  graph_def_file, input_arrays, output_arrays)
tflite_model = converter.convert()
open("resnet50_v1.tflite", "wb").write(tflite_model)
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  Crefeda Rodrigues crefeda.rodrigues@arm.com

Hi,

I wanted to clarify whether we can use tflite models for datacenter scenarios?
My understanding is that we start from the reference model TF model provided and convert it to TFlite.

Thanks,
Crefeda Rodrigues

As long you start with a reference model and can show how you get to your model you should be ok.

Not sure how well tflite models work for datacenter since many times they
are burned in to batchsize 1 and the interpreper api does not allow
multiple requests into the same session (aka you’d need to fiddle with the
app to load the model multiple times).

Guenther.

Examples:


	ResNet50: https://github.com/arm-software/armnn-mlperf


	SSD-ResNet34, however, was rather tricky to convert: https://github.com/mlcommons/inference/issues/229
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Preparing models


Misc


	Using TFLite models for datacenter scenarios (example for ResNet50 and SSD-ResNet34)


	Convert resnet50’s onnx format to quantized tensorrt engine


	Convert TF resnet50 v1.5 to TFLite


	Calibrate ResNet50 for Qualcomm Cloud AI [https://github.com/ctuning/ck-ml/tree/main/package/model-qaic-calibrate#calibrate-resnet50]


	Calibrate SSD-ResNet34 for Qualcomm Cloud AI [https://github.com/ctuning/ck-ml/tree/main/package/model-qaic-calibrate#calibrate-ssd-resnet34]


	Issues (interesting): Quantized MobileNet model, TF, TFLite (some problems) [https://github.com/mlcommons/inference/issues/334]


	Issues (interesting): TFLite MobileNet quantized (int8) fails with OpenCV preprocessing for MobileNet (rgbf32) [https://github.com/ctuning/ck-mlperf/issues/40]
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  Prepare your platform for MLPerf™ automation using the following guidelines:


	x8664 (Ubuntu)


	Raspberry Pi4 (Ubuntu)


	Raspberry Pi4 with Coral EdgeTPU (Ubuntu)


	Raspberry Pi4 (Debian)


	Nvidia generic


	Nvidia Jetson Nano
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Nvidia-based generic platforms with Ubuntu


	Ubuntu 18.04 or 20.04


	Sample platform: Lenovo T470p with Nvidia GeForce 940MX 2GB





Notes


	[20210421] Grigori tested ck venv to prepare CK virtual environment
and build several python versions - it worked fine.


	[20210421] Grigori managed to build the latest loadgen
from MLCommons™ inference [https://github.com/mlcommons/inference/tree/master/loadgen]
(both python version and static library).






Prerequisites


Standard software

sudo apt install \
           git wget zip bzip2 libz-dev libbz2-dev cmake curl \
           openssh-client vim mc tree \
           gcc g++ autoconf autogen libtool make libc6-dev \
           libssl-dev libbz2-dev libffi-dev \
           python3 python3-pip python3-dev

pip3 install virtualenv







CUDA driver


	TBD






CUDA SDK


	TBD






cuDNN



TensorRT




Test CK automation (platform detection)

ck pull repo:octoml@mlops

ck detect platform.gpgpu --cuda







Misc links
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Nvidia Jetson Nano board


	SDK downloaded on 2021-04-20


	Ubuntu 18.04


	Card: 128GB


	CPU: Quad-core ARM® A57 CPU


	ARMv8 Processor rev 1 (v8l) x 4






	GPU: NVIDIA Tegra X1 (nvgpu)/integrated


	128-core NVIDIA Maxwell™ GPU






	Memory: 4 GB 64-bit LPDDR4





Notes


	[20210420] Grigori tested ck venv to prepare CK virtual environment
and build several python versions - it worked fine.


	[20210420] Grigori managed to build the latest loadgen
from MLCommons™ inference [https://github.com/mlcommons/inference/tree/master/loadgen]
(both python version and static library).






Prerequisites

sudo apt install \
           git wget zip bzip2 libz-dev libbz2-dev cmake curl \
           openssh-client vim mc tree \
           gcc g++ autoconf autogen libtool make libc6-dev \
           libssl-dev libbz2-dev libffi-dev \
           python3 python3-pip python3-dev

pip3 install virtualenv







Test CK automation (platform detection)

ck pull repo:octoml@mlops

ck detect platform.gpgpu --cuda
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Rapsberry Pi 4 with Ubuntu Server 20.04.2 LTS 64-bit with Coral Edge TPU

First install the board and the dependencies as described here.


Coral Edge TPU setup

You can find extended notes here [https://coral.ai/docs/accelerator/get-started/#1-install-the-edge-tpu-runtime].


	Add Debian package to the system:




echo "deb https://packages.cloud.google.com/apt coral-edgetpu-stable main" | sudo tee /etc/apt/sources.list.d/coral-edgetpu.list

curl https://packages.cloud.google.com/apt/doc/apt-key.gpg | sudo apt-key add -

sudo apt-get update






	Install Edge TPU run-time:




sudo apt-get install libedgetpu1-std






	Disconnect and connect again Coral Edge TPU.


	To get maximum performance for MLPerf™, install a package with maximum operational frequency:




sudo apt-get install libedgetpu1-max






	Add current user to plugdev group (otherwise need to run inference with sudo)!




sudo usermod -aG plugdev $USER







Notes


	[20210428] Grigori tested basic Edge TPU setup with Python 3.7.10:




ck pull repo:octoml@venv
ck create venv:test
ck activate venv:test

ck pull repo:octoml@mlops

ck detect platform.os --platform_init_uoa=generic-linux-dummy
ck detect soft:compiler.python --full_path=$CK_VENV_PYTHON_BIN

ck run program:test-coral-edge-tpu-installation






	[20210428] Grigori tested MLPerf™ inference with libedgetpu1-max v15.0:






Misc


	https://wiki.st.com/stm32mpu/wiki/How_to_compile_model_and_run_inference_on_Coral_Edge_TPU_using_STM32MP1


	https://github.com/google-coral/edgetpu/issues/201
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Rapsberry Pi 4 with a standard port of Debian


	OS release: 2021-03-04 (32-but)


	Memory: 4GB





Notes:


	[20210422] Grigori tested ck venv to prepare CK virtual environment
and build several python versions - it worked fine.


	[20210423] Grigori attempted to build loadgen
from MLCommons™ inference [https://github.com/mlcommons/inference/tree/master/loadgen]
but it fails during C++ compliation.

The earlier revision of loadgen (r0.5?) works - this means that it’s possible
to fix the latest version if needed.

Ubuntu 20.04 64-bit seems to work fine.







Prerequisites

sudo apt install \
           git wget zip bzip2 libz-dev libbz2-dev cmake curl \
           openssh-client vim mc tree \
           gcc g++ autoconf autogen libtool make libc6-dev \
           libssl-dev libbz2-dev libffi-dev \
           python3 python3-pip python3-dev

pip3 install virtualenv









          

      

      

    

  

  
    

    Rapsberry Pi 4 with Ubuntu Server 20.04.2 LTS 64-bit
    

    

    
 
  

    
      
          
            
  
Rapsberry Pi 4 with Ubuntu Server 20.04.2 LTS 64-bit


	OS release: 2021-02-04 (64-bit)


	Card: 128GB


	Memory: 4GB





Notes


	[20210422] Grigori tested ck venv to prepare CK virtual environment
and build several python versions - it worked fine.


	[20210423] Grigori managed to build the latest loadgen
from MLCommons™ inference [https://github.com/mlcommons/inference/tree/master/loadgen]
(both python version and static library).






Prerequisites

sudo apt install \
           git wget zip bzip2 libz-dev libbz2-dev cmake curl \
           openssh-client vim mc tree \
           gcc g++ autoconf autogen libtool make libc6-dev \
           libssl-dev libbz2-dev libffi-dev \
           python3 python3-pip python3-dev

pip3 install virtualenv
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x8664-based generic platforms with Ubuntu


	Ubuntu 18.04 or 20.04


	Sample platform: Lenovo T470p with Intel Core i5-7300HQ





Notes


	[20210421] Grigori tested ck venv to prepare CK virtual environment
and build several python versions - it worked fine.


	[20210421] Grigori managed to build the latest loadgen
from MLCommons™ inference [https://github.com/mlcommons/inference/tree/master/loadgen]
(both python version and static library).






Prerequisites

sudo apt install \
           git wget zip bzip2 libz-dev libbz2-dev cmake curl \
           openssh-client vim mc tree \
           gcc g++ autoconf autogen libtool make libc6-dev \
           libssl-dev libbz2-dev libffi-dev \
           python3 python3-pip python3-dev

pip3 install virtualenv
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Reproduce MLPerf™ benchmark


Using ad-hoc MLCommons™ scripts


	Dell EMC System intefernce v0.7 [https://infohub.delltechnologies.com/p/running-the-mlperf-inference-v0-7-benchmark-on-dell-emc-systems]


	NVidia Jetson Xavier






Using CK workflows


	Official MLCommons™ notes for image classification (a bit outdated - more automation exists) [https://github.com/mlcommons/inference/tree/master/vision/classification_and_detection/optional_harness_ck/classification]


	Official MLCommons™ notes for object detection (a bit outdated - more automations exists) [https://github.com/mlcommons/inference/tree/master/vision/classification_and_detection/optional_harness_ck/detection]






Using CK adaptive containers (to be tested!)


	MLPerf™ workflows [https://cknowledge.io/?q=module_uoa%3A%22docker%22+AND+%22mlperf%22]


	CK image classification [https://cknowledge.io/?q=module_uoa%3A%22docker%22+AND+%22image-classification%22]


	CK object detection [https://cknowledge.io/?q=module_uoa%3A%22docker%22+AND+%22object-detection%22]







Reproducibility studies


Image Classification


	Example of adaptive CK container: AMD (x8664) with TFlite


	x86 TFLite ImageNet


	RPi4 TFLite ImageNet


	Nvidia Jetson Nano (CPU) TFLite ImageNet






Object detection


	Example of adaptive CK container: AMD (x8664) with TFlite


	AMD (x8664) with TFlite


	Coral EdgeTPU on RPi4 with TFlite


	RPi4 with TFlite
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  Reproduced by Grigori Fursin [https://cKnowledge.io/@gfursin] on 20210505


	Platform: Nvidia Jetson Nano


	OS: Ubuntu 18.04.05 LTS 64-bit





System packages

Install system packages for Nvidia jetson Nano.



MLPerf™ Inference v1.0 - Image Classification - TFLite 2.4.1

We currently run TFLite only on Arm-based CPU.
Please use the same instructions as for RPi4.




          

      

      

    

  

  
    

    MLPerf™ Inference v1.0 - Image Classification - TFLite 2.4.1
    

    

    
 
  

    
      
          
            
  Reproduced by Grigori Fursin [https://cKnowledge.io/@gfursin] on 20210505


	Platform: Raspberry Pi 4


	OS: Ubuntu 20.04 64-bit





MLPerf™ Inference v1.0 - Image Classification - TFLite 2.4.1


System packages

Install system packages for RPi4 Ubuntu.



Install Collective Knowledge (CK) and Virtual Environment

Note that you need Python 3.7+! If you do not have it installed, don’t worry -
CK can rebuilt a required version when creating a virtual environment.

python3 -m pip install ck
ck pull repo:octoml@venv
ck create venv:reproduce-mlperf





CK will attempt to detect existing python versions and will ask you which one to use for your virtual environment.



Activate created virtual environment

ck activate venv:reproduce-mlperf







Pull CK-ML repository [https://github.com/ctuning/ck-ml]

ck pull repo:octoml@mlops







Set up CK environment

ck detect platform.os --platform_init_uoa=generic-linux-dummy
ck detect soft:compiler.python --full_path=${CK_VENV_PYTHON_BIN}
ck detect soft:compiler.gcc --full_path=`which gcc`
``

## Install common CK packages

You will need cmake to build MLPerf&trade; loadgen. First, attempt to detect if you already have it installed:





ck detect soft –tags=tool,cmake


Note that you need version >= 3.16

CK will register your version if it manages to detect it:





ck show env

Env UID:         Target OS: Bits: Name: Version: Tags:

2aa2c857e2be84a4   linux-64    64 cmake 3.16.3   64bits,cmake,host-os-linux-64,target-os-linux-64,tool,v3,v3.16,v3.16.3


If you do not have cmake installed or CK did not manage to detect it, you can use a CK package to build it for your system:
```
ck install package --tags=tool,cmake,src
```

You can now install other dependencies via CK:

```
ck install package --tags=lib,python-package,absl
ck install package --tags=lib,python-package,numpy
ck install package --tags=lib,python-package,matplotlib
ck install package --tags=lib,python-package,cython
ck install package --tags=lib,python-package,pillow
ck install package --tags=lib,python-package,opencv-python-headless

ck install package --tags=mlperf,inference,src,r1.0
ck install package --tags=lib,mlperf,loadgen,static
```

## Install (detect) full ImageNet 2012 val dataset with 50000 images

ImageNet 2012 validation set is no longer publicly available
and this CK meta-package cannot automatically download it!

If you already have it installed on your machine, you can detect
and register it to work with CK workflows using this command:

```
ck detect soft:dataset.imagenet.val --force_version=2012 \
            --extra_tags=full --search_dir={directory where the dataset is installed}
ck install package --tags=imagenet,2012,aux,from.berkeley
```

You can also download it via [Academic Torrents](https://academictorrents.com/details/5d6d0df7ed81efd49ca99ea4737e0ae5e3a5f2e5)
and then register in the CK using the above command.


### Preprocess using OpenCV (better accuracy but may fail on some machines)

```
time ck install package --dep_add_tags.dataset-source=full \
          --tags=dataset,imagenet,val,full,preprocessed,using-opencv,side.224 \
          --version=2012
```

Processing time: ~30 min.

### Preprocess using pillow (slightly worse accuracy but works most of the time)

```
time ck install package --dep_add_tags.dataset-source=full \
          --tags=dataset,imagenet,val,full,preprocessed,using-pillow,side.224 \
          --version=2012
```

Processing time: ~26 min.





## Install reduced ImageNet 2012 val dataset with the first 500 images

If you do not have the full ImagNet val dataset, you can install its reduced version via CK
with the first 500 images just for a test:
```
ck install package --tags=imagenet,2012,val,min,non-resized
ck install package --tags=imagenet,2012,aux,from.berkeley
```

### Preprocess using OpenCV (better accuracy but may fail on some machines)

```
time ck install package --dep_add_tags.dataset-source=min \
         --tags=dataset,imagenet,val,preprocessed,using-opencv,side.224,first.500 \
         --version=2012
```

### Preprocess using pillow (slightly worse accuracy but works most of the time)

```
time ck install package --dep_add_tags.dataset-source=min \
         --tags=dataset,imagenet,val,preprocessed,using-pillow,side.224,first.500 \
         --version=2012
```

## Install framework TFLite 2.4.1 with RUY

Note that TFLite will only use CPU on Nvidia Jetson cards

```
time ck install package --tags=lib,tflite,via-cmake,v2.4.1,with.ruy --env.CK_HOST_CPU_NUMBER_OF_PROCESSORS=2
```

Building time: ~15 min.



## Install model(s)

### ResNet-50 (no-argmax)

Install ResNet model via CK:
```
ck install package --tags=model,tflite,resnet50,no-argmax
```

Test that it works with the installed TFLite version:

```
time ck benchmark program:image-classification-tflite \
      --speed --repetitions=1 --skip_print_timers \
      --dep_add_tags.images=preprocessed,using-opencv \
      --dep_add_tags.weights=resnet \
      --env.CK_BATCH_SIZE=1 --env.CK_BATCH_COUNT=10 \
      --skip_print_stats

```

## Run MLPerf&trade; benchmark

### Accuracy: Single Stream (50 samples)

```
time ck benchmark program:image-classification-tflite-loadgen \
     --env.CK_LOADGEN_MODE=AccuracyOnly \
     --env.CK_LOADGEN_SCENARIO=SingleStream \
     --env.CK_LOADGEN_DATASET_SIZE=50 \
     --dep_add_tags.weights=resnet50 \
     --dep_add_tags.images=preprocessed,using-opencv \
     --env.CK_LOADGEN_BUFFER_SIZE=1024 \
     --repetitions=1 \
     --skip_print_timers \
     --skip_print_stats \
     --print_files=accuracy.txt
```

### Accuracy: Single Stream (50000 samples)

```
time ck benchmark program:image-classification-tflite-loadgen \
     --env.CK_LOADGEN_MODE=AccuracyOnly \
     --env.CK_LOADGEN_SCENARIO=SingleStream \
     --env.CK_LOADGEN_DATASET_SIZE=50000 \
     --dep_add_tags.weights=resnet50 \
     --dep_add_tags.images=preprocessed,using-opencv \
     --env.CK_LOADGEN_BUFFER_SIZE=1024 \
     --repetitions=1 \
     --skip_print_timers \
     --skip_print_stats \
     --print_files=accuracy.txt
```

### Accuracy: Offline (500 samples)

```
time ck benchmark program:image-classification-tflite-loadgen \
     --env.CK_LOADGEN_MODE=AccuracyOnly \
     --env.CK_LOADGEN_SCENARIO=Offline \
     --env.CK_LOADGEN_DATASET_SIZE=500 \
     --dep_add_tags.weights=resnet50 \
     --dep_add_tags.images=preprocessed,using-opencv \
     --env.CK_LOADGEN_BUFFER_SIZE=1024 \
     --repetitions=1 \
     --skip_print_timers \
     --skip_print_stats \
     --print_files=accuracy.txt
```

### Performance: Single Stream (500 samples)

**A note from the community:**
A valid SingleStream performance run [must reach](https://github.com/mlcommons/inference_policies/blob/master/inference_rules.adoc#3-scenarios) 
a) the minimum duration of 60 seconds (NB: increased to 600 seconds for v1.0), and 
b) the minimum of 1,024 queries. Increasing the expected SingleStream target latency
in user.conf from 10 milliseconds to above ~60 milliseconds decreases the
number of queries that LoadGen issues from 6,000 (actually, 12,000
to account for variability) to 1,024. Note that it does not matter whether
the expected latency is, say, 100 ms or 1000 ms, as long as it is above ~60 ms.

```
time ck benchmark program:image-classification-tflite-loadgen \
     --env.CK_LOADGEN_MODE=PerformanceOnly \
     --env.CK_LOADGEN_SCENARIO=SingleStream \
     --env.CK_LOADGEN_DATASET_SIZE=500 \
     --dep_add_tags.weights=resnet50 \
     --dep_add_tags.images=preprocessed,using-opencv \
     --env.CK_LOADGEN_TARGET_LATENCY=600 \
     --env.CK_LOADGEN_BUFFER_SIZE=1024 \
     --repetitions=1 \
     --skip_print_timers \
     --skip_print_stats \
     --print_files=mlperf_log_summary.txt
```

### Performance: Offline (500 samples)

**A note from the community:**
A valid Offline performance run [must reach](https://github.com/mlcommons/inference_policies/blob/master/inference_rules.adoc#3-scenarios) 
the minimum duration of 60 seconds (NB: increased to 600 seconds for v1.0), and b) the minimum of 24,576 samples.

```
time ck benchmark program:image-classification-tflite-loadgen \
     --dep_add_tags.weights=resnet50 \
     --dep_add_tags.images=preprocessed,using-opencv \
     --env.CK_LOADGEN_MODE=PerformanceOnly \
     --env.CK_LOADGEN_SCENARIO=Offline \
     --env.CK_LOADGEN_TARGET_QPS=2 \
     --env.CK_LOADGEN_DATASET_SIZE=500 \
     --env.CK_LOADGEN_BUFFER_SIZE=1024 \
     --repetitions=1 \
     --skip_print_timers \
     --skip_print_stats \
     --print_files=mlperf_log_summary.txt,mlperf_log_detail.txt
```
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Adaptive CK container for MLPerf™ Inference v1.0 - Image Classification - TFLite 2.4.1 with RUY


Install Collective Knowledge (CK) with CK MLOps repo

python3 -m pip install ck
ck pull repo:octoml@mlops







Build Docker container with CK components and a small ImageNet (500 images) to test MLPerf™ workflows

ck build docker:ck-mlperf-inference-v1.0-image-classification-small-imagenet-fcbc9a7708491791-x8664-ubuntu-20.04







Run this container interactively

ck run docker:ck-mlperf-inference-v1.0-image-classification-small-imagenet-fcbc9a7708491791-x8664-ubuntu-20.04





You can now issue standard CK commands from here to install ResNet-50 and benchmark it via loadgen.



Issue a CK command to this container


Linux

docker run --rm octoml/ck-mlperf-inference-v1.0-image-classification-small-imagenet-fcbc9a7708491791-x8664-ubuntu-20.04 \
    "ck install package --tags=model,tflite,resnet50,no-argmax && ck benchmark program:image-classification-tflite-loadgen \
     --env.CK_LOADGEN_MODE=AccuracyOnly \
     --env.CK_LOADGEN_SCENARIO=SingleStream \
     --env.CK_LOADGEN_DATASET_SIZE=500 \
     --dep_add_tags.weights=resnet50 \
     --dep_add_tags.images=preprocessed,using-opencv \
     --env.CK_LOADGEN_BUFFER_SIZE=1024 \
     --repetitions=1 \
     --skip_print_timers \
     --skip_print_stats \
     --print_files=accuracy.txt \
     --record \
     --record_repo=local \
     --record_uoa=mlperf-closed-image-classification-amd-tflite-v2.4.1-ruy-resnet-50-singlestream-performance-target-latency-75 \
     --tags=mlperf,division.closed,task.image-classification,platform.amd,inference_engine.tflite,inference_engine_version.v2.4.1,inference_engine_backend.ruy,scenario.singlestream,mode.performance,workload"








Run a container and record experiments locally

You can run adaptive CK containers while recording experiments to local CK repositories to perform further analysis and visualization on yout host machine.

Let’s create a dummy repository ‘ck-experiment’:

ck add repo:ck-experiment --quiet





You can then run the script “ck-object-detection-x86-64-docker-start.sh” from this directory
to pass the path to this repo to the container, run it, benchmark MLPerf™ model, and record
experiments to the above ck-experiment repository:

./ck-image-classification-x86-64-docker-start.sh





Here is the content of this script:

export CK_HOST_REPO_EXPERIMENTS=`ck where repo:ck-experiments`

echo ${CK_HOST_REPO_EXPERIMENTS}

export CK_LOCAL_DOCKER_SCRIPT=ck-image-classification-x86-64-docker-helper.sh
export CK_HOST_RUN_SCRIPT=$PWD/${CK_LOCAL_DOCKER_SCRIPT}
export CK_HOST_DATASETS=~/datasets

docker run \
       --volume ${CK_HOST_REPO_EXPERIMENTS}:/home/ckuser/ck-experiments \
       --volume ${CK_HOST_RUN_SCRIPT}:/home/ckuser/${CK_LOCAL_DOCKER_SCRIPT} \
       -it octoml/ck-mlperf-inference-v1.0-image-classification-small-imagenet-fcbc9a7708491791-x8664-ubuntu-20.04 \
       "./${CK_LOCAL_DOCKER_SCRIPT}"





It also passes a helper script “ck-object-detection-x86-64-docker-helper.sh” to the container:

echo "======================================================================="
echo "Fixing access to datasets and ck-experiments ..."
echo ""
time sudo chmod -R 777 datasets
time sudo chmod -R 777 ck-experiments

echo "====================================================================="
echo "Adding external ck-experiments repository ..."
echo ""

ck add repo:ck-experiments --path=/home/ckuser/ck-experiments --quiet

ck ls repo

pwd

ls

ck install package --tags=model,tflite,resnet50,no-argmax 

ck benchmark program:image-classification-tflite-loadgen \
     --env.CK_LOADGEN_MODE=AccuracyOnly \
     --env.CK_LOADGEN_SCENARIO=SingleStream \
     --env.CK_LOADGEN_DATASET_SIZE=500 \
     --dep_add_tags.weights=resnet50 \
     --dep_add_tags.images=preprocessed,using-opencv \
     --env.CK_LOADGEN_BUFFER_SIZE=1024 \
     --repetitions=1 \
     --skip_print_timers \
     --skip_print_stats \
     --record \
     --record_repo=local \
     --record_uoa=mlperf-closed-image-classification-amd-tflite-v2.4.1-ruy-resnet-50-singlestream-performance-target-latency-75 \
     --tags=mlperf,division.closed,task.image-classification,platform.amd,inference_engine.tflite,inference_engine_version.v2.4.1,inference_engine_backend.ruy,scenario.singlestream,mode.performance,workload \
     --print_files=accuracy.txt





You can see the results in the ck-experiments from your host machine as follows:

ck ls experiment





or

ck ls ck-experiments:experiment:*





You can pack this repository.

ck zip repo:ck-experiments





CK will create “ckr-ck-experiments.zip” file that can be shared with other colleagues or workgroups.

Anyone else can now add these experiments in their own CK repositories for further analysis as follows:

ck unzip repo --zip=ckr-ck-experiments.zip





You can also visualize this data using CK dashboards.



Run a container with external ImageNet

Run the following examples for Windows and Linux:


	ck-image-classification-x86-64-docker-external-imagenet-start.sh


	ck-image-classification-x86-64-docker-external-imagenet-start.bat




and a helper file:


	ck-image-classification-x86-64-docker-external-imagenet-helper.sh
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  Reproduced by Grigori Fursin [https://cKnowledge.io/@gfursin] on 20210506


	Platform: x86 64


	OS: Ubuntu 18.04 64-bit





MLPerf™ Inference v1.0 - Image Classification - TFLite 2.4.1 (x86)


System packages

Install system packages for x86.



Install Collective Knowledge (CK) and Virtual Environment

Note that you need Python 3.7+! If you do not have it installed, don’t worry -
CK can rebuilt a required version when creating a virtual environment.

python3 -m pip install ck
ck pull repo:octoml@venv
ck create venv:reproduce-mlperf





CK will attempt to detect existing python versions and will ask you which one to use for your virtual environment.



Activate created virtual environment

ck activate venv:reproduce-mlperf







Pull CK-ML repository [https://github.com/ctuning/ck-ml]

ck pull repo:octoml@mlops







Set up CK environment

ck detect platform.os --platform_init_uoa=generic-linux-dummy
ck detect soft:compiler.python --full_path=${CK_VENV_PYTHON_BIN}
ck detect soft:compiler.gcc --full_path=`which gcc`







Install common CK packages

You will need cmake to build MLPerf™ loadgen. First, attempt to detect if you already have it installed:

ck detect soft --tags=tool,cmake





Note that you need version >= 3.16

CK will register your version if it manages to detect it:

ck show env

Env UID:         Target OS: Bits: Name: Version: Tags:

2aa2c857e2be84a4   linux-64    64 cmake 3.16.3   64bits,cmake,host-os-linux-64,target-os-linux-64,tool,v3,v3.16,v3.16.3





If you do not have cmake installed or CK did not manage to detect it, you can use a CK package to build it for your system:

ck install package --tags=tool,cmake,src





You can now install other dependencies via CK:

ck install package --tags=lib,python-package,absl
ck install package --tags=lib,python-package,numpy
ck install package --tags=lib,python-package,matplotlib
ck install package --tags=lib,python-package,cython
ck install package --tags=lib,python-package,pillow
ck install package --tags=lib,python-package,opencv-python-headless

ck install package --tags=mlperf,inference,src,r1.0
ck install package --tags=lib,mlperf,loadgen,static







Install (detect) full ImageNet 2012 val dataset with 50000 images

ImageNet 2012 validation set is no longer publicly available
and this CK meta-package cannot automatically download it!

If you already have it installed on your machine, you can detect
and register it to work with CK workflows using this command:

ck detect soft:dataset.imagenet.val --force_version=2012 \
            --extra_tags=full --search_dir={directory where the dataset is installed}
ck install package --tags=imagenet,2012,aux,from.berkeley





You can also download it via Academic Torrents [https://academictorrents.com/details/5d6d0df7ed81efd49ca99ea4737e0ae5e3a5f2e5]
and then register in the CK using the above command.


Preprocess using OpenCV (better accuracy but may fail on some machines)

time ck install package --dep_add_tags.dataset-source=full \
          --tags=dataset,imagenet,val,full,preprocessed,using-opencv,side.224 \
          --version=2012





Processing time: ~6 min.



Preprocess using pillow (slightly worse accuracy but works most of the time)

time ck install package --dep_add_tags.dataset-source=full \
          --tags=dataset,imagenet,val,full,preprocessed,using-pillow,side.224 \
          --version=2012





Processing time: ~5 min.




Install reduced ImageNet 2012 val dataset with the first 500 images

If you do not have the full ImagNet val dataset, you can install its reduced version via CK
with the first 500 images just for a test:

ck install package --tags=imagenet,2012,val,min,non-resized
ck install package --tags=imagenet,2012,aux,from.berkeley






Preprocess using OpenCV (better accuracy but may fail on some machines)

time ck install package --dep_add_tags.dataset-source=min \
         --tags=dataset,imagenet,val,preprocessed,using-opencv,side.224,first.500 \
         --version=2012







Preprocess using pillow (slightly worse accuracy but works most of the time)

time ck install package --dep_add_tags.dataset-source=min \
         --tags=dataset,imagenet,val,preprocessed,using-pillow,side.224,first.500 \
         --version=2012








Install framework TFLite 2.4.1 with RUY

Note that TFLite will only use CPU on Nvidia Jetson cards

time ck install package --tags=lib,tflite,via-cmake,v2.4.1,with.ruy --env.CK_HOST_CPU_NUMBER_OF_PROCESSORS=2





Building time: ~15 min.



Install model: ResNet-50 (no-argmax)

Install ResNet model via CK:

ck install package --tags=model,tflite,resnet50,no-argmax





Test that it works with the installed TFLite version:

time ck benchmark program:image-classification-tflite \
      --speed --repetitions=1 --skip_print_timers \
      --dep_add_tags.images=preprocessed,using-opencv \
      --dep_add_tags.weights=resnet \
      --env.CK_BATCH_SIZE=1 --env.CK_BATCH_COUNT=10 \
      --skip_print_stats







Run MLPerf™ benchmark


Accuracy: Single Stream (50 samples)

time ck benchmark program:image-classification-tflite-loadgen \
     --env.CK_LOADGEN_MODE=AccuracyOnly \
     --env.CK_LOADGEN_SCENARIO=SingleStream \
     --env.CK_LOADGEN_DATASET_SIZE=50 \
     --dep_add_tags.images=preprocessed,using-opencv \
     --env.CK_LOADGEN_BUFFER_SIZE=1024 \
     --repetitions=1 \
     --skip_print_timers \
     --skip_print_stats \
     --print_files=accuracy.txt







Accuracy: Single Stream (50000 samples)

time ck benchmark program:image-classification-tflite-loadgen \
     --env.CK_LOADGEN_MODE=AccuracyOnly \
     --env.CK_LOADGEN_SCENARIO=SingleStream \
     --env.CK_LOADGEN_DATASET_SIZE=50000 \
     --dep_add_tags.images=preprocessed,using-opencv \
     --env.CK_LOADGEN_BUFFER_SIZE=1024 \
     --repetitions=1 \
     --skip_print_timers \
     --skip_print_stats \
     --print_files=accuracy.txt





It took around 95 minutes to complete this test on AMD Milan.

accuracy=76.442%, good=38221, total=50000







Accuracy: Offline (500 samples)

time ck benchmark program:image-classification-tflite-loadgen \
     --env.CK_LOADGEN_MODE=AccuracyOnly \
     --env.CK_LOADGEN_SCENARIO=Offline \
     --env.CK_LOADGEN_DATASET_SIZE=500 \
     --dep_add_tags.images=preprocessed,using-opencv \
     --env.CK_LOADGEN_BUFFER_SIZE=1024 \
     --repetitions=1 \
     --skip_print_timers \
     --skip_print_stats \
     --print_files=accuracy.txt







Performance: Single Stream (500 samples)

A note from the community:
A valid SingleStream performance run must reach [https://github.com/mlcommons/inference_policies/blob/master/inference_rules.adoc#3-scenarios]
a) the minimum duration of 60 seconds (NB: increased to 600 seconds for v1.0), and
b) the minimum of 1,024 queries. Increasing the expected SingleStream target latency
in user.conf from 10 milliseconds to above ~60 milliseconds decreases the
number of queries that LoadGen issues from 6,000 (actually, 12,000
to account for variability) to 1,024. Note that it does not matter whether
the expected latency is, say, 100 ms or 1000 ms, as long as it is above ~60 ms.

time ck benchmark program:image-classification-tflite-loadgen \
     --env.CK_LOADGEN_MODE=PerformanceOnly \
     --env.CK_LOADGEN_SCENARIO=SingleStream \
     --env.CK_LOADGEN_DATASET_SIZE=100 \
     --dep_add_tags.images=preprocessed,using-opencv \
     --env.CK_LOADGEN_TARGET_LATENCY=45 \
     --env.CK_LOADGEN_BUFFER_SIZE=1024 \
     --repetitions=1 \
     --skip_print_timers \
     --skip_print_stats \
     --print_files=mlperf_log_summary.txt







Performance: Offline (500 samples)

A note from the community:
A valid Offline performance run must reach [https://github.com/mlcommons/inference_policies/blob/master/inference_rules.adoc#3-scenarios]
the minimum duration of 60 seconds (NB: increased to 600 seconds for v1.0), and b) the minimum of 24,576 samples.

time ck benchmark program:image-classification-tflite-loadgen \
     --env.CK_LOADGEN_MODE=PerformanceOnly \
     --env.CK_LOADGEN_SCENARIO=Offline \
     --dep_add_tags.images=preprocessed,using-opencv \
     --env.CK_LOADGEN_TARGET_QPS=8 \
     --env.CK_LOADGEN_DATASET_SIZE=500 \
     --env.CK_LOADGEN_BUFFER_SIZE=1024 \
     --repetitions=1 \
     --skip_print_timers \
     --skip_print_stats \
     --print_files=mlperf_log_summary.txt,mlperf_log_detail.txt








Check other models

See CK-ML repo docs [https://github.com/ctuning/ck-ml/blob/main/program/image-classification-tflite-loadgen/README]

You can list available CK MLPerf™ model packages as follows:

ck ls ck-ml:package:model-*mlperf* | sort





For example, install MobileNet v3 Large 224 1.0 Float:

ck install package --tags=model,image-classification,tflite,nhwc,mobilenet-v3,v3-large_224_1.0_uint8





You can then run above commands without changes!
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MLPerf™ Inference v1.0 - Object Detection - TFLite (with Coral EdgeTPU support)


	Platform: RPi4 with Coral EdgeTPU


	OS: Ubuntu 20.04 64-but





Prerequisites


System packages

Install system packages for RPi4 Coral Ubuntu.



Install Collective Knowledge (CK)

Please follow the installation instructions [https://github.com/ctuning/ck#installation] for your system e.g.:

$ python3 -m pip install ck --user
$ echo "export PATH=$HOME/.local/bin:$PATH" >> ~/.bashrc
$ source ~/.bashrc && ck version





Note that you need GCC 9+!



Pull CK-ML repository [https://github.com/ctuning/ck-ml]

$ ck pull repo:octoml@mlops







Set up CK environment

ck detect platform.os --platform_init_uoa=generic-linux-dummy
ck detect soft:compiler.python --full_path=`which ${PYTHON_EXE}`

ck detect soft:compiler.gcc --full_path=`which gcc`







Install common CK packages

ck install package --tags=tool,cmake

ck install package --tags=lib,python-package,absl
ck install package --tags=lib,python-package,numpy

ck install package --tags=mlperf,inference,src,r1.0
ck install package --tags=lib,mlperf,loadgen,static







Install COCO 2017 val dataset (5000 images) and

ck install package --tags=tool,coco,api
ck install package --tags=lib,python-package,cv2,opencv-python-headless
ck install package --ask --tags=dataset,coco,val,2017








Setup for EdgeTPU (Host: RPi 4)


Install CK packages explicitly

Note that this will install TFLite 1.15.4 and compatible models:

ck install package --tags=dataset,object-detection,preprocessed,full,side.300
ck install package --tags=model,ssd-mobilenet,nhwc,quantized,v1 
ck install package --tags=model,ssd-mobilenet,nhwc,quantized,v2

ck install package --tags=api,model,tensorflow,r1.13.0

ck install package --tags=lib,tflite,for.coral,threads.2







Run experiments

Performance:

ck run cmdgen:benchmark.object-detection.tflite-loadgen --verbose \
   --library=tflite-edgetpu \
   --model:=v1:v2 \
   --scenario=singlestream \
   --mode=performance \
   --target_latency=20 \
   --sut=rpi4coral





Accuracy:

ck run cmdgen:benchmark.object-detection.tflite-loadgen --verbose \
   --library=tflite-edgetpu \
   --model:=v1:v2 \
   --scenario=singlestream \
   --mode=accuracy \
   --dataset_size=5000 \
   --sut=rpi4coral








Notes


	https://github.com/mlcommons/inference_results_v0.7/tree/master/closed/Dividiti/measurements/rpi4coral-tflite-v2.2.0-ruy/ssd-mobilenet-non-quantized/singlestream


	https://github.com/ctuning/ck-mlperf/blob/master/program/object-detection-tflite-loadgen/README.singlestream.md


	https://mlcommons.org/en/inference-edge-07/


	https://mlcommons.org/en/inference-edge-10/


	https://github.com/mlcommons/inference_results_v1.0/blob/master/open/Krai/measurements/rpi4coral-fan.on-tflite-v2.4.1-ruy/efficientnet-lite0-non-quantized/singlestream/README.md#mobilenet_v3
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MLPerf™ Inference v1.0 - Object Detection - TFLite


	Platform: RPi4


	OS: Ubuntu 20.04 64-but





Prerequisites


System packages

Install system packages for RPi4 Ubuntu.



Install Collective Knowledge (CK)

Please follow the installation instructions [https://github.com/ctuning/ck#installation] for your system e.g.:

$ python3 -m pip install ck --user
$ echo "export PATH=$HOME/.local/bin:$PATH" >> ~/.bashrc
$ source ~/.bashrc && ck version





Note that you need GCC 9+!



Pull CK-ML repository [https://github.com/ctuning/ck-ml]

$ ck pull repo:octoml@mlops







Set up CK environment

ck detect platform.os --platform_init_uoa=generic-linux-dummy
ck detect soft:compiler.python --full_path=`which ${PYTHON_EXE}`

ck detect soft:compiler.gcc --full_path=`which gcc`







Install common CK packages

ck install package --tags=tool,cmake
ck install package --tags=lib,python-package,absl
ck install package --tags=lib,python-package,numpy

ck install package --tags=mlperf,inference,src,r1.0
ck install package --tags=lib,mlperf,loadgen,static







Install COCO 2017 val dataset (5000 images) and

ck install package --tags=tool,coco,api
ck install package --tags=lib,python-package,cv2,opencv-python-headless
ck install package --ask --tags=dataset,coco,val,2017








Setup for RPi4 CPU


Install CK packages explicitly

~30 min to build

ck install package --tags=dataset,object-detection,preprocessed,full,side.300
ck install package --tags=model,tflite,object-detection,ssd-mobilenet,non-quantized

ck install package --tags=api,model,tensorflow,r2.3.0

ck install package --tags=lib,tflite,via-cmake,v2.4.1,with.ruy --env.CK_HOST_CPU_NUMBER_OF_PROCESSORS=2







Run experiments


Performance

ck run cmdgen:benchmark.object-detection.tflite-loadgen --verbose \
   --library=tflite-v2.4.1-ruy \
   --model=non-quantized \
   --scenario=singlestream \
   --mode=performance \
   --target_latency=170 \
   --sut=rpi4coral







Accuracy

ck run cmdgen:benchmark.object-detection.tflite-loadgen --verbose \
   --library=tflite-v2.4.1-ruy \
   --model=non-quantized \
   --scenario=singlestream \
   --mode=accuracy \
   --dataset_size=5000 \
   --sut=rpi4coral





Sample result:

***************************************************************************************
Some statistics:

* Failed: no

* Binary size: 0
* Object size: 0

* Kernel repeat: 0

* Normalized time in sec. (min .. max): 0 .. 0

* Total time in us (min .. max): 0 .. 0

loading annotations into memory...
Done (t=2.39s)
creating index...
index created!
Loading and preparing results...
DONE (t=0.68s)
creating index...
index created!
Running per image evaluation...
Evaluate annotation type *bbox*
DONE (t=52.64s).
Accumulating evaluation results...
DONE (t=8.79s).
 Average Precision  (AP) @[ IoU=0.50:0.95 | area=   all | maxDets=100 ] = 0.224
 Average Precision  (AP) @[ IoU=0.50      | area=   all | maxDets=100 ] = 0.341
 Average Precision  (AP) @[ IoU=0.75      | area=   all | maxDets=100 ] = 0.247
 Average Precision  (AP) @[ IoU=0.50:0.95 | area= small | maxDets=100 ] = 0.015
 Average Precision  (AP) @[ IoU=0.50:0.95 | area=medium | maxDets=100 ] = 0.160
 Average Precision  (AP) @[ IoU=0.50:0.95 | area= large | maxDets=100 ] = 0.515
 Average Recall     (AR) @[ IoU=0.50:0.95 | area=   all | maxDets=  1 ] = 0.203
 Average Recall     (AR) @[ IoU=0.50:0.95 | area=   all | maxDets= 10 ] = 0.255
 Average Recall     (AR) @[ IoU=0.50:0.95 | area=   all | maxDets=100 ] = 0.255
 Average Recall     (AR) @[ IoU=0.50:0.95 | area= small | maxDets=100 ] = 0.019
 Average Recall     (AR) @[ IoU=0.50:0.95 | area=medium | maxDets=100 ] = 0.182
 Average Recall     (AR) @[ IoU=0.50:0.95 | area= large | maxDets=100 ] = 0.593
mAP=22.350%
==========================================================================================







Compliance

ck run cmdgen:benchmark.object-detection.tflite-loadgen --verbose \
   --library=tflite-v2.4.1-ruy \
   --model=non-quantized \
   --scenario=singlestream \
   --target_latency=170 \
   --compliance,=TEST04-A,TEST04-B,TEST01,TEST05 \
   --sut=rpi4coral









Notes


	https://github.com/mlcommons/inference_results_v0.7/tree/master/closed/Dividiti/measurements/rpi4coral-tflite-v2.2.0-ruy/ssd-mobilenet-non-quantized/singlestream


	https://github.com/ctuning/ck-mlperf/blob/master/program/object-detection-tflite-loadgen/README.singlestream.md


	https://mlcommons.org/en/inference-edge-07/


	https://mlcommons.org/en/inference-edge-10/


	https://github.com/mlcommons/inference_results_v1.0/blob/master/open/Krai/measurements/rpi4coral-fan.on-tflite-v2.4.1-ruy/efficientnet-lite0-non-quantized/singlestream/README.md#mobilenet_v3
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Adaptive CK container for MLPerf™ Inference v1.0 - Object Detection - TFLite 2.4.1 with RUY


Install Collective Knowledge (CK) with CK MLOps repo

python3 -m pip install ck
ck pull repo:octoml@mlops







Build Docker container with CK components and workflows for MLPerf™

ck build docker:ck-mlperf-inference-v1.0-object-detection-4725481db87af8d0-x8664-ubuntu-20.04







Run this container interactively

ck run docker:ck-mlperf-inference-v1.0-object-detection-4725481db87af8d0-x8664-ubuntu-20.04





You can now issue standard CK commands from here to benchmark MLPerf™ model.



Issue a CK command to this container


Linux

docker run --rm octoml/ck-mlperf-inference-v1.0-object-detection-4725481db87af8d0-x8664-ubuntu-20.04 \
    "ck benchmark program:object-detection-tflite-loadgen \
     --env.CK_SILENT_MODE=YES \
     --skip_print_timers \
     --dep_add_tags.compiler=gcc \
     --dep_add_tags.python=v3 \
     --dep_add_tags.mlperf-inference-src=r1.0 \
     --dep_add_tags.weights=ssd-mobilenet \
     --dep_add_tags.library=tflite,v2.4.1,with.ruy \
     --env.CK_LOADGEN_DATASET_SIZE=1024 \
     --env.CK_VERBOSE=0 \
     --env.CK_LOADGEN_SCENARIO=SingleStream \
     --env.CK_LOADGEN_MODE=PerformanceOnly \
     --env.CK_LOADGEN_TARGET_LATENCY=20 \
     --skip_stat_analysis \
     --process_multi_keys \
     --repetitions=1 \
     --record \
     --record_repo=local \
     --record_uoa=mlperf-closed-amd-tflite-v2.4.1-ruy-ssd-mobilenet-non-quantized-singlestream-performance-target-latency-20 \
     --tags=mlperf,division.closed,task.object-detection,platform.amd,inference_engine.tflite,inference_engine_version.v2.4.1,inference_engine_backend.ruy,scenario.singlestream,mode.performance,workload.ssd-mobilenet-non-quantized,preprocessed_using.pillow,target_latency.20 \
    "







Windows

docker run --rm octoml/ck-mlperf-inference-v1.0-object-detection-4725481db87af8d0-x8664-ubuntu-20.04 ^
    "ck benchmark program:object-detection-tflite-loadgen ^
     --env.CK_SILENT_MODE=YES ^
     --skip_print_timers ^
     --dep_add_tags.compiler=gcc ^
     --dep_add_tags.python=v3 ^
     --dep_add_tags.mlperf-inference-src=r1.0 ^
     --dep_add_tags.weights=ssd-mobilenet ^
     --dep_add_tags.library=tflite,v2.4.1,with.ruy ^
     --env.CK_LOADGEN_DATASET_SIZE=1024 ^
     --env.CK_VERBOSE=0 ^
     --env.CK_LOADGEN_SCENARIO=SingleStream ^
     --env.CK_LOADGEN_MODE=PerformanceOnly ^
     --env.CK_LOADGEN_TARGET_LATENCY=20 ^
     --skip_stat_analysis ^
     --process_multi_keys ^
     --repetitions=1 ^
     --record ^
     --record_repo=local ^
     --record_uoa=mlperf-closed-amd-tflite-v2.4.1-ruy-ssd-mobilenet-non-quantized-singlestream-performance-target-latency-20 ^
     --tags=mlperf,division.closed,task.object-detection,platform.amd,inference_engine.tflite,inference_engine_version.v2.4.1,inference_engine_backend.ruy,scenario.singlestream,mode.performance,workload.ssd-mobilenet-non-quantized,preprocessed_using.pillow,target_latency.20 ^
    "








Run a container and record experiments locally

You can run adaptive CK containers while recording experiments to local CK repositories to perform further analysis and visualization on yout host machine.

Let’s create a dummy repository ‘ck-experiment’:

ck add repo:ck-experiment --quiet





You can then run the script “ck-object-detection-x86-64-docker-start.sh” from this directory
to pass the path to this repo to the container, run it, benchmark MLPerf™ model, and record
experiments to the above ck-experiment repository:

./ck-object-detection-x86-64-docker-start.sh





Here is the content of this script:

export CK_HOST_REPO_EXPERIMENTS=`ck where repo:ck-experiments`

echo ${CK_HOST_REPO_EXPERIMENTS}

export CK_LOCAL_DOCKER_SCRIPT=ck-object-detection-x86-64-docker-helper.sh
export CK_HOST_RUN_SCRIPT=$PWD/${CK_LOCAL_DOCKER_SCRIPT}
export CK_HOST_DATASETS=~/datasets

docker run \
       --volume ${CK_HOST_REPO_EXPERIMENTS}:/home/ckuser/ck-experiments \
       --volume ${CK_HOST_RUN_SCRIPT}:/home/ckuser/${CK_LOCAL_DOCKER_SCRIPT} \
       -it octoml/ck-mlperf-inference-v1.0-object-detection-4725481db87af8d0-x8664-ubuntu-20.04 \
       "./${CK_LOCAL_DOCKER_SCRIPT}"





It also passes a helper script “ck-object-detection-x86-64-docker-helper.sh” to the container:

echo "======================================================================="
echo "Fixing access to datasets and ck-experiments ..."
echo ""
time sudo chmod -R 777 datasets
time sudo chmod -R 777 ck-experiments

echo "====================================================================="
echo "Adding external ck-experiments repository ..."
echo ""

ck add repo:ck-experiments --path=/home/ckuser/ck-experiments --quiet

ck ls repo

pwd

ls

ck benchmark program:object-detection-tflite-loadgen \
     --env.CK_SILENT_MODE=YES \
     --skip_print_timers \
     --dep_add_tags.compiler=gcc \
     --dep_add_tags.python=v3 \
     --dep_add_tags.mlperf-inference-src=r1.0 \
     --dep_add_tags.weights=ssd-mobilenet \
     --dep_add_tags.dataset=dataset,object-detection,preprocessed,full,using-pillow \
     --dep_add_tags.library=tflite,v2.4.1,with.ruy \
     --env.CK_LOADGEN_DATASET_SIZE=50 \
     --env.USE_NMS=regular \
     --env.CK_VERBOSE=1 \
     --env.CK_LOADGEN_SCENARIO=SingleStream \
     --env.CK_LOADGEN_MODE=AccuracyOnly \
     --skip_stat_analysis \
     --process_multi_keys \
     --repetitions=1 \
     --record \
     --record_repo=ck-experiments \
     --record_uoa=mlperf-closed-amd-tflite-v2.4.1-ruy-ssd-mobilenet-non-quantized-singlestream-accuracy-target-latency-20 \
     --tags=mlperf,division.closed,task.object-detection,platform.amd,inference_engine.tflite,inference_engine_version.v2.4.1,inference_engine_backend.ruy,scenario.singlestream,mode.accuracy,workload.ssd-mobilenet-non-quantized,preprocessed_using.pillow,target_latency.20

echo "======================================================================="
cat `ck find program:object-detection-tflite-loadgen`/tmp/accuracy.txt 
echo "======================================================================="





You can see the results in the ck-experiments from your host machine as follows:

ck ls experiment





or

ck ls ck-experiments:experiment:*





You can pack this repository.

ck zip repo:ck-experiments





CK will create “ckr-ck-experiments.zip” file that can be shared with other colleagues or workgroups.

Anyone else can now add these experiments in their own CK repositories for further analysis as follows:

ck unzip repo --zip=ckr-ck-experiments.zip





You can also visualize this data using CK dashboards.
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MLPerf™ Inference v1.0 - Object Detection - TFLite 2.4.1 with RUY


System packages

Install system packages for x86 Ubuntu.



Install Collective Knowledge (CK) and Virtual Environment

python3 -m pip install ck
ck pull repo:octoml@venv
ck create venv:reproduce-mlperf





CK will attempt to detect existing python versions and will ask you which one to use for your virtual environment.



Activate created virtual environment

ck activate venv:reproduce-mlperf







Pull CK-ML repository [https://github.com/ctuning/ck-ml]

ck pull repo:octoml@mlops







Set up CK environment

ck detect platform.os --platform_init_uoa=generic-linux-dummy
ck detect soft:compiler.python --full_path=${CK_VENV_PYTHON_BIN}
ck detect soft:compiler.gcc --full_path=`which gcc`







Install common CK packages

ck install package --tags=tool,cmake,prebuilt

ck install package --tags=lib,python-package,absl
ck install package --tags=lib,python-package,numpy
ck install package --tags=lib,python-package,matplotlib
ck install package --tags=lib,python-package,cython
ck install package --tags=lib,python-package,pillow

ck install package --tags=mlperf,inference,src,r1.0
ck install package --tags=lib,mlperf,loadgen,static







Install COCO 2017 val dataset (5000 images)

ck install package --ask --tags=dataset,coco,val,2017
ck install package --tags=tool,coco,api







Install framework TFLite 2.4.1 with RUY

ck install package --tags=lib,tflite,via-cmake,v2.4.1,with.ruy
ck install package --tags=api,model,tensorflow,r2.3.0







Convert COCO to 300x300

ck install package --tags=dataset,object-detection,preprocessed,full,side.300,using-pillow







Install models compatible with processed COCO 300x300


TF SSD Mobilenet-v1 non-quantized

Install the non-quantized model directly

ck install package --tags=model,tflite,object-detection,ssd-mobilenet,non-quantized







See CK environment

ck show env







Benchmark


Performance

ck benchmark program:object-detection-tflite-loadgen \
     --env.CK_SILENT_MODE=YES \
     --skip_print_timers \
     --dep_add_tags.compiler=gcc \
     --dep_add_tags.python=v3 \
     --dep_add_tags.mlperf-inference-src=r1.0 \
     --dep_add_tags.weights=ssd-mobilenet \
     --dep_add_tags.library=tflite,v2.4.1,with.ruy \
     --env.CK_LOADGEN_DATASET_SIZE=1024 \
     --env.CK_VERBOSE=0 \
     --env.CK_LOADGEN_SCENARIO=SingleStream \
     --env.CK_LOADGEN_MODE=PerformanceOnly \
     --env.CK_LOADGEN_TARGET_LATENCY=20 \
     --skip_stat_analysis \
     --process_multi_keys \
     --repetitions=1 \
     --record \
     --record_repo=local \
     --record_uoa=mlperf-closed-amd-tflite-v2.4.1-ruy-ssd-mobilenet-non-quantized-singlestream-performance-target-latency-20 \
     --tags=mlperf,division.closed,task.object-detection,platform.amd,inference_engine.tflite,inference_engine_version.v2.4.1,inference_engine_backend.ruy,scenario.singlestream,mode.performance,workload.ssd-mobilenet-non-quantized,preprocessed_using.pillow,target_latency.20





Print MLPerf™ compatible output:

cat `ck find program:object-detection-tflite-loadgen`/tmp/mlperf_log_summary.txt





List CK experiments database:

ck ls experiment







Accuracy

ck benchmark program:object-detection-tflite-loadgen \
     --env.CK_SILENT_MODE=YES \
     --skip_print_timers \
     --dep_add_tags.compiler=gcc \
     --dep_add_tags.python=v3 \
     --dep_add_tags.mlperf-inference-src=r1.0 \
     --dep_add_tags.weights=ssd-mobilenet \
     --dep_add_tags.dataset=dataset,object-detection,preprocessed,full,using-pillow \
     --dep_add_tags.library=tflite,v2.4.1,with.ruy \
     --env.CK_LOADGEN_DATASET_SIZE=5000 \
     --env.USE_NMS=regular \
     --env.CK_VERBOSE=1 \
     --env.CK_LOADGEN_SCENARIO=SingleStream \
     --env.CK_LOADGEN_MODE=AccuracyOnly \
     --skip_stat_analysis \
     --process_multi_keys \
     --repetitions=1 \
     --record \
     --record_repo=local \
     --record_uoa=mlperf-closed-amd-tflite-v2.4.1-ruy-ssd-mobilenet-non-quantized-singlestream-accuracy-target-latency-20 \
     --tags=mlperf,division.closed,task.object-detection,platform.amd,inference_engine.tflite,inference_engine_version.v2.4.1,inference_engine_backend.ruy,scenario.singlestream,mode.accuracy,workload.ssd-mobilenet-non-quantized,preprocessed_using.pillow,target_latency.20





Print MLPerf™ compatible output:

cat `ck find program:object-detection-tflite-loadgen`/tmp/accuracy.txt 







Compliance


	TEST04-A:




ck benchmark program:object-detection-tflite-loadgen \
      --env.CK_SILENT_MODE=YES \
      --skip_print_timers \
      --dep_add_tags.compiler=gcc \
      --dep_add_tags.python=v3 \
      --dep_add_tags.mlperf-inference-src=r1.0 \
      --dep_add_tags.weights=ssd-mobilenet \
      --dep_add_tags.dataset=dataset,object-detection,preprocessed,full,using-pillow \
      --dep_add_tags.library=tflite,v2.4.1,with.ruy \
      --env.CK_LOADGEN_DATASET_SIZE=1024 \
      --env.CK_VERBOSE=0 \
      --env.CK_LOADGEN_SCENARIO=SingleStream \
      --env.CK_LOADGEN_TARGET_LATENCY=20 \
      --env.CK_MLPERF_COMPLIANCE_TEST=TEST04-A \
      --env.CK_LOADGEN_MODE=PerformanceOnly \
      --skip_stat_analysis \
      --process_multi_keys \
      --repetitions=1 \
      --record \
      --record_repo=local \
      --record_uoa=mlperf-closed-amd-tflite-v2.4.1-ruy-ssd-mobilenet-non-quantized-singlestream-performance-compliance.TEST04-A \
      --tags=mlperf,division.closed,task.object-detection,platform.amd,inference_engine.tflite,inference_engine_version.v2.4.1,inference_engine_backend.ruy,scenario.singlestream,mode.performance,workload.ssd-mobilenet-non-quantized,preprocessed_using.pillow,target_latency.20,compliance.TEST04-A





Print MLPerf™ compatible output:

cat `ck find program:object-detection-tflite-loadgen`/tmp/mlperf_log_summary.txt






	TEST04-B


	TEST01


	TEST05
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  MLPerf™ webcam demo: live object detection with a webcam using MLPerf™ models


Install Collective Knowledge (CK) and Virtual Environment

python3 -m pip install ck
ck pull repo:octoml@venv
ck create venv:mlperf-webcam-demo





CK will attempt to detect existing python versions and will ask you which one to use for your virtual environment.
Note, that this solution was tested with Python 3.6 and may not work with other versions!



Activate created virtual environment

ck activate venv:mlperf-webcam-demo







Install cBench client

python -m pip install cbench







Initialize demo solution

This is a prototype of CK-based ML solutions [https://cknowledge.io/docs/intro/introduction.html#portable-ck-solution]
to simplify ML deployment.

cb init demo-webcam-mlperf-obj-detection-coco-tf-cpu-linux





It may take ~5..10 minutes to install and build all CK components for MLPerf™ object detection
SSD MobileNet non-quantized model (trained on COCO) with TensorFlow.



Run CK workflow with MLPerf™ model in the background

cb run demo-webcam-mlperf-obj-detection-coco-tf-cpu-linux &







Start cb client

cb start







Go the cKnowledge.io webpage with camera

https://cknowledge.io/c/solution/demo-webcam-mlperf-obj-detection-coco-tf-cpu-linux

Click on “Start webcam”

Click on “Start AI workflow”. The browser will send a command to the cBench client
to start the MLPerf™ model, will continuosly push images to this model and will
display inference results.
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MLPerf™ Inference v0.7 - Image Classification - Nvidia Jetson Xavier


	Reproducing NVidia original submission without CK: Jupyter Notebook [https://github.com/ctuning/ck-ml/blob/main/jnotebook/mlperf-inference-v0.7-reproduce-xavier/reproduce-xavier-with-jetpack-4.5.ipynb]


	Interesting discussion about compatibility and available/preview release: GitHub issue [https://github.com/mlcommons/inference_results_v0.7/issues/15]






MLPerf™ Inference v1.0 - Image Classification - Nvidia Jetson Xavier


	Jupter Notebook [https://github.com/ctuning/ck-ml/blob/main/jnotebook/mlperf-inference-v0.7-reproduce-xavier/reproduce-xavier-with-jetpack-4.5.ipynb]
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  Master GitHub for inference: https://github.com/mlcommons/inference


v1.0

Announcements:


	https://mlcommons.org/en/news/mlperf-inference-v10/


	IEEE Spectrum [https://spectrum.ieee.org/tech-talk/artificial-intelligence/machine-learning/these-might-be-the-fastest-and-most-efficient-ai-systems-around]


	ZDNet [https://www.zdnet.com/article/ai-industrys-performance-benchmark-mlperf-for-the-first-time-also-measures-the-energy-that-machine-learning-consumes/]


	AnandTech [https://www.anandtech.com/show/16632/mlperf-inference-v10-2000-suite-results-new-power-measurements]


	MLCommons™ community meeting notes [https://docs.google.com/presentation/d/1w0BfO-S7sEA3kTmxUPaJvpHjHQgP10zf2FcRyR2Vmmc/edit#slide=id.gd34e303737_3_6]




Results:


	https://mlcommons.org/en/inference-datacenter-10/


	https://mlcommons.org/en/inference-edge-10/




GitHub with results, code and data:


	https://github.com/mlcommons/inference_results_v1.0 (2.8GB)






v0.7

Announcement:


	https://mlcommons.org/en/news/mlperf-inference-v07/




Results:


	https://mlcommons.org/en/inference-datacenter-07/


	https://mlcommons.org/en/inference-edge-07/


	https://mlcommons.org/en/inference-mobile-07/




GitHub with results, code and data:


	https://github.com/mlcommons/inference_results_v0.7 (2.5GB)


	https://github.com/mlcommons/inference_results_v0.5 (13GB)
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Example of CK dashboards for ML Systems DSE

You can record experiments in the CK “experiment” entries and visualize them using CK dashboards
either locally or using the cKnowledge.io platform [https://cKnowledge.io/results].


Demo of a Docker with MLPerf™ dashboards for ML Systems DSE (Linux and Windows)

Container: docker:ck-mlperf-dashboard-demo [https://github.com/octoml/mlops/tree/main/docker/ck-mlperf-dashboard-demo]


Install CK

python3 -m pip install ck







Pull ck-ml repository via CK

ck pull repo:octoml@mlops







Build this container

ck build docker:ck-mlperf-dashboard-demo





Note that it will build and run several MLPerf™ benchmarks while recording results
to the CK ‘experiment’ entries to be used in the CK dashboard.



Run this continer

ck run docker:ck-mlperf-dashboard-demo







View CK dashboard in your browser

Go to http://localhost:3355/?template=dashboard&scenario=mlperf.mobilenets




Demo of a Docker with MLPerf™ dashboards for ML Systems DSE (Linux and Windows)

Container: docker:ck-mlperf-dashboard-demo [https://github.com/octoml/mlops/tree/main/docker/ck-mlperf-dashboard-demo]

This container demonstrates how to run CK experiments and record results
from the Docker in the local “mlperf-mobilenets” repository on the host machine
to be processed in Jupyter notebooks or visualized using CK dashboards.


Install CK

python3 -m pip install ck







Pull ck-ml repository via CK

ck pull repo:octoml@mlops







Create local mlperf-mobilenets repo

ck add repo:mlperf-mobilenets --quiet







Build this container

ck build docker:ck-mlperf-local-dashboard-demo







Run this container

You must run this container using a special script from this directory [https://github.com/octoml/mlops/tree/main/docker/ck-mlperf-local-dashboard-demo]:

cd `ck find docker:ck-mlperf-local-dashboard-demo






	Linux: docker-start.sh [https://github.com/octoml/mlops/tree/main/docker/ck-mlperf-local-dashboard-demo/docker-start.sh]


	Windows: docker-start.bat [https://github.com/octoml/mlops/tree/main/docker/ck-mlperf-local-dashboard-demo/docker-start.bat]




This script will mount local CK mlperf-mobilenets repo inside Docker
to be able to record experiments there from the Docker container.

This script will call a helper script [https://github.com/octoml/mlops/tree/main/docker/ck-mlperf-local-dashboard-demo/docker-helper.sh] with benchmarks
that you can modify to run different experiments.



View CK dashboard localy

Run the following command from your host machine to visualize results:

ck display dashboard --scenario=mlperf.mobilenets
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	https://mlcommons.org/en/get-involved


	https://github.com/mlcommons/policies/blob/master/submission_rules.adoc


	https://github.com/mlcommons/inference/blob/master/SubmissionExample.ipynb


	Notes about power


	Misc inference notes


	Generate target latency via CK repos [https://cknowledge.io/c/program/generate-target-latency]


	Image classification with TFlite across 4 machines with CK notebook [https://nbviewer.jupyter.org/github/ctuning/ck-ml/blob/main/jnotebook/image-classification-tflite-loadgen/image-classification-tflite-loadgen.ipynb]


	Dump CK repo to submission [https://cknowledge.io/c/program/dump-repo-to-submission]


	Submission example from Dell using Nvidia-based machine [https://infohub.delltechnologies.com/p/running-the-mlperf-inference-v0-7-benchmark-on-dell-emc-systems]
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  Seems that the allowed devices to measure power are (https://www.spec.org/ptdaemon)


	Yokogawa (Hioki) WT333E


	Yokogawa (Hioki) WT310


	https://www.businesswire.com/news/home/20210421005868/en/MLCommons%E2%84%A2-Releases-MLPerf%E2%84%A2-Inference-v1.0-Results-with-First-Power-Measurements


	WG summary Doc located at : https://docs.google.com/document/d/1GSVRERhuEMFqS9zljNDoAKqVVfUltV7S09YsUrEAmRU/edit#heading=h.fb5073naucdw


	MLPerf Power Drive (many docs with submission rules): https://drive.google.com/drive/u/3/folders/1RIXjJhPZHrUItA1CCqd7LvYkjE14aGTm


	GitHub repo: https://github.com/mlcommons/power-dev


	PTD client server: https://github.com/mlcommons/power-dev/tree/master/ptd_client_server


	CK program workflow: link [https://github.com/ctuning/ck-ml/tree/main/program/mlperf-power-client]


	Log example: https://github.com/mlcommons/inference_results_v1.0/blob/master/closed/Krai/results/rpi4coral-fan.off-tflite-v2.4.1-ruy/resnet50/offline/performance/power/client.log
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MLPerf™ benchmark tasks

Here we describe how to automate the MLPerf™ inference benchmark with the help
of the CK workflow framework [https://github.com/ctuning/ck] and native MLPerf™ scripts.


	Image classification


	Object detection


	Medical imaging 


	NLP


	Recommendation


	Speech recognition






Unsorted notes


	Notes about datasets


	Notes about models (issues, quantization, etc)


	DLRM: notes, CK packages [https://cknowledge.io/?q=module_uoa%3A%22program%22+AND+dlrm], CK workflows [https://cknowledge.io/?q=module_uoa%3A%22program%22+AND+dlrm]


	Search for CK program workflows with “mlperf” [https://cknowledge.io/?q=module_uoa%3A%22program%22+AND+mlperf]


	Search for CK program workflows with “loadgen” [https://cknowledge.io/?q=module_uoa%3A%22program%22+AND+loadgen]






Feedback

Сontact Grigori Fursin [https://cKnowledge.io/@gfursin] (OctoML.ai [https://octoml.ai], MLCommons™ member [https://mlcommons.org])
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ML tasks: DLRM


Notes


	[20210420] DLRM inference README out of date


	https://github.com/mlcommons/inference/issues/917


	https://github.com/mlcommons/inference/issues/604
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MLPerf™ Inference v1.0: image classification


Official models

| model | reference app | framework | dataset |
| —- | —- | —- | —- |
| resnet50-v1.5 | vision/classification_and_detection [https://github.com/mlperf/inference/tree/r1.0/vision/classification_and_detection] | tensorflow, pytorch, onnx | imagenet2012 [CK automation] |



All supported models

| model | framework | accuracy | dataset | model link | model source | precision | notes | CK dataset | CK model | CK model package tags |
| —- | —- | —- | —- | —- | —- | —- | —- | —- | —- | —- |
| resnet50-v1.5 | tensorflow | 76.456% | imagenet2012 validation | from zenodo [https://zenodo.org/record/2535873/files/resnet50_v1.pb] | mlperf [https://github.com/mlperf/training/tree/master/image_classification], tensorflow [https://github.com/tensorflow/models/tree/master/official/resnet] | fp32 | NHWC. More information on resnet50 v1.5 can be found here [https://github.com/tensorflow/models/tree/master/official/resnet].||   |   |   |
| resnet50-v1.5 | onnx | 76.456% | imagenet2012 validation | from zenodo: opset-8 [https://zenodo.org/record/2592612/files/resnet50_v1.onnx], opset-11 [https://zenodo.org/record/4735647/files/resnet50_v1.onnx] | from zenodo [https://zenodo.org/record/2535873/files/resnet50_v1.pb] converted with this script [https://github.com/mlcommons/inference/blob/master/vision/classification_and_detection/tools/convert-to-onnx.sh] | fp32 | NCHW, tested on pytorch and onnxruntime |   | link [https://github.com/octoml/mlops/tree/main/package/ml-model-mlperf-resnet50-v1.5-onnx]  | model,image-classification,mlperf,onnx,resnet50  |
| resnet50-v1.5 | pytorch | 76.014% | imagenet2012 validation | from zenodo [https://zenodo.org/record/4588417/files/resnet50-19c8e357.pth] | from TorchVision [https://github.com/pytorch/vision/blob/v0.8.2/torchvision/models/resnet.py] | fp32 | NCHW |   |   |   |
| resnet50-v1.5 | pytorch | 75.790% | imagenet2012 validation | from zenodo [https://zenodo.org/record/4589637/files/resnet50_INT8bit_quantized.pt] | Edgecortix quantization script | A: int8, W: uint8 | NCHW |   |   |   |



Common CK setup

python3 -m pip install ck





We suggest you to create a virtual CK environment using MLPerf™ inference v1.0 template as follows:

ck pull repo:octoml@venv

ck create venv:mlperf-inference --template=mlperf-inference-1.0

ck activate venv:mlperf-inference





Alternatively, use the following commands if you want to use your native environment:

ck pull repo:ck-ml

ck setup kernel --var.install_to_env=yes

ck detect platform.os --platform_init_uoa=generic-linux-dummy

ck detect soft:compiler.python --full_path=${CK_VENV_PYTHON_BIN}
ck detect soft:compiler.gcc --full_path=`which gcc`

ck install package --quiet --tags=tool,cmake,src

ck install package --quiet --tags=mlperf,inference,src,r1.0

ck install package --tags=lib,python-package,absl
ck install package --tags=lib,python-package,numpy

ck install package --tags=lib,python-package,mlperf,loadgen

ck install package --tags=lib,python-package,matplotlib
ck install package --tags=lib,python-package,cython
ck install package --tags=lib,python-package,opencv-python-headless
ck install package --tags=tool,coco,api

ck show env





You can explore available packages in the CK-ML GitHub repo [https://github.com/ctuning/ck-ml/tree/main/package]
or using the cKnowledge.io platform [https://cKnowledge.io/c/package].



Pull CK repo with the latest MLPerf™ automations from OctoML:

ck pull repo:octoml@mlops





CK will pull and install GitHub repository from https://github.com/octoml/mlops.
Note that you can pull any Git repository in the CK format as follows:

ck pull repo --url={URL}







CK setup for the ImageNet 2012 dataset

You can install a reduced ImageNet 2012 data set with the first 500 images to test MLPerf™ workflows as follows :

ck install package --tags=imagenet,2012,val,min,non-resized
ck install package --tags=imagenet,2012,aux,from.berkeley





Feel free to check the CK JSON meta [https://github.com/ctuning/ck-ml/blob/main/package/imagenet-2012-val-min/.cm/meta.json]
and CK installation scripts for Linux [https://github.com/ctuning/ck-ml/blob/main/package/imagenet-2012-val-min/install.sh]
and Windows [https://github.com/ctuning/ck-ml/blob/main/package/imagenet-2012-val-min/install.bat]
for the CK ImageNet val min package.

ImageNet 2012 validation set is no longer publicly available.
If you already have it installed on your machine, you can detect
and register it to work with CK workflows using this command:

ck detect soft:dataset.imagenet.val --force_version=2012 \
            --extra_tags=full --search_dir={directory where the dataset is installed}





You can also download it via Academic Torrents [https://academictorrents.com/details/5d6d0df7ed81efd49ca99ea4737e0ae5e3a5f2e5]
and then register in the CK using the above command.

Please check this doc to see how you can preprocess the ImageNet
in multiple ways with the help of CK.

Feel free to check the CK JSON meta [https://github.com/ctuning/ck-ml/blob/main/soft/dataset.imagenet.val/.cm/meta.json]
and CK Python customization script [https://github.com/ctuning/ck-ml/blob/main/soft/dataset.imagenet.val/customize.py]
to detect this data set on your machine.

You can see other software detection plugins in the CK-ML repository [https://github.com/ctuning/ck-ml/tree/main/soft]
or using the cKnowledge.io platform [https://cKnowledge.io/c/soft].



CK setup for different models and hardware


ONNX-based models for CPU

ck install package --tags=lib,python-package,onnxruntime-cpu





You will be asked to select a specfic version or the latest one. You can install a specific version as follows:

ck install package --tags=lib,python-package,onnxruntime-cpu,1.6.0






Install ResNet50 v1.5 fp32 for ONNX opset-8

ck install package --tags=model,image-classification,mlperf,onnx,resnet50,v1.5-opset-8





Feel free to check CK JSON meta [https://github.com/octoml/mlops/blob/main/package/ml-model-mlperf-resnet50-v1.5-onnx/.cm/meta.json] of this package.



Install ResNet50 v1.5 fp32 for ONNX opset-11

ck install package --tags=model,image-classification,mlperf,onnx,resnet50,v1.5-opset-11





Feel free to check CK JSON meta [https://github.com/octoml/mlops/blob/main/package/ml-model-mlperf-resnet50-v1.5-onnx/.cm/meta.json] of this package.




Benchmark

First, check LOADGEN parameters for image classification here [https://github.com/mlcommons/inference/tree/master/vision/classification_and_detection#usage].

ck run program:mlperf-inference-bench-image-classification-onnx-cpu --env.EXTRA_OPS="OPTIONS FOR LOADGEN"





CK will ask you to select a command line from:

More than one commmand line is found to run this program:

0) Accuracy-MultiStream (../run_local$#script_ext#$)
1) Accuracy-Offline (../run_local$#script_ext#$)
2) Accuracy-Server (../run_local$#script_ext#$)
3) Accuracy-SingleStream (../run_local$#script_ext#$)
4) Performance-MultiStream (../run_local$#script_ext#$)
5) Performance-Offline (../run_local$#script_ext#$)
6) Performance-Server (../run_local$#script_ext#$)
7) Performance-SingleStream (../run_local$#script_ext#$)





You can test accuracy in Offline mode for 500 images as follows:

ck run program:mlperf-inference-bench-image-classification-onnx-cpu --cmd_key=Accuracy-Offline --env.EXTRA_OPS="--count 500"





You can test performance in SingleStream mode for 500 images as follows:

ck run program:mlperf-inference-bench-image-classification-onnx-cpu --cmd_key=Performance-SingleStream --env.EXTRA_OPS="--count 500 --time 60 --qps 200 --max-latency 0.1"





Feel free to check the CK JSON meta [https://github.com/octoml/mlops/blob/main/program/mlperf-inference-bench-image-classification-onnx-cpu/.cm/meta.json]
and CK dependencies [https://github.com/octoml/mlops/blob/main/program/mlperf-inference-bench-image-classification-onnx-cpu/.cm/meta.json#L99] for this benchmark!

Note that you can obtain help about any CK module such as “program” and action such as “run” as follows:

ck run program --help





You can then customize your CMD using JSON keys as follows:

ck run program:my-program --key1=value1 --key2=value2







Record results to the CK repository

You can record results to the CK repository for further analysis (for example, using CK dashboards) as follows:

ck benchmark program:mlperf-inference-bench-image-classification-onnx-cpu \
     --cmd_key=Performance-SingleStream \
     --env.EXTRA_OPS="--count 500 --time 60 --qps 200 --max-latency 0.1" \
     --repetitions=1 --skip_print_timers --skip_print_stats \
     --record \
     --record_repo=local \
     --record_uoa=mlperf-inference-bench-image-classification-onnx-cpu-resnet50-v1.5-result1 \
     --tags=mlperf-v1.0,inference,image-classification,onnx,resnet50-v1.5,cpu \
     --print_files=mlperf_log_summary.txt,results.json





Note that you can create a new CK repository to group your experimental results as follows:

ck add repo:my-cool-experiments --quiet





and then substitute ‘local’ with ‘my-cool-experiments’ in the above CMD to run the MLPerf™ benchmark.




Analyze experimental results

You can find and check the CK entry with the results (based on FAIR principles [https://www.go-fair.org/fair-principles/]
to make sure that results are reproducible) as follows:

cd `ck find experiment --tags=mlperf-v1.0,inference,image-classification,onnx,resnet50-v1.5,cpu`





or

cd `ck find experiment:mlperf-inference-bench-image-classification-onnx-cpu-resnet50-v1.5-result1`





You can see different experiments inside as follows:

ls -l





Note that you can process, analyze and visualize such CK results from multiple experiments using Python scripts, CK modules and Jupyter notebooks
as shown in this Jupyter notebook example [https://nbviewer.jupyter.org/urls/dl.dropbox.com/s/f28u9epifr0nn09/ck-dse-demo-object-detection.ipynb]
and CK dashboard [https://cknowledge.io/result/crowd-benchmarking-mlperf-inference-classification-mobilenets-all/].



Share experimental results

You can share experimental results publicly with the community or privately between different workgroups
in the CK repositories or pack them to ZIP files:

ck zip experiment:*





This command will create ckr.zip with all CK experiment entries that you can share with your colleagues.
They can unzip this file into CK local repository as follows:

ck unzip repo





You can also pack and share the whole CK repository as follows:

ck zip repo:my-cool-experiments







Delete unused virtual environments

You can delete an unused virtual CK environment as follows:

ck rm venv:mlperf-inference





You can delete all virtual CK environments as follows:

ck rm venv:*







Integration with web services and CI platforms

All CK modules, automation actions and workflows are accessible as a micro-service with a unified JSON I/O API
to make it easier to integrate them with web services and CI platforms as described here.




Questions and feedback


	Contact Grigori Fursin for more details.







          

      

      

    

  

  
    

    MLPerf™ Inference v1.0: medical imaging
    

    

    
 
  

    
      
          
            
  
MLPerf™ Inference v1.0: medical imaging


Official models

| model | reference app | framework | dataset |
| —- | —- | —- | —- |
| 3d-unet | vision/medical_imageing/3d-unet [https://github.com/mlperf/inference/tree/r1.0/vision/medical_imaging/3d-unet] | pytorch, tensorflow(?), onnx(?) | BraTS 2019 |



Common CK setup

python3 -m pip install ck
ck pull repo:octoml@venv

ck create venv:mlperf-inference --template=mlperf-inference-1.0

ck activate venv:mlperf-inference





TBD
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MLPerf™ Inference v1.0: object detection


Official models

| model | reference app | framework | dataset |
| —- | —- | —- | —- |
| ssd-mobilenet 300x300 | vision/classification_and_detection [https://github.com/mlperf/inference/tree/r1.0/vision/classification_and_detection] | tensorflow, pytorch, onnx| coco resized to 300x300 [CK automation]|
| ssd-resnet34 1200x1200 | vision/classification_and_detection [https://github.com/mlperf/inference/tree/r1.0/vision/classification_and_detection] | tensorflow, pytorch, onnx | coco resized to 1200x1200 [CK automation] |



All supported models

| model | framework | accuracy | dataset | model link | model source | precision | notes | CK dataset | CK model | CK model package tags |
| —- | —- | —- | —- | —- | —- | —- | —- | —- | —- | —- |
| ssd-mobilenet 300x300 | tensorflow | mAP 0.23 | coco resized to 300x300 | from tensorflow [http://download.tensorflow.org/models/object_detection/ssd_mobilenet_v1_coco_2018_01_28.tar.gz] | from tensorflow [http://download.tensorflow.org/models/object_detection/ssd_mobilenet_v1_coco_2018_01_28.tar.gz] | fp32 | NHWC |   |   |   |
| ssd-mobilenet 300x300 quantized finetuned | tensorflow | mAP 0.23594 | coco resized to 300x300 | from zenodo [https://zenodo.org/record/3252084/files/mobilenet_v1_ssd_8bit_finetuned.tar.gz] | Habana | int8 | ??? |   |   |   |
| ssd-mobilenet 300x300 symmetrically quantized finetuned | tensorflow | mAP 0.234 | coco resized to 300x300 | from zenodo [https://zenodo.org/record/3401714/files/ssd_mobilenet_v1_quant_ft_no_zero_point_frozen_inference_graph.pb] | Habana | int8 | ??? |   |   |   |
| ssd-mobilenet 300x300 | pytorch | mAP 0.23 | coco resized to 300x300 | from zenodo [https://zenodo.org/record/3239977/files/ssd_mobilenet_v1.pytorch] | from tensorflow [http://download.tensorflow.org/models/object_detection/ssd_mobilenet_v1_coco_2018_01_28.tar.gz] | fp32 | NHWC |   |   |   |
| ssd-mobilenet 300x300 | onnx | mAP 0.23 | coco resized to 300x300 | from zenodo opset-8 [https://zenodo.org/record/3163026/files/ssd_mobilenet_v1_coco_2018_01_28.onnx], opset-11 [https://zenodo.org/record/4735652/files/ssd_mobilenet_v1_coco_2018_01_28.onnx] | from tensorflow [http://download.tensorflow.org/models/object_detection/ssd_mobilenet_v1_coco_2018_01_28.tar.gz] converted using this script [https://github.com/mlcommons/inference/blob/master/vision/classification_and_detection/tools/convert-to-onnx.sh] | fp32 | NHWC, tested on onnxruntime, some runtime warnings |   | link [https://github.com/octoml/mlops/tree/main/package/ml-model-mlperf-ssd-mobilenet-300-onnx] | model,object-detection,mlperf,onnx,ssd-mobilenet,side.300,non-quantized  |
| ssd-mobilenet 300x300 | onnx, pytorch | mAP 0.23 | coco resized to 300x300  | from zenodo [https://zenodo.org/record/3252084/files/mobilenet_v1_ssd_8bit_finetuned.tar.gz] | ??? | int8 | ??? |   |   |   |
| ssd-resnet34 1200x1200 | tensorflow | mAP 0.20 | coco resized to 1200x1200| from zenodo [https://zenodo.org/record/3345892/files/tf_ssd_resnet34_22.1.zip?download=1] | from mlperf [https://github.com/mlperf/inference/tree/master/others/cloud/single_stage_detector/tensorflow], training model [https://github.com/lji72/inference/tree/tf_ssd_resent34_align_onnx/others/cloud/single_stage_detector/tensorflow] | fp32 | NCHW |   |   |   |
| ssd-resnet34 1200x1200 | pytorch | mAP 0.20 | coco resized to 1200x1200 | from zenodo [https://zenodo.org/record/3236545/files/resnet34-ssd1200.pytorch] | from mlperf [https://github.com/mlperf/inference/tree/master/others/cloud/single_stage_detector/pytorch] | fp32 | NCHW |   |   |   |
| ssd-resnet34 1200x1200 | onnx | mAP 0.20 | coco resized to 1200x1200 | from zenodo opset-8 [https://zenodo.org/record/3228411/files/resnet34-ssd1200.onnx] | from mlperf [https://github.com/mlperf/inference/tree/master/others/cloud/single_stage_detector] converted using the these instructions [https://github.com/BowenBao/inference/tree/master/cloud/single_stage_detector/pytorch#6-onnx] | fp32 | Converted from pytorch model. |   | link [https://github.com/octoml/mlops/tree/main/package/ml-model-mlperf-ssd-resnet34-1200-onnx]  | model,object-detection,mlperf,onnx,ssd-resnet34,side.1200,non-quantized,opset-8  |
| ssd-resnet34 1200x1200 | onnx | mAP 0.20 | coco resized to 1200x1200 | from zenodo opset-11 [https://zenodo.org/record/4735664/files/ssd_resnet34_mAP_20.2.onnx] | from zenodo [https://zenodo.org/record/3345892/files/tf_ssd_resnet34_22.1.zip] converted using this script [https://github.com/mlcommons/inference/blob/master/vision/classification_and_detection/tools/convert-to-onnx.sh] | fp32 | Converted from the tensorflow model and uses the same interface as the tensorflow model. |   |   |   |



Common CK setup

python3 -m pip install ck





We suggest you to create a virtual CK environment using MLPerf™ inference dev template as follows:

ck pull repo:octoml@venv

ck create venv:mlperf-inference --template=mlperf-inference-dev

ck activate venv:mlperf-inference





Alternatively, use the following commands if you want to use your native environment:

ck pull repo:ck-ml

ck setup kernel --var.install_to_env=yes

ck detect platform.os --platform_init_uoa=generic-linux-dummy

ck detect soft:compiler.python --full_path=${CK_VENV_PYTHON_BIN}
ck detect soft:compiler.gcc --full_path=`which gcc`

ck install package --quiet --tags=tool,cmake,src

ck install package --quiet --tags=mlperf,inference,src,dev

ck install package --tags=lib,python-package,absl
ck install package --tags=lib,python-package,numpy

ck install package --tags=lib,python-package,mlperf,loadgen

ck install package --tags=lib,python-package,matplotlib
ck install package --tags=lib,python-package,cython
ck install package --tags=lib,python-package,opencv-python-headless
ck install package --tags=tool,coco,api

ck show env





You can explore available packages in the CK-ML GitHub repo [https://github.com/ctuning/ck-ml/tree/main/package]
or using the cKnowledge.io platform [https://cKnowledge.io/c/package].



Pull CK repo with the latest MLPerf™ automations from OctoML:

ck pull repo:octoml@mlops





CK will pull and install GitHub repository from https://github.com/octoml/mlops.
Note that you can pull any Git repository in the CK format as follows:

ck pull repo --url={URL}







CK setup for the COCO 2017 val dataset (5000 images) converted to 300x300

You can install COCO 2017 val dataset as follows:

ck install package --ask --tags=dataset,coco,val,2017,full





Feel free to check the CK JSON meta [https://github.com/ctuning/ck-ml/tree/main/package/dataset-coco-2017-val/.cm/meta.json]
and CK installation scripts for Linux [https://github.com/ctuning/ck-ml/tree/main/package/dataset-coco-2017-val/install.sh]
and Windows [https://github.com/ctuning/ck-ml/tree/main/package/dataset-coco-2017-val/install.bat]
for the CK COCO2017 val dataset package.

Please check this doc to see how you can preprocess this data set
in multiple ways with the help of CK.

Feel free to check the CK JSON meta [https://github.com/ctuning/ck-ml/tree/main/soft/dataset.coco.2017.val/.cm/meta.json]
and CK Python customization script [https://github.com/ctuning/ck-ml/tree/main/soft/dataset.coco.2017.val/customize.py]
to detect this data set on your machine.

You can see other software detection plugins in the CK-ML repository [https://github.com/ctuning/ck-ml/tree/main/soft]
or using the cKnowledge.io platform [https://cKnowledge.io/c/soft].



CK setup for different models and hardware


ONNX-based models for CPU

ck install package --tags=lib,python-package,onnxruntime-cpu





You will be asked to select a specfic version or the latest one. You can install a specific version as follows:

ck install package --tags=lib,python-package,onnxruntime-cpu,1.6.0






Install SSD-Mobilenet 300x300 non-quantized fp32 for ONNX opset-8

ck install package --tags=model,object-detection,mlperf,onnx,ssd-mobilenet,side.300,non-quantized,opset-8





Feel free to check CK JSON meta [https://github.com/octoml/mlops/blob/main/package/ml-model-mlperf-ssd-mobilenet-300-onnx/.cm/meta.json] of this package.



Install SSD-Mobilenet 300x300 non-quantized fp32 for ONNX opset-11

ck install package --tags=model,object-detection,mlperf,onnx,ssd-mobilenet,side.300,non-quantized,opset-11







Install SSD-ResNet34 1200x1200 non-quantized fp32 for ONNX opset-8

ck install package --tags=model,object-detection,mlperf,onnx,ssd-resnet34,side.1200,non-quantized,opset-8








Benchmark

First, check LOADGEN parameters for object detection here [https://github.com/mlcommons/inference/tree/master/vision/classification_and_detection#usage].

ck run program:mlperf-inference-bench-object-detection-onnx-cpu --env.EXTRA_OPS="OPTIONS FOR LOADGEN"





CK will ask you to select a command line from:

More than one commmand line is found to run this program:

0) Accuracy-MultiStream (../run_local$#script_ext#$)
1) Accuracy-Offline (../run_local$#script_ext#$)
2) Accuracy-Server (../run_local$#script_ext#$)
3) Accuracy-SingleStream (../run_local$#script_ext#$)
4) Performance-MultiStream (../run_local$#script_ext#$)
5) Performance-Offline (../run_local$#script_ext#$)
6) Performance-Server (../run_local$#script_ext#$)
7) Performance-SingleStream (../run_local$#script_ext#$)





You can test accuracy in Offline mode while limiting time as follows:

ck run program:mlperf-inference-bench-object-detection-onnx-cpu --cmd_key=Accuracy-Offline --env.EXTRA_OPS="--time 60"





You can test performance in SingleStream mode while limiting time as follows:

ck run program:mlperf-inference-bench-object-detection-onnx-cpu --cmd_key=Performance-SingleStream --env.EXTRA_OPS="--time 60 --qps 200 --max-latency 0.1"





Feel free to check the CK JSON meta [https://github.com/octoml/mlops/blob/main/program/mlperf-inference-bench-object-detection-onnx-cpu/.cm/meta.json]
and CK dependencies [https://github.com/octoml/mlops/blob/main/program/mlperf-inference-bench-object-detection-onnx-cpu/.cm/meta.json#L99] for this benchmark!

Note that you can obtain help about any CK module such as “program” and action such as “run” as follows:

ck run program --help





You can then customize your CMD using JSON keys as follows:

ck run program:my-program --key1=value1 --key2=value2







Record benchmarking results to the CK repository

You can record results to the CK repository for further analysis (for example, using CK dashboards) as follows:

ck benchmark program:mlperf-inference-bench-object-detection-onnx-cpu \
     --cmd_key=Performance-SingleStream \
     --env.EXTRA_OPS="--time 60 --qps 200 --max-latency 0.1" \
     --repetitions=1 --skip_print_timers --skip_print_stats \
     --record \
     --record_repo=local \
     --record_uoa=mlperf-inference-bench-object-detection-onnx-cpu-ssd-mobilenet-result1 \
     --tags=mlperf-v1.0,inference,object-detection,onnx,ssd-mobilenet,cpu \
     --print_files=mlperf_log_summary.txt,results.json





Note that you can create a new CK repository to group your experimental results as follows:

ck add repo:my-cool-experiments --quiet





and then substitute ‘local’ with ‘my-cool-experiments’ in the above CMD to run MLPerf™ benchmark.




Analyze experimental results

You can find and check the CK entry with the results (based on FAIR principles [https://www.go-fair.org/fair-principles/]
to make sure that results are reproducible) as follows:

cd `ck find experiment --tags=mlperf-v1.0,inference,object-detection,onnx,ssd-mobilenet,cpu`





or

cd `ck find experiment:mlperf-inference-bench-object-detection-onnx-cpu-ssd-mobilenet-result1`





You can see different experiments inside as follows:

ls -l





Note that you can process, analyze and visualize such CK results from multiple experiments using Python scripts, CK modules and Jupyter notebooks
as shown in this Jupyter notebook example [https://nbviewer.jupyter.org/urls/dl.dropbox.com/s/f28u9epifr0nn09/ck-dse-demo-object-detection.ipynb]
and CK dashboard [https://cknowledge.io/result/crowd-benchmarking-mlperf-inference-classification-mobilenets-all/].



Share experimental results

You can share experimental results publicly with the community or privately between different workgroups
in the CK repositories or pack them to ZIP files:

ck zip experiment:*





This command will create ckr.zip with all CK experiment entries that you can share with your colleagues.
They can unzip this file into CK local repository as follows:

ck unzip repo





You can also pack and share the whole CK repository as follows:

ck zip repo:my-cool-experiments







Delete unused virtual environments

You can delete an unused virtual CK environment as follows:

ck rm venv:mlperf-inference





You can delete all virtual CK environments as follows:

ck rm venv:*







Use a Docker container

It is possible to automatically generate containers with the CK workflows inside
while keeping the same CK interface across different projects.

We’ve prepared a Docker container with pre-installed MLPerf™ inference benchmark v1.0
with object detection that you can use interactively to benchmark models
and record results in your local repository for further analysis.

Feel free to check the CK entry [https://github.com/octoml/mlops/tree/main/docker/ck-mlperf-inference-v1.0-object-detection-native-x8664-ubuntu-20.04]
with this container. You can also check adaptive CK containers shared by OctoML [https://github.com/octoml/mlops/tree/main/docker]
and other CK containers shared by the community (they may be out of date - we plan to update them soon) [https://github.com/ctuning/ck-ml/tree/main/docker].

First, build a given Docker container using CK as follows:

ck build docker:ck-mlperf-inference-v1.0-object-detection-native-x8664-ubuntu-20.04





Then, create a local CK repository where you would like to record benchmarking results:

ck add repo:ck-experiments --quiet





Linux: Start Docker while mounting CK repository with experiments:

export CK_HOST_REPO_EXPERIMENTS=`ck where repo:ck-experiments`

echo ${CK_HOST_REPO_EXPERIMENTS}

docker run --volume ${CK_HOST_REPO_EXPERIMENTS}:/home/ckuser/ck-experiments -it octoml/ck-mlperf-inference-v1.0-object-detection-native-x8664-ubuntu-20.04





Use this ugly hack to be able to record to your host CK repository:

sudo chmod -R 777 ck-experiments
ck add repo:ck-experiments --path=/home/ckuser/ck-experiments --quiet





Then try to run some experiments and record results:

ck benchmark program:mlperf-inference-bench-object-detection-onnx-cpu \
     --cmd_key=Performance-SingleStream \
     --env.EXTRA_OPS="--time 60 --qps 200 --max-latency 0.1" \
     --repetitions=1 --skip_print_timers --skip_print_stats \
     --record \
     --record_repo=ck-experiments \
     --record_uoa=mlperf-inference-bench-object-detection-onnx-cpu-ssd-mobilenet-result1 \
     --tags=mlperf-v1.0,inference,object-detection,onnx,ssd-mobilenet,cpu \
     --print_files=mlperf_log_summary.txt,results.json





After exiting this Docker container, you can see results in your local ck-experiment repo:

exit
ck ls ck-experiment:experiment:*







Integration with web services and CI platforms

All CK modules, automation actions and workflows are accessible as a micro-service with a unified JSON I/O API
to make it easier to integrate them with web services and CI platforms as described here.




Questions and feedback


	Contact Grigori Fursin for more details.







          

      

      

    

  

  
    

    MLPerf™ Inference v1.0: recommendation
    

    

    
 
  

    
      
          
            
  
MLPerf™ Inference v1.0: recommendation


Official models

| model | reference app | framework | dataset |
| —- | —- | —- | —- |
| dlrm | recommendation/dlrm [https://github.com/mlperf/inference/tree/r1.0/recommendation/dlrm/pytorch] | pytorch, tensorflow(?), onnx(?) | Criteo Terabyte |



Common CK setup

python3 -m pip install ck
ck pull repo:octoml@venv

ck create venv:mlperf-inference --template=mlperf-inference-1.0

ck activate venv:mlperf-inference





TBD



Notes


	[20210420] DLRM inference README out of date


	https://github.com/mlcommons/inference/issues/917


	https://github.com/mlcommons/inference/issues/604












          

      

      

    

  

  
    

    MLPerf™ Inference v1.0: speech recognition
    

    

    
 
  

    
      
          
            
  
MLPerf™ Inference v1.0: speech recognition


Official models

| model | reference app | framework | dataset |
| —- | —- | —- | —- |
| rnnt | speech_recognition/rnnt [https://github.com/mlperf/inference/tree/r1.0/speech_recognition/rnnt] | pytorch | OpenSLR LibriSpeech Corpus |



Common CK setup

python3 -m pip install ck
ck pull repo:octoml@venv

ck create venv:mlperf-inference --template=mlperf-inference-1.0

ck activate venv:mlperf-inference





TBD





          

      

      

    

  

  
    

    Ideas to improve automation
    

    

    
 
  

    
      
          
            
  
Ideas to improve automation


	Provide tests to automate all CK components and workflows across all available platforms


	Test ML models with real workflows (image classificaiton, object detection, NLP) similar to CK demo [https://cknowledge.io/solution/demo-obj-detection-coco-tf-cpu-webcam-linux-azure/#test]


	Add more details about how set up RPi4, Nvidia, Coral Edge TPU and other boards from scratch







          

      

      

    

  

  
    

    Ideas to improve CK
    

    

    
 
  

    
      
          
            
  
Ideas to improve CK

Developing backwards compatible CK2 based on our collective experience:


	simple and pythonic access to CK repos as a database (separate from actions)


	simplify CK repo structure to avoid numerous .cm directories. Use cm.json file with UID and then reindex components when pulling repo or adding/deleting entries


	implement CK actions/modules as standard Python packages with dependencies that can be installed via PIP (to ensure stability and testing)


	simplify modules program+platform with a “workflow” module that resolves all dependencies (platform+scripts+pip requirements become a part of it),
take env as input, run script, modifies env, and produce output - unified CK LEGO bricks


	host/traget platform become a package rather than current separate entity - much easier to extend and provide deps!






	improve DSE + autotuner based on exposed env vars + packages + deps







          

      

      

    

  

  
    

    <no title>
    

    

    
 
  

    
      
          
            
  We need to standardize:


	CK package meta and env for models


	CK package meta and env for datasets


	CK package meta and env for frameworks and libraries


	platform description


	CK program API for MLPerf™ tasks


	Power measurements


	Visualization of all results on multi-dimensional Pareto-frontier






          

      

      

    

  

  
    

    MLPerf™
    

    

    
 
  

    
      
          
            
  
MLPerf™


	LoadGen (how to build without CK) [https://github.com/mlcommons/inference/blob/master/loadgen/README_BUILD]


	MLCube (complementary to CK - plans to connect it with the CK framework)


	Logging






CK portable workflows


	CK


	CK Virtual env


	CK Docker






ML compilers


	TVM [https://github.com/apache/tvm]






Package management


	Spack (HPC) [https://github.com/spack/spack]


	EasyBuild (HPC) [https://docs.easybuild.io/en/latest]


	Poetry (Python) [https://python-poetry.org]







          

      

      

    

  

  
    

    <no title>
    

    

    
 
  

    
      
          
            
  You can use adaptive CK containers [https://github.com/octoml/venv/blob/main/README.docker]
with the CK CLI as follows:

ck pull repo:octoml@venv
ck ls docker
ck build docker:ck-template-ml-x8664-ubuntu-20.04
ck run docker:ck-template-ml-x8664-ubuntu-20.04
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  You can use the virtual CK environment [https://github.com/octoml/venv] to avoid mixing up your current Python installation as follows:

ck pull repo:octoml@venv
ck create venv:test
ck activate venv:test





You can create a virtual environment using a template such as MLPerf™ inference.
CK will attempt to automatically install extra CK packages required for MLPerf™ inference:

ck ls venv.template
ck create venv:mlperf --template=mlperf-inference-dev
ck activate venv:mlperf





We suggest you to use generic template with minimal CK setup:

ck create venv:test1 --template=generic
ck activate venv:test1
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  Install CK [https://github.com/ctuning/ck] and dependencies as described here [https://ck.readthedocs.io/en/latest/src/installation.html]:

pip3 install ck





or

python3 -m pip install ck





or

pip3 install ck





Check that ck CLI is available:

fursin@rpi4:~$ ck

CK version: 1.55.12

Python executable used by CK: /home/fursin/.pyenv/versions/3.7.6/bin/python3.7

Python version used by CK: 3.7.6 (default, Mar  9 2021, 04:42:58)
   [GCC 7.5.0]

Path to the default repo: /home/fursin/.pyenv/versions/3.7.6/lib/python3.7/site-packages/ck/repo
Path to the local repo:   /home/fursin/CK/local/venv/ck-octoml-amd/CK/local
Path to CK repositories:  /home/fursin/CK/local/venv/ck-octoml-amd/CK

Documentation:        https://github.com/ctuning/ck/wiki
CK Google group:      https://bit.ly/ck-google-group
CK Slack channel:     https://cKnowledge.org/join-slack
Stable CK components: https://cKnowledge.io





Sometimes you may need to add “~.local/bin/ck” to your PATH or restart your shell.



          

      

      

    

  

  
    

    Continuous integration for CK workflows
    

    

    
 
  

    
      
          
            
  
Continuous integration for CK workflows

All CK modules and automation actions are accessible as a micro-service with a unified JSON I/O API.

For example, have a look at these CLI-based CK commands:

ck pull repo:octoml@mlops
ck search dataset --tags=jpeg
ck compile program:image-corner-detection --speed
ck run program:image-corner-detection --env.XYZ=abc





They can be implemented in Python as follows:

import ck.kernel as ck

r=ck.access({'action':'pull', 'module_uoa':'repo', 'data_uoa':'octoml@mlops})
if r['return']>0: ck.err(r)

r=ck.access({'action':'search', 'module_uoa':'dataset', 'tags':'jpeg'})
if r['return']>0: ck.err(r)
print (r['lst'])

r=ck.access({'action':'compile', 'module_uoa':program', 'data_uoa':'image-corner-detection', 'speed':'yes'})
if r['return']>0: ck.err(r)

r=ck.access({'action':'run', 'module_uoa':program', 'data_uoa':'image-corner-detection', 'env':{'XYZ':'abc'}})
if r['return']>0: ck.err(r)





This allows one to use CK automation actions and workflows as web services or connect them with any CI platform.



Examples

Python-based CK integration with web platforms:


	cKnowledge.io platform [https://cKnowledge.io] uses CK framework as a database of CK objects and micro-services.




CMD-based CK integration with CLI platforms:


	Travis for Linux and MacOS (CK ML repository) [https://github.com/ctuning/ck-ml/blob/main/.travis.yml]


	AppVeyor for Windows (CK ML repository) [https://github.com/ctuning/ck-ml/blob/main/appveyor.yml]







          

      

      

    

  

  
    

    Logging infrastructure
    

    

    
 
  

    
      
          
            
  
Logging infrastructure


Notes


	Meeting minutes: https://docs.google.com/document/d/1RMAaKpETh8KWyHn8QPPYXFbZskT1C3osQ48qCARO-7M/edit#heading=h.29afhoayntkh








          

      

      

    

  

  
    

    MLCube™ project
    

    

    
 
  

    
      
          
            
  
MLCube™ project


	GitHub: https://github.com/mlcommons/mlcube





Native CMD


Download SSD dataset (~20 GB, ~40 GB space required)

mlcube run --task download_data --platform docker







Download ResNet34 feature extractor

mlcube run --task download_model --platform docker







Run benchmark

mlcube run --task train --platform docker








CK automation


Common CK setup

Install the CK framework [https://github.com/ctuning/ck] as follows (check this guide [https://github.com/ctuning/ck#installation] in case of problems).

python3 -m pip install ck





We suggest you to create a virtual CK environment as follows:

ck pull repo:octoml@venv

ck create venv:mlcube --template=generic

ck activate venv:mlcube







Pull repo with CK MLOps, MLCube and MLPerf components:

ck pull repo:octoml@mlops







List MLCube example

ck ls mlcube







List target platforms

ck list target







Add new target platform

ck add target:my-target --tags=mlcube,my-target







TBD

ck run mlcube:demo --target=aws-demo
ck run mlcube:demo --target=my-target








Notes


	Single Stage Detection with MLCube(tm) [https://github.com/mlcommons/training/pull/465]








          

      

      

    

  

  
    

    Real-world use cases
    

    

    
 
  

    
      
          
            
  
Real-world use cases
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